
See inside for
SANS complete product portfolio on offer  
for Europe, Middle East, Africa & Asia Pacific

SANS training curriculum
Security, Digital Forensics & Incident Response, 
Offensive Operations, IT Audit, Cloud Security, 
Management, ICS, Defence, Purple Team Tactics

40+
GIAC Certifications

70+
Hands-on Courses

Training 
Formats
 In-Person NEW! 
 In-Person Live-Stream NEW! 
 Live Online 
 OnDemand

In-Person 
Training Has 

Returned!

Cybersecurity  
Training & 
Certifications
FEATURING 27 NEW COURSES

Plus:
•  Degree Programs
•  Cyber Ranges
•  Free Summits
•  Workshops & Resources
•  Security Awareness and Phishing



SANS Cyber Defence Courses
SEC301 Introduction to Information Security     41
SEC401 Security Essentials: Network, Endpoint, and Cloud    42
SEC450  Blue Team Fundamentals: Security Operations and Analysis   43
SEC487 Open-Source Intelligence Gathering (OSINT) and Analysis   44
SEC501 Advanced Security Essentials – Enterprise Defender   45
SEC503 Intrusion Detection In-Depth      46
SEC504 Hacker Tools, Techniques, Exploit     47
SEC505 Securing Windows and PowerShell Automation    48
SEC511 Continuous Monitoring and Security Operations    49
SEC530 Defensible Security Architecture and Engineering    50
SEC540 Cloud Security and DevOps Automation     51
SEC555 SIEM with Tactical Analytics      52
SEC573 Automating Information Security with Python    53
SEC586 Blue Team Operations – Defensive Powershell    54
SEC595 Applied Data Science and Machine Learning for Cybersecurity Professionals 55
SEC599 Defeating Advanced Adversaries - Implementing Kill Chain Defences   56 
SANS Cyber Defence Short Courses      57

SANS Offensive Operations Courses
SEC460 Enterprise Threat and Vulnerability Assessment    60
SEC504 Hacker Tools, Techniques, Exploits, and Incident Handling   61
SEC542 Web App Penetration Testing and Ethical Hacking    62
SEC560 Network Penetration Testing and Ethical Hacking    63
SEC562 CyberCity Hands-on Kinetic Cyber Range Exercise    64
SEC573 Automating Information Security for Python    65
SEC575 Mobile Device Security and Ethical Hacking    66
SEC588 Cloud Penetration Testing      67 
SEC599 Defeating Advanced Adversaries – Purple Team Tactics and Kill Chain Defenses 68 
SEC617 Wireless Penetration Testing and Ethical Hacking    69
SEC642 Advanced Web App Penetration Testing, Ethical Hacking, and Exploitation Tech... 70
SEC660 Advanced Penetration Testing, Exploit Writing, and Ethical Hacking  71
SEC699 Purple Team Tactics – Adversary Emulation for Breach Prevention & Detect... 72
SEC760 Advanced Exploit Development for Penetration Testers   73 
SANS Penetration Testing Short Courses      74
SANS Team-Based Training Course      75

SANS Forensics and Incident Response Courses
FOR308   Digital Forensics Essentials | NEW     77
FOR498   Battlefield Forensics & Data Acquisition | NEW    78
FOR500 Windows Forensic Analysis      79
FOR508 Advanced Incident Response, Threat Hunting, and Digital Forensics  80
FOR509 Enterprise Cloud Forensics & Incident Response    81
FOR518 Mac and iOS Forensic Analysis and Incident Response   82
FOR572 Advanced Network Forensics and Analysis    83
FOR578 Cyber Threat Intelligence      84
FOR585 Smartphone Forensic Analysis In-Depth     85
FOR610 Reverse-Engineering Malware: Malware Analysis Tools and Techniques  86

SANS Management and Audit Courses
MGT414 SANS Training Program for CISSP® Certification    88
MGT512 Security Leadership Essentials for Managers    89
MGT514 Security Strategic Planning, Policy, and Leadership    90
MGT516    Managing Security Vulnerabilities: Enterprise and Cloud   91
MGT521    Leading Cybersecurity Change: Building a Security-Based Culture  92
MGT525 IT Project Management, Effective Communication, and PMP® Exam Prep 93
MGT551 Building & Leading Security Operations Centers    94
MGT566 Implementing & Auditing CIS Critical Controls    95
AUD507 Auditing & Monitoring Networks, Perimeters, and Systems   96
LEG523 Law of Data Security and Investigations     97
SANS Management and Audit Short Courses     98

SANS Cloud Security Courses
SEC488 Cloud Security Essentials      100
SEC510 Public Cloud Security: AWS, Azure, and GCP    101
SEC522 Defending Web Applications Security Essentials    102
SEC540 Cloud Security and DevOps Automation     103 
SANS Cloud Security Short Courses      104

SANS Industrial Control Systems Courses
ICS410 ICS/SCADA Security Essentials      106
ICS456 Essentials for NERC Critical Infrastructure Protection   107
ICS515 ICS Active Defence and Incident Response    108
ICS612 ICS Cyber Security In-Depth      109

SANS is the world’s largest 
and most trusted provider 
of cyber security training. 
Founded in 1989, SANS 
operates globally and has 
over 200,000 alumni.
For over thirty years, we have worked 
with many of the world’s more prominent 
companies, military organisations, and 
governments. 

Technology may have changed in that 
time, but our core mission has remained 
constant: to protect people and assets 
through sharing cutting-edge cyber-security 
skills and knowledge.

Strength from people
SANS Instructors are, first and foremost, 
industry professionals with a wealth of 
real-world experience – experience that they 
bring into the classroom. 

Across our roster of Instructors are many 
active security practitioners who work for 
high profile organisations. The list includes 
red team leaders, information warfare 
officers, technical directors, CISOs, and 
research fellows. 

Along with respected technical credentials, 
SANS Instructors are also expert teachers. 
Their passion for their subject shines 
through, making the SANS classroom 
efficient and effective.

Cutting edge training 
Cybercrime evolves constantly. SANS 
prepares students to meet today’s dominant 
threats and tomorrow’s challenges. 

We do this through constantly updating and 
rewriting our courses and support material.  
This process is steered by an expert panel 
that draws on the global community’s 
consensus regarding best practice.  

Focussed training 
SANS training is job and skill-specific. We 
offer more than 70 courses, designed to 
align with dominant security team roles, 
duties, and disciplines. 

The SANS Curriculum spans Digital 
Forensics, Audit, Management, Offensive 
Operations, ICS, Secure Software 
Development and more (see pages 14-19). 
Each curriculum offers a progression 
of courses that can take practitioners 
from a subject’s foundations right up to 
specialist skills and knowledge. 

Our training is designed to be practical; 
students are immersed in hands-on lab 
exercises built to let them rehearse, hone 
and perfect what they’ve learned.  

The SANS Promise 
At the heart of everything we do is the SANS 
Promise: Students will be able to deploy the 
new skills they’ve learned immediately. 

The global community 
SANS Institute is a prominent member of 
the global cybersecurity community. We 
operate the Internet Storm Centre – the 
internet’s early warning system. 

SANS also develops, maintains, and 
publishes a large collection of research 
papers about many aspects of information 
security. These papers are made available 
for free. 

The GIAC Advantage
GIAC validates the skills of information 
security professionals, proving that those 
certified have the technical knowledge 
necessary to work in key areas of cyber 
security.

GIAC certifications are respected globally 
because they measure specific skill and 
knowledge areas. GIAC offers the only cyber 
security certifications that cover advanced 
technical subject areas.

There are over 40 specialised GIAC 
certifications. Several GIAC certifications 
are accepted under the ANSI/ISO/IEC 17024 
Personnel Certification programme. 

Many SANS training courses align with GIAC 
certifications. As such, SANS Training is an 
ideal preparation for a GIAC certification 
attempt. 

Why SANS is the best training and 
educational investment
SANS’ immersion training is intensive and 
hands-on and our courseware is unrivalled 
in the industry.
 
SANS Instructors and course authors are 
leading industry experts and practitioners. 
Their real-world experience informs their 
teaching and SANS’ training content. 
 
SANS training strengthens a student’s ability 
to achieve a GIAC certification, with both 
SANS and GIAC placing an emphasis on 
learning practical skills.

How to register for SANS training
SANS runs training events both online and 
In-Person globally. In-Person training runs 
across an intensive 5/6 days. For Online 
Training you have the choice of either taking 
your course at your own pace through SANS 
OnDemand over the course of 4 months, 
or through SANS Live Online which offers 
live-streamed instructor-led training across 
1 or 2 weeks.  With SANS Online Training, 
you can experience all the features you 
love about SANS classroom-based training 
events, without the need to travel. Enjoy 
live, Instructor-led training with courses 
available across multiple time zones or train 
at your own pace, anytime, anywhere with 
pre-recorded sessions.

Find your course, choose your training 
modality and enjoy everything the SANS 
training experience has to offer.

Students should register online by visiting 
www.sans.org

About SANS

Contact SANS
UK, Mainland Europe and Nordics: +44 203 384 3470
Middle East & Africa: +971 04 431 0761
Australia: +61 2 6174 4581
India: +91 974 1900 324
Japan: +81 3 3242 6276
Singapore: +65 8612 5278 / +65 3165 66 81
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Or you can email us at 
emea@sans.org (for UK, Mainland Europe & Nordics), 
mea@sans.org (for Middle East & Africa) 
asiapacific@sans.org (for Asia Pacific)
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Full course descriptions: sans.org/cyber-security-courses Full course descriptions: sans.org/cyber-security-courses

SEC446: Hardware Assisted Hacking (5 DAYS)
Tightly packed with tips, techniques, and hands-on procedures, 
this course teaches the foundations of both hardware theory and 
hardware practice, as well as how they relate to hardware and 
software security.

SEC550: Cyber Deception – Attack Detection, 
Disruption and Active Defense (6 DAYS)
The time it takes for an attacker to go from initial compromise to 
lateral movement is rapidly decreasing while the time it takes to 
detect and respond to breaches is measured in weeks or even 
months. In this course you will learn about deception theory, 
concepts, and technologies to create an environment where 
attackers need to be perfect to avoid detection, while you need to 
be right only once to catch them.

SEC554: Blockchain and Smart  
Contract Security (3 DAYS)
SEC554 will teach you the essential topics of blockchain and 
smart contract technology. The course takes a detailed look at the 
cryptography and transactions behind blockchain and provides 
the hands-on training and tools to deploy, audit, scan, and exploit 
blockchain and smart contract assets.

SEC556: IoT Penteration Testing (3 DAYS)
This course will immerse students into the interfaces commonly 
observed in Internet of Things (IoT) devices and provide a process 
and testing framework (IoTA) to evaluate these devices within 
many layers of the Open Systems Interconnection model.

SEC588: Cloud Penetration Testing | GCPN (6 DAYS)
SEC588 will equip you with the latest in cloud-focused 
penetration testing techniques and teach you how to assess cloud 
environments. The course dives into topics like cloud-based 

microservices, in-memory data stores, serverless functions, 
Kubernetes meshes, and containers, as well as identifying and 
testing in cloud-first and cloud-native applications. You will also 
learn specific tactics for penetration testing in Azure and Amazon 
Web Services, particularly important given that AWS and 
Microsoft account for more than half the market. It’s one thing to 
assess and secure a data center, but it takes a specialized skillset 
to truly assess and report on the risk that an organization faces if 
its cloud services are left insecure.

SEC661: ARM Exploit Development (2 DAYS)
This course prepares students to interact with and write exploits 
against software running in ARM environments, the most widely 
used architecture in Internet of Things (IoT) devices.

SEC670: Red Team Ops – Windows Tool 
Development (6 DAYS)
SEC670 will teach you the essential building blocks for developing 
custom offensive tools through required programming, APIs used, 
and mitigations for techniques.

SEC699: Purple Team Tactics – Adversary 
Emulation for Breach Prevention & Detection  
(6 DAYS)
SEC699 is SANS’s advanced purple team offering, with a key focus 
on adversary emulation for data breach prevention and detection. 
Throughout this course, students will learn how real-life threat 
actors can be emulated in a realistic enterprise environment, 
including multiple AD forests. In true purple fashion, the goal of 
the course is to educate students on how adversarial techniques 
can be emulated (manual and automated) and detected (use 
cases/rules and anomaly-based detection). A natural follow-up to 
SEC599, this is an advanced SANS course offering, with 60 percent 
of class time spent on labs!

Offensive Operations

MGT520: Leading Cloud Security Design and 
Implementation (3 DAYS)
MGT520 teaches students how to build, lead, and implement a 
cloud security transition plan and roadmap, and then execute and 
manage ongoing operations. An organization’s cloud transition 
requires numerous key decisions. This course provides the 
information security leaders need to drive a secure cloud model 
and leapfrog on security by leveraging the security capabilities in 
the cloud.

MGT521: Leading Cybersecurity Change:  
Building a Security-Based Culture (5 DAYS)
Learn how to build, manage, and measure a strong security 
culture by leveraging the latest in organizational change and 
real-world lessons learned. Apply findings from Daniel 
Kahneman’s Nobel prize-winning research, Nudge Theory, and the 
Golden Circle. Learn how Spock, Homer Simpson, and Newton’s 
First Law all are keys to building a strong cybersecurity culture.

MGT551: Building and Leading Security Operations 
Centers (5 DAYS)
Managing a Security Operations Center (SOC) requires a unique 
combination of technical knowledge, management skills, and 
leadership ability. Whether you are looking to build a new SOC or 
take your current team to the next level, MGT551 provides the 
right balance of these elements to super-charge your people, 
tools, and processes. This course will help you build a high-
performing SOC tailored to your organization and the threats it 
faces. 

SEC566: Implementing and Auditing CIS Critical 
Controls (5 DAYS)
In this course, students will learn how an organization can defend 
its information by using the updated version 8 of the CIS Critical 
Controls, as well as by merging security control requirements 
defined by NIST SP 800-171 and Cybersecurity Maturity Model 
Certification into a cohesive strategy to defend their organization 
while complying with industry standards.

Cybersecurity Leadership

SEC513: Modern Linux Security for the Enterprise 
and Cloud (5 DAYS)
What do most websites, public and private cloud infrastructure, 
smartphone, and embedded devices have in common? They all 
leverage Linux as their operating system. This course aims to 

provide students with the strategies, skills, and tools necessary to 
effectively address the security challenges faced when managing 
large numbers of Linux systems and Linux-based containers. The 
course uses numerous practical hands-on exercises with tools 
that the student can leverage quickly after returning to work.

Blue Team Operations

SANS course authors develop  
the most up-to-date and  
relevant content available.

NEW 
COURSES!

SEC537: Practical Open-Source Intelligence 
(OSINT) Analysis and Automation (2 DAYS)
SEC537 teaches practical open-source intelligence (OSINT) 
analysis and automation techniques. You will learn tradecraft 
tips, tactics, techniques, and procedures based on real-world 
examples that will enable you to carry out in-depth OSINT 
analysis of groups, image and video verification, and OSINT 
operations security, as well as understand the foundations of 
automating OSINT with Python.

SEC586: Blue Team Operations: Defensive 
PowerShell (6 DAYS)
Are you a Blue Teamer who has been asked to do more with less? 
Do you wish that you could detect and respond at the same pace 
as your adversaries who are breaking into and moving within the 
network? Blue Team Operations: Defensive PowerShell teaches 
deep automation and defensive capabilities using PowerShell. 
Come join us and learn how to automate everything from regular 
hardening and auditing tasks to advanced defenses. This course 
will provide you with skills for near real-time detection and 
response and elevate your defenses to the next level.

SEC583: Crafting Packets (1 DAY)
SEC583 is a one-day, lab-heavy course designed to teach the 
powerful skill of how to craft and manipulate packets through 
the use of many hands-on activities. This skill can be used to test 
policies, behaviors, and configurations and will also provide 
deeper understanding of TCP/IP and application protocols.

SEC587: Advanced Open-Source Intelligence 
(OSINT) Gathering and Analysis (6 DAYS)
For those who already conduct open source intelligence (OSINT) 
research on a regular basis, there is often an eagerness and 
demand to learn additional tradecraft. For example, how to find 
valuable information in a more automated manner or develop 
your own tools to gather or enrich freshly-found information. 
Some OSINT researchers pause their formal learning after they 
take an entry-level OSINT course, perhaps not realizing that with 
additional, technical OSINT skills in their personal toolbox, they 
will keep up more easily in the fast-changing internet landscape. 
This class is for those who already have a firm foundation in the 
world of OSINT and are looking to go deeper into many of its 
technical collection areas.

SEC595: Applied Data Science and Machine 
Learning for Cybersecurity Professionals (5 DAYS)
Data science, artificial intelligence, and machine learning aren’t 
just the latest buzzwords - they are fast becoming primary tools 
in our information security arsenal. The problem is that, unless 
you have a degree in mathematics or data science, you’re likely 
at the mercy of vendors of these tools. The new SEC595 course 
completely demystifies machine learning and data science. More 
than 50 percent of the time in class is spent solving machine 
learning and data science problems hands-on, rather than just 
talking about them.
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SEC488: Digital Forensics Essentials (6 DAYS)
SEC488 covers Amazon Web Services, Azure, Google Cloud, and 
other cloud service providers. Like foreign languages, cloud 
environments have similarities and differences, and this course 
will introduce you to the language of cloud security. Upon 
completion of this course, you will be able to advise and speak 
about a wide range of cybersecurity topics and help your 
organization successfully navigate the challenges and 
opportunities presented by cloud service providers.

SEC510: Public Cloud Security:  
AWS, Azure, and GCP | GPCS (5 DAYS)
SEC510 is an in-depth analysis of the security of managed services 
for the Big 3 cloud providers: Amazon Web Services, Azure, and 
Google Cloud Platform. Students will leave the course confident 
that they have the knowledge they need when adopting services 
and Platform as a Service (PaaS) offerings in each cloud. Students 
will launch unhardened services, analyze the security 
configuration, validate that they are insufficiently secure, deploy 
patches, and validate the remediation.

SEC541: Cloud Security Monitoring and  
Threat Detection (3 DAYS)
SEC541 is a cloud security course that looks at how attackers are 
attacking the Amazon Web Services (AWS) and Microsoft Azure 
environments, what their characteristics are, and how to detect 
them and investigate suspicious activity in your cloud 
infrastructure. Every day, the class will analyze a real-world set of 
attacks, break down how it happened and how they would detect 
it in their environment, and then dive into the AWS and Azure 
services analyzing logs, behaviors and building analytics that the 
students can bring back to their own cloud infrastructure.

SEC557: Continuous Automation for Enterprise  
and Cloud Compliance (3 DAYS)
SEC557 teaches professionals tasked with ensuring security and 
compliance how to stop being a roadblock and work at the speed 
of the modern enterprise. You’ll learn how to measure and 
visualize security data using the same tools that developers and 
engineers are using, as well as how to extract, load, and visualize 
data from cloud services, on-premise systems, and security tools. 
The course includes PowerShell scripting, automation, time-series 
databases, dashboard software, and even spreadsheets to 
present management with the strategic information it needs and 
to facilitate the work of your operations staff with sound tactical 
data.

SEC584: Cloud Native Security: Defending Containers 
and Kubernetes (3 DAYS)
SEC584 will perform a deep dive into defending key infrastructure 
deployment components, focusing on containerization and 
orchestration exploits. Students will be thrust directly into 
detailed issues related to misconfiguration and known attack 
patterns and will learn how to properly harden and protect 
against these exploits.

Cloud Security

SANS course authors develop  
the most up-to-date and  
relevant content available.

NEW 
COURSES!

FOR308: Digital Forensics Essentials (6 DAYS)
FOR308 provides the necessary knowledge to understand the 
Digital Forensics and Incident Response disciplines, how to be an 
effective and efficient Digital Forensics practitioner or Incident 
Responder, and how to effectively use digital evidence.

FOR509: Enterprise Cloud Forensics and Incident 
Response (4 DAYS)
The world is changing and so is the data we need to conduct our 
investigations. New platforms change how data is stored and 
accessed. They remove the examiners’ ability to put their hands 
directly on the data. Many examiners are trying to force old 
methods for on-premise examination onto cloud-hosted 
platforms. Rather than resisting change, examiners must learn to 
embrace the new opportunities presented to them in the form of 
new evidence sources.

FOR608: Enterprise-Class Incident Response &  
Threat Hunting (3 DAYS)
This course focuses on identifying and responding to incidents 
that are too large to allow for focusing on individual machines. 
The concepts are similar: gathering, analyzing, and making 
decisions based on information from hundreds of machines. 
This requires the ability to automate and quickly focus on the 
right information for analysis. By using example tools built to 
operate at enterprise-class scale, students will learn the 
techniques to collect focused data for incident response and 
threat hunting. Students will then dig into analysis 
methodologies, learning multiple approaches to understand 
attacker movement and activity across hosts of varying 
functions and operating systems by using timeline, graphing, 
structured, and unstructured techniques.

FOR710: Reverse-Engineering Malware: Advanced 
Code Analysis (6 DAYS)
FOR710 continues where FOR610 leaves off, helping students 
who have already attained intermediate-level malware analysis 
capabilities take their reversing skills to the next level. This 
course prepares malware specialists to dissect sophisticated 
32- and 64-bit Windows executables, such as those that 
dominate the headlines and preoccupy incident response teams 
across the globe. 

Digital Forensics & Incident Response

SEC275: Foundations – Computers, Technology, and 
Security | GFCT 
SEC275: Foundations is the best course available to learn the core 
knowledge and develop practical skills in computers, technology, 
and security foundations that are needed to kickstart a career in 
cybersecurity. The course features a comprehensive variety of 
innovative, hands-on labs and practical exercises that go far 
beyond what is offered in any other foundational course in 
cybersecurity. These labs are developed by leading subject-
matter experts, drawing on the latest technology, techniques, and 
concepts in cybersecurity. The course provides students with the 
practical learning and key skills to empower future cybersecurity 
learning and professional development.

SEC474: Building A Healthcare Security & Compliance 
Program (2 DAYS)
There are three huge reasons why SEC474 is important to all 
healthcare organizations. First, the problem of healthcare security 
is big and only getting bigger. Adversaries are becoming more 
sophisticated in their approach and more focused on healthcare 
because of the value of the sector’s data. Healthcare 
organizations of all sizes and types are concerned that the lack of 
properly trained security professionals is resulting in IT systems 
that are insecure and that they may be out of compliance and 
face steep fines. Second, fines under the Health Insurance 
Portability and Accountability Act (HIPAA) are only getting bigger. 
Recent years have seen many million-dollar+ fines levied against 
healthcare organizations for not being HIPAA compliant. Recent 
trends show that this situation is getting worse, not better. Third, 
HIPAA compliance regulations don’t actually tell you how to attain 
HIPAA compliance. Absent specific guidance, organizations are left 
to figure out these challenges on their own. This course has been 
designed to provide organizations with concrete guidance to build 
a secure and compliant environment.

Cyber Defense

Full course descriptions: sans.org/cyber-security-courses Full course descriptions: sans.org/cyber-security-courses
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New Courses In-Development

Cyber Defence

SEC513 Modern Linux Security for the Enterprise and Cloud The concept for this class is to expand from 
securing a limited number of Linux-based systems, often done manually one system at a time, to securing 
hundreds or thousands of Linux-based systems and containers, commonly found in today’s enterprise and 
cloud-based environments.

SEC587: Advanced Open Source Intelligence Gathering & Analysis  This class is for those that already have a 
firm foundation in the world of OSINT and are looking to go deeper into many of its technical collection areas.

Cloud Security

SEC388: Introduction to Cloud Computing and Security This course is designed for anyone who needs to fill a 
skills gap when it comes to Cloud, and either a decision-making or hands-on role, in an organization planning 
to move to or already operate in the cloud.

Digital Forensics & Incident Response

FOR528: Ransomware for Incident Responders FOR528 teaches students how to deal with the specifics of 
ransomware in order to prepare for, detect, hunt, response to, and deal with the aftermath of ransomware. The 
class includes multiple hunting methods, a hands-on approach to learning using real-world data, and a full-
day CTF-style capstone to help students solidify their learning.

FOR532: Enterprise Memory Forensics In-Depth This course focuses on memory forensics from acquisition 
to detailed analysis, from analyzing one machine to many machines all at once. It’ll cover Windows, Mac and 
Linux memory forensics as well as cloud memory acquisition.

FOR548: eDiscovery - Tactics for Conquering the Data Minefield FOR548 teaches students the controls put 
in place to govern the eDiscovery process, where and how the data is stored and how best to satisfy the 
collection requirements imposed upon them and their organizations.

FOR608: Enterprise-Class Incident Response & Threat Hunting This course focuses on building critical and 
in-depth knowledge of collecting, analyzing, and correlating host- and network-based forensic artifacts from 
enterprise-scale networks.

FOR710: Reverse-Engineering Malware: Advanced Code Analysis This course continues where FOR610 leaves 
off, helping students who have already attained intermediate-level malware analysis capabilities take their 
reversing skills to the next level.

Industrial Control Systems

ICS418: ICS Security Essentials for Managers The ICS418 course fills the identified gap amongst leaders 
working across critical infrastructure and operational technology environments. It equips ICS managers 
with the experience and tools to address the business, and industry pressures to manage cyber threats and 
defenses to prioritize the business, and the safety and reliability of industrial control systems operations. 
ICS leaders will leave the course with a firm understanding of the drivers and constraints that exist in cyber-
physical environments and will obtain a nuanced understanding of how to manage the people, processes, and 
technologies throughout their organizations. ICS418 empowers new and established ICS Security Managers.

Offensive Operations

SEC446: Hardware Assisted Hacking Tightly packed with tips, techniques, and hands-on procedures, this 
course teaches the foundations of both hardware theory and hardware practice, as well as how they relate to 
hardware and software security.

SEC550: Active Defense - Cyberspace Trapping, Attack Disruption and Cyber Deception This course will help 
you better understand attackers and their methods, develop new strategies for defending your network, and 
learn how to track and disrupt attackers.

SEC556: IoT Penetration Testing This course will immerse students into the interfaces commonly observed in 
IoT devices and provide a process and testing framework (IoTA) to evaluate these devices within many layers of 
the OSI model.

SEC565: Red Team Operations This course prepares operators to emulate adversaries and threats in a 
professional manner to test a target organization’s people, process, and technology from a holistic perspective.

SEC598: Purple Team Tactics - Security Automation for Offense and Defense Learn how to break down an 
organization’s security issues and define solutions to locally automate secure configurations, set a desired 
state configuration, deploy infrastructure as code in different environments, and detect and respond to 
security incidents in an automated manner.

SEC661: ARM Exploit Development This course prepares students to interact with and write exploits against 
software running in ARM environments, the most widely used architecture in IoT.

SEC670: Red Team Ops - Windows Tool Development Learn the essential building blocks for developing 
custom offensive tools through required programming, APIs used, and mitigations for techniques.

Security Leadership

MGT416: Vendor Risk Management & Data Privacy This course will provide an overview of the key elements 
that are required to properly implement and deliver a successful Vendor Risk and Data Privacy program.
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SANS OnDemand
SANS OnDemand is recorded Instruction by top 
practitioners in every niche of cyber security. Access 
your course online, anywhere, anytime for four months. 
Perfect for students who need total flexibility.
www.sans.org/ondemand 

SANS Live Online
SANS Live Online Training consists of live streamed, 
interactive sessions with SANS Instructors. Our Live 
Online training events provide instructor-led training 
and hands on labs in a virtual environment. These 
events also feature many of the same additional 
learning opportunities as In-Person training events such 
as NetWars Tournaments.
www.sans.org/live-online

SANS Summits and Security 
Leadership events 
Summits are one- or two-day events that take the 
form of keynote speeches and panel sessions, led by 
respected thought-leaders and industry practitioners.
A SANS Summit is an invaluable source of targeted 
learning and typically takes place before, or  after a SANS 
Training Event, with attendance available at a discounted 
rate for those  attending training.

The SANS CISO Network is open exclusively to security 
leaders at the highest level and connects a unique 
group of professionals who have the appetite and 
the authority to make a meaningful difference. By 
sharing ideas and lessons learnt from a wide variety of 
industries, the SANS EMEA CISO Network provides its 
members with a platform to influence our digital future 
and make the world a safer place.
 www.sans.org/ciso-network

SANS Security  
Awareness Training
SANS Security Awareness provides computer-based 
security awareness training for end users, ICS engineers, 
developers, and the utilities and healthcare industries. 
Modular videos deliver expert and impactful training to 
large numbers of employees, with measurable results. 
SANS training goes beyond compliance and focuses  on 
changing behaviour. 
www.sans.org/security-awareness-training

In-Person Training 
Instruction in a classroom setting from a qualified SANS 

Instructor. These are events located centrally in major 
cities and hosted at quality hotels or event centres with 

excellent facilities. 

In-Person Training is a popular method for taking SANS 
training as they provide an opportunity to learn and 

network with peers, colleagues and SANS Staff.

Training fees also include break refreshments, lunch, 
and evening functions (where advertised), but not 

accommodation.

We also offer the ability to attend classroom-based 
courses at our training venues with an instructor 

streamed in live, if you’re not comfortable learning at 
home or at your office. This is our new In-Person  

Live-Stream training modality and is available 
throughout EMEA and Asia Pacific.

See sans.org/cyber-security-training-events/all  
for the latest schedule for Training Events.

SANS Private Training
Training delivered directly to an organisation’s security

team, either in a classroom setting, at the employer’s 
premises or training facility or via an exclusive 

Live Online format. Private training is suitable for 
organisations that need to train 25 or more staff and/or 

require an entirely confidential training experience.
Private training allows a SANS Instructor to concentrate

on areas directly relevant to that organisation and
provides financial advantages across staff travel,

subsistence, and accommodation.

Contact SANS for further information:
emea@sans.org or asiapacific@sans.org

Bespoke Training Solutions 
and Cyber Academy 

SANS creates bespoke training programmes that 
answer specific nationwide needs, for governments 

looking to train the future generation of cyber security 
professionals OR that answer specific operational and 

organizational needs. Training content is drawn from 
across SANS’ Curriculum, and programmes often include 

assessment phases using SANS CyberTalent. 
SANS Cyber Academy identifies candidates with the 

potential to succeed, then provides intensive training 
before deploying them as GIAC Certified professionals.

To find out more about partnerships  
with SANS, please email 

emea@sans.org or asiapacific@sans.org

SANS Training Formats SANS high standards remain constant across all training delivery options, and all 
our classes adhere to The SANS Promise -  that you will learn skills and techniques 

that can be put to work immediately upon returning to the workplace.Established in 1989, SANS is the world’s largest and most trusted source of cyber security training
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Why Students Choose 
SANS OnDemand

• Four Months of Access to 
Comprehensive Online 
Training, Virtual Labs and 
Quizzes

• Converse with GIAC-Certified  
Subject-Matter Experts

• Web-Based Training 
Accessible 24/7 from Your 
Desktop, Laptop, iPad, or 
Android Tablet

• No Travel or Time Away from 
the Office

• Includes Video, Labs, and 
Hands-On Exercises

• Electronic Courseware in full-
colour

• Course Progress Reports

• More than 45 Courses 
Available – Anytime, 
Anywhere

• Perfect Preparation Tool  
for the GIAC Exam

More than 45 of SANS most popular information security courses are 
available via OnDemand, our proprietary online training platform. With four 
months of digital access to your course, quizzes, and labs, plus all  
of the corresponding printed books and materials, you’ll have plenty  
of time and resources to master your course content. 

If you lack a travel budget or simply appreciate having extended, fully 
supported access while training, OnDemand may be the best SANS  
training option for you. 

The benefits of taking your SANS training via OnDemand include: 

• Instruction directly from course authors means you will receive the  
best information security training available

• Live chat with GIAC-certified subject-matter experts gives you quick  
answers to questions and help with complex topics

• Rewind, fast forward, and pause options give you total control over  
the pace of your course

• Progress tracking and quizzes keep you focused on achievement  
and content retention

• Search, bookmark, and note-taking options let you highlight sections  
you want to review or include in a study index

• Extended course access is perfect to prepare for GIAC Certification

• Section Confidence 
Markers

• Video Pan/Zoom

• Adjustable Panel Sizing

• Course Progress Bar

• Dynamic Jump  
Back Button

• Closed Captions 
available for selected 
courses

• Adjustable Font Sizing

• Take, Export, and Print 
Your Own Notes

• Enhanced  
Keyboard Shortcuts  
and Accessibility 
Features

New features in OnDemand: 

“The OnDemand platform 
couldn’t have been more 
convenient – having four 
months to complete my 
course allowed me to balance 
work, life, and training well.”

—JILL FRASER, JEFFCO

Train at your own pace anytime, anywhere.
ONDEMAND

sans.org/ondemand
emea@sans.org or asiapacific@sans.org

• The most interactive 
and immersive online 
training available

• No Travel Required

• GIAC-Certified Subject-
Matter-Expert Support

• Complete Set of Electronic 
Books and Course Media

• Exclusive access to virtual 
NetWars Tournaments 

• Live interaction with your 
peers through dedicated 
Slack channels

• Live interactive sessions 
delivered by the best 
instructors in the world

• Hands-on lab access for 
the duration of your class

• Access to archived 
recordings for 4 months 
after the class

Why Students Choose 
SANS Live Online

Experience all the features you love about SANS classroom-based training 
events, without the need to travel. Instructor-led training over 1 or 2 weeks 
with courses available across multiple time zones. SANS Live Online represents 
our most interactive online training option, with classes taught online via 
engaging, live-streamed sessions with expert SANS instructors. Students can 
access all of the same content, real-time instructor guidance, bonus sessions 
and learning results that you would receive in person. 

SANS Live Online students also benefit from 4-month access to the archive 
of your live course lectures. The extended study period supports continual 
learning, allowing students to revisit complex topics to ensure better retention 
of knowledge. Every element of SANS Live Online has been designed to support 
your preparation for your GIAC Certification exam.

We understand that students and organisations have different training 
requirements. To cater for each situation, students are able to choose between 
Multi-Week or Full Day Live Online sessions.

SANS Live Online is so much more than a virtual training event. It includes 
several special features that bring the content to life, and gives you the 
platform to engage online like never before. Students will have access to brand 
new @MIC talks, 60-minute keynote sessions from world-class experts and 
guest speakers on the hottest topics in cybersecurity. They will also be able to 
take part in virtual Capture the Flag student tournaments with a specific focus 
on Core, DFIR, and Cyber Defence NetWars. You can also access free, hands-on 
learning experiences including mini NetWars tournaments, cyber FastTrack and 
NetWars Capstone Events. 

We understand that a large part of the value of SANS training events, is the 
ability to make new connections and network with other members of the cyber 
community. This is why we have developed brand new ways to engage with 
other students online through dedicated chat channels and weekly challenges. 

“I’m at home taking the Live 
Online class but I feel like I’m 
there in the room. I don’t feel 
isolated at all. I just have access 
to my comforts while taking the 
class.”

—DEONA VASTINE, STATE OF CALIFORNIA

So much more than a virtual training event
LIVE ONLINE

sans.org/live-online
emea@sans.org or asiapacific@sans.org
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Full Day Sessions 

Immerse yourself in a full week of training, live-streamed with SANS instructors, 
to fully focus without distractions and maintain the momentum of your learning. 
The full day, bootcamp-style sessions allow instructors to bring subject matter 
to life with their own experiences, real-world examples and time to apply the 
theory you learn. You will also have 4 months access to the mp3/video archives 
of your live course lectures, giving you the ability to revisit material and learn 
continually as you prepare for you GIAC Certification exam.

Multi Week Sessions 

The features of Live Online training were designed to combine the power of In-
Person interaction and coaching with online convenience. Thus, allowing you to 
have a flexible and efficient way to complete live SANS training from anywhere in 
the world. Multi week sessions empowers students with the flexibility to balance 
training alongside other commitments, together with interactive and engaging 
live-streamed evening sessions with top SANS instructors. The extended study 
period supports continual learning, meaning that you can study at your own 
pace and revisit complex topics to ensure better retention of knowledge

• No Travel

• Teaching assistants 
available to support 

• Hands-on lab access for 
the duration of your class 

• Access to Netwars 
Tournaments

• Dedicated Student Slack 
Channels

• Live Instructor Interaction

• Access to archived 
recordings for 4 months 
after the class

• GIAC-Certified Subject- 
Matter-Expert Support 

Great Features of Live Online:

What Our Student Say about Live 
Online:

“SANS’ platform delivery provided 
an excellent learning experience.”   
- SEC301 Student 

“I really enjoyed the online format 
and I would take more classes like 
this for sure.” - SEC566 Student

“SANS Live Online continues to 
prove to be an excellent platform 
that is immersive, stable, and 
available to bring top-notch 
training to wherever you are in the 
world!” - FOR498 Student

“I was worried about the virtual 
delivery, but this is amazing!”           
- SEC511 Student

“I was skeptical about the online 
course format because of not 
having the teacher student 
interaction and help with labs live. 
After the first day, my skepticism is 
gone.” - SEC401 Student

Whilst SANS is offering several formats through which you can attend 
cybersecurity training and obtain your GIAC certification, many of you 
have told us that you like being enabled to train and study together 
with your peers during a dedicated period of time. 

This is why we would like to introduce SANS In-Person Live-Stream 
Training. Hosting our instructors Live Online and welcoming our 
students to an In-Person training event. 

In-Person Live-Stream (IPLS) Training is the combination of SANS Live Online and SANS In-Person Training. This format allows local 
students (or students within a specific region) to travel (where regulations allow it) to a SANS In-Person training event and attend 
their Live Online Training within a dedicated classroom whilst SANS live-streams the instructor teaching into the classroom.

In-Person live stream comes in two different formats:

•  In-Person Live Stream Dedicated Classroom: Where you can train in a classroom with other students from your specific course, 
and the instructor is live-streamed to the room, with a dedicated TA for your support.

•  In-Person Live Stream Study Hall Setting: Opportunity to take your Live Online class at an In-Person event in a Study Hall 
room for optimal concentration. Multiple classes will be in the same room and In-Person support from TA’s will be available.

Some of the benefits to training with SANS In-Person Live-Stream Training:

• Follow your instructor-led training live: In-Person Live-Stream is set-up to allow our world-class instructors to teach you 
remotely. You are able to interact live with your instructor and ask him/her any questions you might have and to dedicated 
course chat channels. Should logistics permit, your instructor will be projected onto a large screen within the classroom.

• Train in a safe environment: SANS works closely with our training venues around the world to ensure the highest standards of 
hygiene and cleanliness as outlined by the WHO, CDC and local/national authorities.

• Moderator or Teaching assistant in the room: Although your SANS Instructor will not physically be in the room with you, there 
will be a moderator OR teaching assistant with you in the room to offer assistance if needed. Teaching assistants are also 
highly skilled and knowledgeable experts who are on their way to become a SANS instructor.

• Focus better with dedicated training time: In-Person Live-Stream allows you to block dedicated training time and offers you a 
training room away from home or the office where you are faced with several distractions. 

• Train together with your peers: Whilst maintaining social distance, SANS training always offers a great platform for students to 
interact with their peers to exchange knowledge, experience, and real-life examples. 

• Opportunity to attend Community Talks & NetWars Tournament: You will have the opportunity to attend a Community Talk or 
a NetWars Tournament if these are hosted at the SANS training event you’re attending. Rest assured that these sessions will 
be spread out across different rooms to comply to global and local safety regulations.

“To be able to attend SANS            
In-Person training at a live event 
is very important to me. Because 
I feel that allows me to focus 
in class and learn better.”

Live-streamed Instructors. Students Live In-Person.
IN-PERSON LIVE-STREAM

emea@sans.org or asiapacific@sans.org
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“Attending SANS training is an 
awesome way to meet new 
people who are focused on 
learning the same material. 
Being able to work with peers in 
an academic environment simply 
equates to success on all sides of 
the equation.”

—CHASE JOHNSON, TDI TECHNOLOGIES

Train safely in a classroom setting for the 
most immersive learning experience.

IN-PERSON

sans.org/in-person-training
emea@sans.org or asiapacific@sans.org

What our students say about 
In-Person Training:

“Given the current situation, I 
really feel SANS is taking care of 
its customers. You can see and 
feel that SANS went through a 
lot of effort to make sure we feel 
safe. Together with the hotel, 
all the right measures have 
been taken, and they make sure 
everything is always clean. On top 
of that, I really like the smaller 
class size because it’s improving 
the overall interaction with the 
instructor”. 

– Tim Tessnow

“I have always loved this stuff. 
Stepping into the deep end with 
world class instructors is a dream 
come true. There is no time 
to reinvent the wheel, so this 
experience is priceless.” 

– Keith Dunnigan, Best Western 
Hotels & Resorts

“Everything about this experience 
is great. It’s challenging, but it is 
effective.” 

– Ryan McAlister, Aegon

SANS live training events feature SANS instructors teaching multiple courses 
at a single location, with classes throughout the year in major cities across 
the world. These events offer students the chance to study in a focused 
environment without distraction but perhaps most importantly, they offer a 
direct access to SANS’s world-leading Instructors.

These events are a great place to network with like-minded security 
professionals. You can expect an intense week of study accompanied by fun 
additional activities like NetWars and SANS@Mic evening presentations.

The benefits of taking your training at a SANS In-Person Training event 
include: 

• Instruction and real-world examples from experienced Cybersecurity experts

• Ask questions as you learn live in class and get your answers direct from the 
expert instructor

• Opportunities to network and learn from other cybersecurity professionals

• Live lab exercises

• Bonus sessions covering the latest cyber topics & techniques

• Ideal preparation for a GIAC certification exam

• Get the most out of your time. Dedicate one whole week to intensive learning 
so that you can get back to work and apply your new skills straight away

• Courses include hands-on labs and electronic books

• Explore a new city and see the sights alongside building your new skillset

• Depending on the event and location the availability of bonus sessions 
may vary. Please check your event’s page on our website for the latest 
information.

SANS Institute’s Private Information Security Training options allow you to create a custom training program for any 
group of 25 students or more, anywhere in the world.

With options for commercial groups and government organizations, private information security training will be 
specifically designed to meet your needs using SANS’ top technology and instruction. We’ll provide you with SANS’ world-
class courses and Certified Instructors live onsite, online or a combination of both via our Live Online training format.

TAILORED GROUP TRAINING OPTIONS

SANS Private Training Benefits include:

• A Certified SANS Instructor

• Confidential, live in-class discussion regarding the 
courseware and viable real world examples for 
your industry

• Limit the health risk and avoid the complications 
associated with current travel restrictions

• Sensitive Topics. Organisations turn to the Private 
Training program so they can have classes 
where students can discuss topics freely and the 
instructor can focus on material that may pertain 
to a sensitive matter or recent breach

• Courses are offered globally and delivered onsite 
at your preferred location.

“The SANS OnSite program has been advantageous for our 
security training program. The ‘cost savings’ have been 
astronomical... The instructors have been great and the 
students enjoy being in class with colleagues that share 
concerns and duties for ongoing security projects.”   

- Tonya Henderson, Health & Human Services

Group Purchasing
Manage your team’s training budget, track student’s 
progress and save money and track from a single 
Voucher Account.

The SANS Voucher Program allows an organization 
to manage their training budget from a single SANS 
Voucher Account. Once the Account is opened, the 
organization can utilize funds from their Account for 
SANS training and certifications for their employees 
via their online SANS Admin Tool. Through the Admin 
Tool, the organization’s Program Administrator can also 
approve training and view usage reports. 

By creating a SANS Voucher Account your organization can: 

• Simplify the procurement process with a single 
invoice and payment

• Lock-in your hard fought training budget and utilize 
within a 12 month term

• Control how, where, and for whom funds are spent

• Allow employees to register for training while 
managing approvals centrally

• Easily change course attendees if previous plans 
change

If you are interested in learning more about developing and training your team, please reach out  
to us at emea@sans.org or asiapacific@sans.org
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Securing Approval and 
Budget for Training

Write a formal request 
•     All organizations are different, but because training requires a significant investment of both time and money, most 

successful training requests are made via a written document (short memo and/or a few Powerpoint slides) that justifies 
the need and benefit.  Most managers will respect and value the effort.

•     Provide all the necessary information in one place. In addition to your request, provide all the right context by including 
the summary pages on Why SANS?, the Training Roadmap, the instructor bio, and additional benefits available at our live 
events or online.   

Packaging matters

Be specific 
•     How does the course relate to the job you need to be doing? Are you establishing baseline skills? Transitioning to a more 

focused role? Decision-makers need to understand the plan and context for the decision.

•     Highlight specifics of what you will be able to do afterwards. Each SANS course description includes a section titled “You 
Will Be Able To.” Be sure to include this in your request so that you make the benefits clear. The clearer the match between 
the training and what you need to do at work, the better. 

Clearly state the benefits

Establish longer-term expectations
•     Information security is a specialised career path within IT with practices that evolve as attacks change. Because of this, 

organizations should expect to spend 6%-10% of salaries to keep professionals current and improve their skills. Training 
for such a dynamic field is an annual, per-person expense—not a once-and-done item.

•     Take a GIAC Certification exam to prove the training worked. Employers value the validation of skills and knowledge that a 
GIAC Certification provides. Exams are psychometrically designed to establish competency for related job tasks.

•     Consider offering trade-offs for the investment.  Many professionals build annual training expenses into their 
employment agreements even before joining a company. Some offer to stay for a year after they complete the training.  

Set the context

Build a High-Performing 
Security Organization

Va
lu

e 
at

 R
is

k

Size of Organization

Monitoring & Detection Security Managers

Advanced Skills & Specialised Roles, including:
Blue Team Operations  |  Threat Hunting  |  ICS-SCADA  |  Secure Development 

Active Defence  |  Mobile  |  Malware Reverse Engineering  |  Legal & Audit

Professionals with Baseline Defensive Security Capabilities

Vulnerability Analysis                    
& Pen Testing

Incident Response & Forensic 
Investigations

People & Skills = f (Size of Organization, Value at Risk)Every professional entrusted with hands-on work should be trained 
to possess a common set of capabilities enabling them to secure 
systems, practice defence-in-depth, understand how attackers work, 
and manage incidents when they occur. Set a high bar for the baseline 
set of skills in your security organization.

Four job roles typically emerge as organizations grow in size, risk,  
and/or complexity:

•  Security Monitoring & Detection Professionals – The detection of 
what is happening in your environment requires an increasingly 
sophisticated set of skills and capabilities. Vendor training all 
too often teaches to the tool, and not how or why the tool works, 
or how it can be best deployed. Identifying security anomalies 
requires increased depth of understanding to deploy detection and 
monitoring tools and interpret their output.

•  Pen Testers & Vulnerability Analysts – The professional who can 
find weaknesses is often a different breed than one focused exclusively on building defences. A basic tenet of red team/blue team deployments 
is that finding vulnerabilities requires a different way of thinking and different tools, but is essential for defence specialists to improve defences.

•  Forensic Investigators & Incident Responders – Whether you’re seeking to maintain a trail of evidence on host or network systems, or hunting for 
threats using similar techniques, larger organizations need specialised professionals who can move beyond first-response incident handling in 
order to analyse an attack and develop an appropriate remediation and recovery plan.

•  Security Managers – With an increasing number of talented technologists, organizations require effective leaders to manage their teams and 
processes. Those managers will not necessarily perform hands-on work, but they must know enough about the underlying technologies and 
frameworks to help set strategy, develop appropriate policies, interact with skilled practitioners, and measure outcomes.

Within (or beyond) these four areas, high-performing security organizations will develop individual professionals to either utilise advanced skills 
generally, or to meet specialised needs. Along the entire spectrum, from Active Defence, to Cloud Defence, to Python for Pen Testers, to Malware Re-
engineering, SANS offers more than 30 courses for specialised roles or more advanced topics, meeting the needs of nearly all security professionals 
at every level.

Practical strategies for building an information security group, based on our research and 
observations globally:

Use practical organizing principles to design 
your plan and efforts. Nearly all of the more 
complex frameworks may be reduced to a few 
simpler constructs, such as “Build and Maintain 
Defences – Monitor and Detect Intrusion – 
Proactively Self-Assess – Respond to Incidents.” 

Prioritise your efforts within these areas using 
the CIS Critical Controls as you mature your 
own organization. 

Determine the number and type of 
professionals you require to perform the 
hands-on work. Engage in a persistent 
campaign to develop professionals with the 
appropriate skills and capabilities. Cyber 
security is a specialised practice area within IT 
and demands specialised training.
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AN EXCLUSIVE NETWORKING AND KNOWLEDGE-SHARING OPPORTUNITY 
FOR SECURITY LEADERS

SANS CISO NETWORK

SANS supports the cyber security community through the provision of world-leading training, certification, skills 
development programmes and through a vast array of free resources.

In addition, we have created a networking group for senior security professionals.

Our aim is to help ease the pressure of working as a security decision-maker by providing an environment in which 
ideas and lessons-learned can be shared amongst a peer group of influencers and thought leaders.

The network is open exclusively to security leaders at the highest level and connects a unique group of professionals 
who have the appetite and the authority to make a meaningful difference. By sharing ideas and lessons learnt from 
a wide variety of industries, the SANS CISO Network provides its members with a platform to influence our digital 
future and make the world a safer place.

SANS CISO Networking Events

• Listen to presentations from SANS Instructors and other global experts

• Take part in closed-door Q&A sessions

• Hear case studies and threat landscape updates from real-world practitioners

• Network with like-minded CISOs

• Address key topics and share knowledge on current challenges that face CISOs today

• Learn about the SANS Institute’s initiatives and gain access to SANS Instructors

• Be among the first to receive access to newly created SANS resources

SANS CISO Network Advisory Board

James Lyne
James Lyne is the CTO at SANS Institute. James has worked with many organisations on 
security strategy, handled a number of severe incidents and is a frequent industry advisor. 
He is a certified instructor at the SANS Institute and is often a headline presenter at industry 
conferences.

Frank Kim
Founder of ThinkSec, a security consulting and CISO advisory firm. Previously, as CISO at the 
SANS Institute, Frank led the information risk function for the most trusted source of computer 
security training and certification in the world. With the SANS Institute, Frank continues to lead 
the CISO and cloud security curricula, helping to develop the next generation of security leaders.

Join the SANS CISO Network
Apply to join this exclusive network today and see the list of upcoming events by visiting sans.org/ciso-network

LIVE ONLINE

Taught by an Unparalleled Faculty of Information Security Leaders

All Required Supporting Materials, Media, and Exercises

Flexible, Self-Paced training platform with 4 months of access

Live, Online Instructor lead training spread across 1 or 2 weeks

Integrated Quizzes to Reinforce Learning

GIAC Certified Subject-Matter-Expert Support via Live Chat and Email

Real-Time Access to Instructors

Hands-On Virtual Labs to help prepare you for your GIAC Exam 4mo During  
course

Archived Live Course Recordings 4mo

No Travel Costs

Minimal impact on Your Normal Routine

Flexible and Effective SANS Training From Your Own Computer

Live chat with peers and instructors throughout your course

Specialized 
certifications 
available40

Learn more at giac.org

“GIAC defines a higher level of mastery and skill that 
is required in order to earn the credential. GIAC really 
stands out among other security certifications.” 

—JOSH RINGER, BENFIS HEALTH SYSTEM

SANS Online Training is ideal preparation for GIAC Certification Exams
Rewind and revisit content and take advantage of subject-matter-expert support to help 
you with complex topics and questions as you prepare for the GIAC Exam.

Prove Your Skills  |  Stay Competitive  |  Get GIAC Certified

ONDEMAND

Discover what SANS Online Training  
platform suits you best
 
Platform Features

S A N S  T R A I N I N G  C ATA LO G U ES A N S  T R A I N I N G  C ATA LO G U E 2 32 2



SANS works with businesses and governments, 
creating bespoke training and development 
solutions that directly support specific 
operational requirements.

SANS frequently works with organisations to create bespoke skills development 
solutions. We consult, advise, and then build tailored packages for corporate and 
government partners looking to enhance their cyber security capability. We also 
provide tools and solutions that allow organisations to measure and model the 
effectiveness of these unique solutions. 

SANS has the experience and knowledge to deliver solutions across employee 
assessment, recruitment selection, team development, and intense technical 
training. 

“We work with governments and enterprises across different countries, cultures, 
and continents,” explains Jan Pieter Spaans, Managing Director Mainland Europe. 
“Our services include direct solutions, like providing SANS training courses 
privately.”

All of SANS’ cyber security training courses can be delivered privately, in an 
organisation’s training facility or HQ. SANS Private Training is delivered by a 
qualified SANS Instructor with the utmost of discretion. SANS can, of course, 
provide security cleared Instructors as required.

“Our services go beyond training, though. We also assist security managers in 
ensuring their team’s skills are kept up to date,” says Jan Pieter Spaans. “We 
can build and deploy programmes that increase staff retention through skills 
development or assess an organisation’s needs and then deliver bespoke 
solutions that deliver across recruitment, on boarding and training.”

Partnerships 
and Solutions

Begin a discussion with SANS 
For an initial discussion with a SANS Institute Director, contact SANS  
via emea@sans.org or +44 203 384 3470. Alternatively contact: 

Stephen 
M Jones
Managing Director
UK & Nordics 
sjones@sans.org

Ned 
Baltagi
Managing Director
ME & GCC Regions
nbaltagi@sans.org

Jan-Pieter 
Spaans
Managing Director, 
Mainland Europe
jspaans@sans.org

Suresh 
Mustapha
Managing Director, 
Asia & Pacific
smustapha@sans.org

HMG Cyber Schools 
Programme 
SANS was selected to devise and run the 
first extracurricular cyber security learning 
programme for schools in the UK. Cyber 
Discovery is a multi phase programme that 
uses an assessment tool and gamified 
learning platform developed by SANS as 
well as online and face to face initiatives 
to enhance the cyber security skills and 
knowledge of young people. 

Stephen Jones, SANS Managing Director for 
UK and Nordics says, “We are proud to be 
delivering this vital training programme in 
support of the UK’s National Cyber Security 
Strategy and look forward to seeing a great 
increase in the number of young people 
taking an interest in cyber security as a 
future career choice. By assessing, selecting 
and training students with a natural flair for 
cyber we intend to help close the skills gap 
that remains a challenge to all nations.” 

HMG’s Cyber Schools Programme launched in 
in Autumn 2017 and falls within the UK
government’s CyberFirst initiative. 

SANS has experience of delivering similar 
training programmes for school students in 
other nations.

Bespoke 
Training 
Solutions 

Private training is ideal for 
organisations that need an 
entire team to take a particular 
SANS course. However, often an 
organisation needs to implement 
a bespoke training programme 
that incorporates several SANS 
training courses. 

SANS works closely with 
organisations, taking time to 
understand their specific training 
needs. After a consultation 
process, a unique training and 
development solution is created 
that meets these needs – based 
on courses from across the SANS 
Cyber Security Training Curriculum 
and additional SANS products.  

Uniquely, we are able to provide 
training recommendations, and 
then deliver that programme 
ourselves.

Assessment 
and Candidate 
Selection 

SANS works regularly with 
organisations, helping them to 
streamline their recruitment 
processes and procedures. 

“The traditional mode of 
candidate selection generally 
relies on sifting CVs,” explains 
Ned Baltagi, Director, SANS ME 
& GCC Regions. “Organisations 
tell us regularly that this is time 
consuming and doesn’t provide 
the reliable - and predictable - 
results they need when selecting 
front-line cyber security staff.”

SANS CyberTalent is one such 
selection product. It is a suite of 
assessment tools that improves 
the effectiveness of a cyber 
security recruitment and selection 
process. 

SANS CyberTalent products use 
psychometric and skills testing 
to assess candidates’ aptitude 
and suitability for particular roles. 
The online assessments leverage 
SANS’ experience in the field of 
cyber security training and GIAC 
certification to gauge technical 
skills and knowledge.  

CyberTalent provides managers 
and HR teams with a deeper 
understanding of candidates’ 
technical and conceptual makeup. 

Assessing Team 
Strengths and 
Weaknesses 

SANS CyberTalent and other 
bespoke solutions extend beyond 
candidate selection. SANS works 
closely with many organisations, 
helping them to ensure their 
security team keeps developing 
and evolving.

“Security teams must change 
and adapt – new attack vectors 
emerge, technologies evolve 
and businesses themselves 
change,” states Jan Pieter Spaans. 
“Training is an integral part of 
this development process… but 
training needs vary across a team. 
Training just isn’t a one size-fits-
all business.”  

To support managers in 
developing and improving their 
team, SANS provides assessment 
products such as SANS NetWars, 
SANS CyberCity and SANS 
CyberTalent. These allow Security 
and HR managers to achieve 
a clear understanding of their 
team’s strengths, weaknesses and 
training needs. 

SANS then builds a unique 
training programme that 
focusses on addressing a team or 
individual’s specific requirements. 

Career development also aids 
staff retention and ensures a 
security team remains effective. 
SANS helps employers create 
bespoke training programmes 
using the extensive SANS training 
curriculum. 

Following a consultation process, 
SANS delivers programmes that 
meet business needs and also 
offer security professionals a 
career roadmap. 

Training 
Programmes 

SANS is experienced in 
building residential training 
programmes for many 
different types of organisation 
– governments, enterprises, 
and military bodies - spanning 
different geographic regions 
and business cultures.

These programmes vary in 
scale and focus, and are 
designed to precisely meet a 
client’s requirements. SANS 
Cyber Academy is a cyber 
security training programme 
that demonstrates this 
capability. 

“Cyber Academy programmes 
identify, train, and deploy 
new cyber security talent. 
The success of the UK 
Cyber Academy and HMG 
Cyber Retraining Academy 
in delivering expertly 
trained, GIAC qualified 
security personnel into the 
workforce, demonstrated 
SANS’ capabilities in creating 
bespoke training solutions,” 
says Stephen Jones, SANS 
Managing Director for UK and 
Nordics. “The Cyber Retraining 
Academy in partnership with 
HM Government was delivered 
as part of the UK’s National 
Cyber Security Strategy”

“SANS first identifies candidates 
with the potential to succeed 
in cyber security. Those 
candidates are then assessed 
using SANS’ CyberTalent.”

“Successful applicants then 
enrol into Cyber Academy and 
are invested with intensive 
residential cyber security 
training – the content being 
drawn from across SANS’ 
Curricula.”

As with UK Cyber Academy 2015, 
the Cyber Retraining Academy 
graduates are being deployed 
into key cyber security roles 
with UK organisations.
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Recruit, Develop and Retain the 
Ultimate Cyber Team

Skill and Aptitude Assessments 
Get data and insights to improve your teams 
performance. SANS offers eight web-based 
assessment tools that provide cybersecurity 
managers with information and data to better 
manage their team’s skills and performance, 
improve their hiring efforts, and make their 
training investment more productive. If you 
are a manager interested in CyberTalent 
Assessments for your team or during the hiring 
process, you can request a short five-question 
sample Assessment.

The eight assessment tests span the 
cybersecurity curriculum and offer you the 
chance to select a specific field to suit your 
organisational need. You can also opt to use 
the Talent Pipeline tests which are broader 
and cover a wide range of security topics so 
that you get the best feel for the skills of your 
candidates.

“We use CyberTalent 
Assessments as a 
recruitment tool during our 
hiring process as well as for 
assessing and determining 
training opportunities for our 
existing employees. Using 
the Assessments during the 
hiring process has been very 
beneficial for allowing us to 
understand a candidate’s 
skill level.”
Jake Dorval, RSA® 
NetWitness®

If you are interested in learning more 
about these solutions, please contact  
us at emea@sans.org or  
asiapacific@sans.org

SANS Cyber Ranges
A Continuum of Hands-On Learning

sans.org/cyber-ranges

SANS offers a comprehensive suite of hands-on ranges with industry-leading 
interactive learning scenarios:

• Develop and practice the real-world cybersecurity skills your team needs

• Available online or in-person, any time, anywhere

Why Utilize SANS Cyber Ranges?
• SANS is the most trusted name in cybersecurity

• World-class SANS instructors create our Cyber Ranges for all skill levels

• SANS Cyber Ranges can help your team assess candidates, build useful skills, and simulate real-world scenarios

• Your team members will be able to apply what they learn on SANS Cyber Ranges as soon as they return to work

• SANS Cyber Ranges are an ideal way to invest in your team’s skills, enhancing retention and preparing team 
members to defend your environment

“NetWars is challenging 
for all levels of 
expertise, has great 
hints if you get stuck,  
and promotes 
continuous education.”
— Jon-Michael Lacek,  

Wegmans Food Markets

• Beginner to intermediate levels
• A wide spectrum of cybersecurity disciplines
• Individual or team-based
• Self-paced
• 1 to 2 days, scheduled a week in advance

Assessment
Basic/Intermediate Levels

• Cutting-edge challenges
• Compelling integrated storyline
• Led by SANS instructors and teaching assistants
• Individual or team-based
• Multiple versions: Core, Cyber Defense, DFIR, ICS and Power Grid
• One day, two days, or four months – scheduled a month in advance

Event/Competition
Basic/Intermediate/Expert/Pro Levels

• Built for cybersecurity leaders 
and managers

• Real-world decision-making 
scenarios

• Play as an individual or team
• Compete to build your security 

capabilities

• 1:87 scale miniature physical city
• Real-world ICS assets
• Emulates commercial/residential 

power, transportation, water, and 
defense sectors

• Individual or team-based
• One to five days – scheduled a 

month in advance

• Real-world simulation of 
enterprise environment

• Expert-level penetration test/
offensive skill development

• Individual or team-based
• Self-paced
• One to two days – scheduled 

a month in advance

• Red-on-blue range emulating an 
advanced persistent threat

• Protect IT & OT infrastructure 
under active attack

• Teams of 25 to 100+ people
• One week, but can be customized
• Please schedule six months in 

advance

Simulation
Expert/Pro LevelsIntermediate/Expert Levels

Cyber STX

Final Logo

For custom Cyber Range options and the schedule of upcoming  
Community CTF events and NetWars Tournaments, visit sans.org/cyber-ranges
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The SANS Voucher Program is a 
cybersecurity workforce training 
management system that allows you 
to easily procure and manage your 
organization’s training needs.

Get Started
Visit www.sans.org/vouchers and submit the contact request form to have a SANS representative 
in your region call or email you within 24 business hours. Within as little time as one week, your 
eligible team members can begin their training.

As a SANS Voucher Program participant, you will be able to:
•  Provide your cybersecurity team with the highest standard of skill training and certifi cation available

•  Give employees a simple way to select and procure the training they need, when they need it

•  Easily approve and manage student enrollment

•  Monitor employee training progress and exam scores to ensure satisfactory completion

•  Track investments, debits, and account balance for optimal budgeting

Voucher Funds purchased can be applied to any In Person and online SANS training courses, SANS Summit 
events, GIAC Certifi cations, or certifi cation renewals.* Voucher Funds must be used within 12 months, but the 
term can be extended with additional investments.

* Current exceptions from the SANS Voucher program are the Partnership program, Security Awareness training, and SANS workshops hosted at events run by other organizations.

Voucher Program 

www.sans.org/vouchers

Experience all the features you love about SANS classroom-based training 
events and bring the subject to life, without the need to travel. 

SANS Live Online represents our most interactive online training option, with 
classes taught online via engaging, live-streamed sessions with expert SANS 
instructors. Students can access all of the same content, real-time instructor 
guidance, bonus sessions and learning results that you would receive in person.

 We understand that students and organisations have different 
training requirements. To cater for each situation, students are able 
to choose between Multi-Week or Full Day Live Online sessions.

For more information visit: sans.org/live-online

Live Online

Courses and Certifications
Learn the latest skills from the world’s best instructors.

Bonus Sessions
Learn beyond the classroom with exclusive access 
to instructor led break-out sessions

Cyber Ranges
Practice your skills in NetWars Tournaments and CTFs

Networking
Live chat with peers and instructors
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Know someone interested 
in a cybersecurity career?  
Introduce them to SANS to learn about what cybersecurity is, 
the types of jobs available, the skills needed, and the best 
entry-level courses and certifications to kickstart their career. 

The New to Cyber Field Manual is a one-stop 
resource for anyone looking to start a 
cybersecurity career. Find the manual at  
sans.org/newtocyber. 

COURSES

No Technical  
Experience

SEC275: Foundations – 
Computers, Technology & 
Security | GFCT
This is the best course available to 
gain core knowledge and develop 
practical technical and security 
skills to kickstart your cybersecurity 
career! You will learn about 
computer components and 
concepts, operating systems, 
container virtualization, 
programming, advanced computer 
hardware, encryption, basic 
security concepts, and much more.   
sans.org/sec275

New to  
Cybersecurity

SEC301: Introduction to  
Cyber Security | GISF
This course gets students up to 
speed on cybersecurity quickly! It 
offers a balanced mix of technical 
and managerial issues and was 
created for attendees who need to 
understand the salient facets of 
information security basics and the 
basics of risk management.   
sans.org/sec301

New to InfoSec with  
some IT background

SEC401: Security Essentials: 
Network, Endpoint, and Cloud 
| GSEC
Learn essential information security 
skills and techniques you need to 
protect and secure your 
organization’s critical information 
and technology assets. This course 
dives deeper into active defense, 
cryptography, networking, 
architecture, Linux, security policy, 
Windows, web security, the cloud 
and much more. 
sans.org/sec401

Learn Foundational IT and Security Skills

Visit the New to Cyber page for more resources at  
sans.org/newtocyber. 

The Ultimate Guide to Getting into Cybersansurl.com/newtocyber

New to Cyber Field Manual

The OnDemand platform is great because: 1) It 
allows me to pause and deep dive on topics, 
comments, and things I’m unfamiliar with. 2) It 
allows me to set up specific tools, at my pace 
without delaying others. My instructor also made 
the course very engaging.             

Brian Guzman, AWS
 
I like the ability with OnDemand to adjust the 
speed through some parts and to re-run sections 
easily when I want to clarify my learning. I enjoy 
being able to stop/start the learning to suit my 
own pace.        

Barry Nixon, Airbus
 
SANS OnDemand is the way to go for me! I’m liking 
it more and more each time I use it. There’s no 
rush, and I’m taking my time which eliminates any 
stress in the learning process.

Shaadie Khoury, Aflac
 

Discover what our students have  
to say about SANS Online Training

To read more reviews, visit www.sans.org/customer-reviews

Very effective use of technology with SANS Live 
Online. I love the Slack usage. All information and 
resources are right at the tip of my fingers. 

Peder Muller, Deloitte
 
With SANS, I know I am getting the best Information 
Security training in the industry, and that continues 
to be the case with SANS Live Online!         

Harold Stockton, Global Payments, Inc.
 
Having an SME instructor with tons of real world 
experience makes the course material easy to 
digest, and the Live Online platform is the best 
platform I’ve experienced!

Jeremy Swanson, Mantech
 
The instructor is very knowledgeable, with great 
examples and pacing, and his response to students 
is superb!     

John Hoehne, Novetta



A suite of challenges, tools, and 
games to introduce children and 
young adults to cyber security. 
With the evolution of online technologies and the 
rising threat from cyber criminals, cyber security 
has become a global priority. To keep safe from 
cyber threats, Governments and businesses 
need access to a pool of skilled cyber security 
professionals. 

However: there is a global talent shortage in the 
industry. This is due, in part, to the lack of young 
people taking an interest in IT and computer 
security.

This is why SANS Institute has created CyberStart: 
an innovative suite of challenges, tools, and 
games to introduce children and young adults to 
cyber security. 

Through CyberStart, SANS is changing the face 
of cyber security by presenting IT security as an 
exciting, engaging, and accessible employment 
option, while also helping government 
organisations to develop their national cyber 
security capabilities.

WHAT CYBERSTART OFFERS 

The CyberStart package can be 
tailored to an organisation’s individual 
requirements. Among the elements 
that SANS offers are: 

CyberStart Assess:  
Assessment Tool

Designed to identify those with innate 
talent and aptitude for cyber security 
work, CyberStart Assess is an online 
assessment tool consisting of a range 
of short challenges.

CyberStart Game:  
Online Challenges

CyberStart Game lets students take on 
the role of a security agent to gather 
information, crack codes, find security 
flaws and dissect criminals’ digital 
trails. While playing, students learn 
disciplines such as Linux, cryptography 
and programming.

CyberStart Essentials:  
Theoretical Knowledge

Through interactive labs, videos, exams 
and quizzes, CyberStart Essentials 
provides the theoretical knowledge 
behind advanced security topics such 
as penetration testing and networking.

CyberStart Elite:  
Face to Face Events

CyberStart Elite events give students 
the chance to meet face-to-face as 
well as compete in Capture the Flag 
(CTF) competitions. During the CTF, 
students work in teams and use their 
new cyber security skills to tackle 
challenges against the clock.

HOW IS CYBERSTART 
DIFFERENT?
Attempts to repackage adult learning 
techniques for young people can 
cause alienation and loss of interest. 
CyberStart uses gamification to create 
an engaging platform specifically 
designed for young people. 

Accessible to those without any 
previous cyber security knowledge 
and spanning various ages, difficulty 
and skill levels, CyberStart has already 
engaged thousands of young people 
across the globe.
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HOW TO GET INVOLVED 

The CyberStart programme and its 
components are flexible and can fit 
the needs of individual organisations. 
SANS’ dedicated team works with 
organisations to meet specific 
requirements and ensure that they 
get the most out of the CyberStart 
programme.

Whether an organisation is looking to 
raise awareness of cyber security or 
inspire the next generation of cyber 
security experts, CyberStart can help. 

THE CYBER SECURITY 
SKILLS GAP
The cyber security skills gap is one 
of the biggest challenges faced by 
industry today. SANS is committed 
to helping find solutions - CyberStart 
being one such product. 

If you want to try CyberStart 
yourself, give it a go on  
go.cyberstart.com. 

If you or your kids want to play and 
learn more about cyber security, you 
can sign up on www.cyberstart.com 

For any questions, requests for 
information or to register your 
interest in SANS CyberStart,  
please email: emea@sans.org or 
asiapacific@sans.org 

“I explored in-depth how 
easily cyber criminals can 
gain access to your data 
and the techniques they 
use, and I learned valuable 
skills that go way beyond 
GCSE and A-Level.”
CyberStart Game Student
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All professionals entrusted with hands-on cyber 
security work should be trained to possess a common 
set of skills to understand how attackers operate, 
implement defence in depth, and respond to incidents 
to mitigate risks and properly secure systems.
To be secure, you should set a high bar for the baseline set of skills in  
your organization. SANS Cyber Defence courses will teach you to:

• Adopt techniques that focus  
on high-priority security 
problems within your 
organization

• Build a solid foundation of  
core policies and practices to 
enable you and your security 
teams to practice proper  
incident response

• Deploy a toolbox of strategies 
and techniques to help defend 
an enterprise from every angle

• Identify the latest attack vectors 
and implement controls to 
prevent and detect them 

• Use strategies and tools  
to detect attacks

• Develop effective security 
metrics that provide a focused 
playbook that IT can implement, 
auditors can validate, and 
executives can understand

• Implement a comprehensive 
security program focused on 
preventing, detecting, and 
responding to attacks

• Build an internal security 
roadmap that can scale  
today and into the future 

“This training has given me a great overview of 
everything security related ... showing you such a broad 
amount of information that you will use to determine 
security issues you may not have considered before.” 
 — Frank Perrilli, IESO

Cyber Defence  
Job Roles:
• Security Analyst
• Security Engineer
• Technical Manager
• Auditor

Cyber Defence

SANS Offensive Operations leverages the vast 
experience of our esteemed faculty to produce 
the most thorough, cutting-edge offensive cyber 
security training content in the world. Our goal is 
to continually broaden the scope of our offensive-
related course offerings to cover every possible 
attack vector.
SANS Offensive Operations Curriculum offers courses spanning topics 
ranging from introductory penetration testing and hardware hacking, 
all the way to advanced exploit writing and red teaming, as well as 
specialized training such as purple teaming, wireless or mobile device 
security, and more.

SANS Offensive Operations courses will teach you to:

Offensive Operations

• Emulate today’s most powerful 
and common attacks

• Discover vulnerabilities in 
target systems

• Exploit vulnerabilities under 
controlled circumstances

• Apply technical excellence to 
determine and document risk 
and potential business impact

• Conduct professional and  
safe testing according to a 
carefully designed scope  
and rules of engagement

• Help an organization  
with its goal of properly  
prioritizing resources

“In one week, my instructor built a bridge from typical 
vulnerability scanning to the true art of penetration 
testing. Thank you SANS for making myself and my 
company much more capable in information security.”
 — Mike Dozier, Savannah River Nuclear Solutions

Offensive Operations 
Job Roles:
• System/Network  

Penetration Tester
• Application Penetration Tester
• Incident Handler
• Vulnerability Researcher
• Exploit Developer
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SEC501 Advanced Security 
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Page 45

SEC503 Intrusion Detection  
In-Depth Page 46

SEC504 Hacker Tools, Techniques, 
Exploit  Page 47
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PowerShell Automation Page 48

SEC511 Continuous Monitoring 
and Security Operations Page 49

SEC530 Defensible Security 
Architecture and Engineering 
Page 50

SEC537 Practical Open-Source 
Intelligence (OSINT) Analysis and 
Automation Page 57

SEC540 Cloud Security and 
DevOps Automation Page 51

SEC555 SIEM with Tactical 
Analytics Page 52

SEC573 Automating Information 
Security with Python Page 53

SEC583 Crafting Packets Page 57

SEC586 Blue Team Operations – 
Defensive Powershell Page 54

SEC595 Applied Data Science 
and Machine Learning for 
Cybersecurity Professionals  
Page 55

SEC599 Defeating Advanced 
Adversaries - Implementing Kill 
Chain Defences  Page 56

SEC460 Enterprise Threat and 
Vulnerability Assessment Page 60
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Page 61

SEC542 Web App Penetration 
Testing and Ethical Hacking Page 62
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SEC560 Network Penetration 
Testing and Ethical Hacking Page 63

SEC562 CyberCity Hands-on 
Kinetic Cyber Range Exercise 
Page 64

SEC564 Red Team Exercises &
Adversary Emulation
Page 74

SEC573 Automating Information 
Security for Python Page 65

SEC575 Mobile Device Security 
and Ethical Hacking Page 66

SEC588 Cloud Penetration Testing 
Page 67
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Adversaries – Purple Team Tactics 
and Kill Chain Defenses Page 68

SEC617 Wireless Penetration 
Testing and Ethical Hacking Page 69

SEC642 Advanced Web App 
Penetration Testing, Ethical 
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Page 70
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Development for Penetration 
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Organizations of all sizes need personnel who can 
master incident response techniques to properly 
identify compromised systems, provide effective 
containment of the breach, and rapidly remediate  
the incident. 
Similarly, government and law enforcement agencies require skilled 
personnel to perform media exploitation and recover key evidence  
from adversary systems and devices. SANS Incident Response,  
Threat Hunting and Digital Forensics will teach you to:

Incident Response, 
Threat Hunting and 
Digital Forensics

• Hunt for the adversary before 
and during an incident across 
your enterprise

• Acquire in-depth digital forensics 
knowledge of Microsoft Windows 
and Apple OSX operating systems

• Examine portable smartphone 
and mobile devices to look for 
malware and digital forensic 
artifacts

• Incorporate network forensics 
into your investigations, 
providing better findings and 
getting the job done faster

• Leave no stone unturned by 
incorporating memory forensics 
into your investigations 

• Understand the capabilities 
of malware to derive threat 
intelligence, respond to 
information security incidents, 
and fortify defences

• Identify, extract, prioritise, and 
leverage cyber threat intelligence 
from advanced persistent threat 
(APT) intrusions

• Recognise that a properly trained 
incident responder could be the 
only defence an organization has 
during a compromise

• Properly identify, collect, 
preserve, and respond to data 
from a wide range of storage 
devices and repositories, 
ensuring that the integrity of the 
evidence is beyond reproach

“This training is invaluable to a practitioner!   
The tools and knowledge that you gain from  
it is just outstanding!”

 — James Tayler, Context Information Security

As the threat landscape continues to evolve, cyber 
security has become more valuable to organizations 
than ever before. Business leaders  
now understand the importance of securing  
high-value information assets and the significant  
risk associated with a breach or attack. 
As a result, organizations need cyber security leaders and managers  
who can pair their technical knowledge with essential leadership skills,  
so they can effectively lead projects, teams, and initiatives in support  
of business objectives.

The Security Management, Legal, and Audit focus area delivers applicable 
and practical approaches to managing cyber risk. This series of hands-on, 
interactive courses help current and aspiring cyber security leaders take 
their management skills to the level of their technical knowledge. 

SANS Security Management, Legal, and Audit courses will teach you to:

Security Management, 
Legal, and Audit

“This training applies to all aspects of my job, from 
network management to project management.” 
 — David Chaulk, Enbridge

• Develop your management  
and leadership skills

• Understand and analyse risk

• Create effective  
cyber security policy

• Build a vulnerability 
management program

• Develop strategic security plans 
that incorporate business and 
organizational goals

• Effectively engage and 
communicate with key  
business stakeholders

• Measure the impact of  
your security program

• Educate your workforce  
about the importance of cyber 
security and ways to  
help keep the organization 
protected from threats

•  
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Page 90
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Page 98
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SANS Cloud Security focuses the deep resources of SANS on the growing 
threats to The Cloud by providing training, certification, research, and 
community initiatives to help security professionals build, deploy and 
manage secure cloud infrastructure, platforms, and applications.

SANS Cloud Security Curriculum provides intensive, immersion training 
designed to help you and your staff master the practical steps necessary 
for defending systems and applications in the cloud against the most 
dangerous threats. The courses are full of important and immediately 
useful techniques that you can put to work as soon as you return to 
your office. The curriculum has been developed through a consensus 
process involving industry leading engineers, architects, administrators, 
developers, security managers, and information security professionals, 
and address public cloud, multicloud, and hybrid-cloud scenarios for the 
enterprise and developing organizations alike.

Cloud Security

“Mind-blowing! If you are a traditional security 
architect, tip-toeing around DevOps, attend 
SEC540. It takes you into into the depths of 
DevSecOps and sets you up for the future!” 

 — Jatin Sachdeva, CISCO

The current landscape presents a diverse and chaotic 
picture of the threats facing industrial control system 
owners and operators. 
Attacks that cause physical damage or impact physical processes are 
no longer limited to theory or speculation. We’re now seeing incidents 
where malicious actors successfully intrude, cause system damage, and 
impact operations using ICS-tailored malware. We need to be prepared 
to defend our control systems against increasingly sophisticated 
adversaries. SANS Industrial Control Systems Security courses will teach 
you to:

Industrial Control 
Systems

“The training starts with theory and 
quickly progresses into full hands-on 
interaction with all components.   
This experience is not easy to find.”  
 – Bassem Hemida, Deloitte  

• Recognise ICS components,  
purposes, deployments, 
significant drivers, and 
constraints

• Identify ICS assets and their 
network topologies and how 
to monitor ICS hotspots for 
abnormalities and threats 

• Understand approaches to 
system and network defence 
architectures and techniques

• Perform ICS incident response 
focusing on security operations 
and prioritizing the safety and 
reliability of operations 

• Implement effective cyber  
and physical access controls

SEC488  Cloud Security Essentials 
Page 100

SEC510 Multicloud Security 
Assessment and Defense Page 101

SEC522 Defending Web 
Applications Security Essentials 
Page 102

SEC534 Secure DevOps: A 
Practical Introduction Page 104

SEC540 Cloud Security and 
DevOps Automation Page 103

SEC541 Cloud Security Monitoring 
and Threat Detection Page 104

SEC542 Web App Penetration 
Testing and Ethical Hacking Page 62

SEC557 Continuous Automation 
for Enterprise and Cloud 
Compliance Page 104

SEC584 Cloud Native Security: 
Defending Containers and 
Kubernetes Page 104

FOR509 Enterprise Cloud 
Forensics & Incident Response 
Page 81

MGT516 Managing Security 
Vulnerabilities: Enterprise and 
Cloud Page 91

MGT520 Building and Leading 
Security Operations Centers  
Page 98

SEC588 Cloud Penetration Testing 
Page 67 

ICS410 
ICS/SCADA Security Essentials 
Page 106

ICS456 
Essentials for NERC Critical 
Infrastructure Protection Page 107

ICS515 
ICS Active Defence and Incident 
Response Page 108

ICS612 
ICS Cyber Security In-Depth  
Page 109
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SANS OnDemand courses are perfect for students who want 
the comprehensive content of a SANS course and the flexibility 
to train without the need to travel or take time from work. 
Complete control over the pace of learning fits every learning 
style. Taught by SANS’s top instructors, our OnDemand courses 
are available via your desktop, laptop, iPad, or tablet, so you 
can learn from the comfort of your home, or on-the-go.

Four months of content, available 24/7
You’ll have full access to your course content at any time during 
your training—which gives you control of your own pace, learning 
environment, and schedule. OnDemand gives you the freedom 
to train whenever and wherever it’s most convenient for you.

Lectures, quizzes, hands-on exercises, and virtual labs
Along with 24/7 access to course content, you’ll also have access to 
all instructor lectures, class exercises, and the virtual labs associated 
with each module. With the ability to revisit and review complex or 
difficult topics, you’ll have plenty of time to master the content and 
reinforce what you’ve learned through real-world, hands-on exercises.

Subject-Matter Experts 
SANS Subject-Matter Experts (SMEs) are available at any point during your 
training to answer any questions you may have and to help break down 
complex topics. Accessible via online chat, our SMEs are there to ensure 
your success as a student and build your confidence with the content.

A complete set of books, course media, 
and course progress reports
Everything you need to be a successful student is included with your 
course. Course booklets are sent to your door after registration; 
course media—including lectures, virtual labs, and hands-on 
exercises—are available online at any time during your training; 
and course progress reports help you stay on track, pick up where 
you left off, and plan your training schedule accordingly.

GIAC prep
OnDemand courses are also a great way to help you prepare 
for a GIAC certification attempt. With extended access to 
course content, you’ll have plenty of time to review and master 
the material and study for the exam with confidence.

With 50+ SANS courses to choose 
from, you’ll have access to:

SANS
OnDemand

Visit sans.org/ondemand to find your course, 
check for special offers, and get registered today!

SEC
301

To determine if the SANS SEC301 course is right for you, ask yourself five simple questions:

• Are you new to cyber security and in need of an introduction to the fundamentals?
• Are you bombarded with complex technical security terms that you don’t understand?
• Do you need to be conversant in basic security concepts, principles, and terms, but do 

not need “deep in the weeds” detail?
• Have you decided to make a career change to take advantage of the job opportunities in 

cyber security and need formal training/certification?
• Are you a manager who lays awake at night worrying that your company may be the 

next mega-breach headline story on the 6 o’clock news? 

If you answer yes to any of these questions, the SEC301: Introduction to Cyber Security 
training course is for you. Jump-start your security knowledge by receiving insight and 
instruction from real-world security experts on critical introductory topics that are 
fundamental to cyber security.

This five-day comprehensive course covers everything from core terminology to the how 
computers and networks function, security policies, risk management, a new way of looking 
at passwords, cryptographic principles, network attacks & malware, wireless security, firewalls 
and many other security technologies, web & browser security, backups, virtual machines & 
cloud computing. All topics are covered at an easy to understand introductory level.

This course is for those who have very little knowledge of computers & technology with no 
prior knowledge of cyber security. The hands-on, step-by-step teaching approach enables 
you to grasp all the information presented, even if some of the topics are new to you. You’ll 
learn real-world cyber security fundamentals to serve as the foundation of your career skills 
and knowledge for years to come.

Written by a cyber security professional with over 35 years of industry experience in both the 
public and private sectors, SEC301 provides uncompromising real-world insight from start 
to finish. The course prepares you for the GIAC Information Security Fundamentals (GISF) 
certification test, as well as getting you ready for your next training course. It also delivers on 
the SANS promise: “You can use the knowledge and skills you learn in SEC301 as soon as you 
return to work.”

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

Introduction to Cyber 
Security

G I A C  C E R T :  G I S F
3 0  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G I S F

Who should attend?
• Anyone new to cyber 

security and in need of 
an introduction to the 
fundamentals of security

• Those who feel 
bombarded with complex 
technical security terms 
they don’t understand, but 
want to understand

• Non-IT security managers 
who deal with technical 
issues and understand 
them and who worry their 
company will be the next 
mega-breach headline 
story on the 6 o’clock news

• Professionals with 
basic computer and 
technical knowledge 
in all disciplines who 
need to be conversant in 
basic security concepts, 
principles, and terms, but 
who don’t need “deep in 
the weeds” detail

• Those who have decided 
to make a career change 
to take advantage of the 
job opportunities in cyber 
security and need formal 
training and certification 

You will be able to...
• Communicate with 

confidence regarding 
information security topics, 
terms, and concepts

• Understand and apply the 
Principles of Least Privilege

• Understand and apply the 
Confidentiality, Integrity, and 
Availability (CIA) Triad

• Build better passwords that 
are more secure while also 
being easier to remember 
and type

• Grasp basic cryptographic 
principles, processes, 
procedures, and 
applications

• Gain an understanding of 
computer network basics

• Have a fundamental grasp 
of any number of critical 
technical networking 
acronyms: TCP/IP, IP, TCP, 
UDP, MAC, ARP, NAT, ICMP, 
and DNS

• Utilise built-in Windows 
tools to see your network 
settings

“I very much appreciate the passion of the instructors. 
Their knowledge is incredible and the presentation of their 
knowledge is down-to-earth and helpful. SANS training is 
far better than privacy-related certification.”
Ron Hoffman, MUTUAL OF OMAHA

S A N S  T R A I N I N G  C ATA LO G U E4 0
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This course will teach you the most effective steps to prevent attacks and detect adversaries 
with actionable techniques you can directly apply when you get back to work. You’ll learn 
tips and tricks from the experts so you can win the battle against the wide range of cyber 
adversaries that want to harm your environment.

STOP and ask yourself the following questions:
• Do you fully understand why some organisations get compromised and others do not?
• If there were compromised systems on your network, are you confident that you would 

be able to find them?
• Do you know the effectiveness of each security device and are you certain they are all 

configured correctly?
• Are proper security metrics set up and communicated to your executives to drive security 

decisions?
 
If you do not know the answers to these questions, SEC401 will provide the information security 
training you need in a bootcamp-style format that is reinforced with hands-on labs. SEC401: 
Security Essentials: Network, Endpoint, and Cloud is focused on teaching you the essential 
information security skills and techniques you need to protect and secure your organisation’s 
critical information assets and business systems. Our course will show you how to prevent 
your organisation’s security problems from being headline news in the Wall Street Journal!

Prevention is ideal but detection is a must.
With the rise in advanced persistent threats, it is almost inevitable that organisations will be 
targeted. Whether the attacker is successful in penetrating an organisation’s network depends 
on the effectiveness of the organisation’s defence. Defending against attacks is an ongoing 
challenge, with new threats emerging all of the time, including the next generation of threats. 
Organisations need to understand what really works in cyber security. What has worked, and 
will always work, is taking a risk-based approach to cyber defence. Before your organisation 
spends a dollar of its IT budget or allocates any resources or time to anything in the name of 
cyber security, three questions must be answered:
• What is the risk?
• Is it the highest priority risk?
• What is the most cost-effective way to reduce the risk?

Security is all about making sure you focus on the right areas of defence. In SEC401 you 
will learn the language and underlying theory of computer and information security. You 
will gain the essential and effective security knowledge you will need if you are given the 
responsibility for securing systems and/or organisations. This course meets both of the key 
promises SANS makes to our students: (1) You will learn up-to-the-minute skills you can 
put into practice immediately upon returning to work; and (2) You will be taught by the best 
security instructors in the industry.

SEC
401

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Security Essentials: 
Network, Endpoint,  
and Cloud

G I A C  C E R T :  G S E C
4 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G S E C

Who should attend?
• Security professionals who 

want to fill the gaps in their 
understanding of technical 
information security

• Managers who want to 
understand information 
security beyond simple 
terminology and concepts

• Operations personnel who 
do not have security as their 
primary job function but 
need an understanding of 
security to be effective

• IT engineers and 
supervisors who need 
to know how to build a 
defensible network against 
attacks

• Administrators responsible 
for building and maintaining 
systems that are being 
targeted by attackers

• Forensic specialists, 
penetration testers, and 
auditors who need a solid 
foundation of security 
principles to be as effective 
as possible at their jobs

• Anyone new to information 
security with some 
background in information 
systems and networking

You will be able to...
• Design and build a network 

architecture using VLANs, 
NAC and 802.1x based 
on an APT indicator of 
compromise

• Run Windows command 
line tools to analyse the 
system looking for high-risk 
items

• Run Linux command line 
tools (ps, ls, netstat, etc.) 
and basic scripting to 
automate the running 
of programs to perform 
continuous monitoring of 
various tools

• Install VMWare and create 
virtual machines to operate 
a virtual lab to test and 
evaluate the tools/security 
of systems

• Create an effective policy 
that can be enforced 
within an organisation 
and prepare a checklist to 
validate security, creating 
metrics to tie into training 
and awareness

SEC
450

Is your organization looking for a quick and effective way to onboard new security
analysts, engineers, and architects? Do your Security Operations Center (SOC) managers
need additional technical perspective on how to improve analysis quality, reduce
turnover, and run an efficient SOC?
SEC450 is an accelerated on ramp course, designed for new cyber defence team members 
and SOC managers. This course introduces students to the tools common to a defender’s 
work environment, and packs in all the essential explanations of tools, processes, and data
flow that every blue team member needs to know.
Students will learn the stages of security operations: how data is collected, where it is
collected, and how threats are identified within that data. The class dives deep into tactics
for triage and investigation of events that are identified as malicious, as well as how to
avoid common mistakes and perform continual high-quality analysis. Students will learn
the inner workings of the most popular protocols, and how to identify weaponized files as
well as attacks within the hosts and data on their network.
The course employs practical, hands-on instruction using a simulated SOC environment
with a real, fully-integrated toolset that includes:

• Security Information and Event Management (SIEM)
• An incident tracking and management system
• A threat intelligence platform
• Packet capture and analysis
• Automation tools

While cyber defence can be a challenging and engaging career, many SOCs are negatively
affected by turnover. To preemptively tackle this problem, this course also presents
research-backed information on preventing burnout and how to keep engagement high
through continuous growth, automation, and false positive reduction. Students will finish
the course with a full-scope view of how collection and detection work, how SOC tools are
used and fit together, and how to keep their SOC up and running over the long term.

S I X  D AY S   •   L A P T O P  R E Q U I R E D

Blue Team Fundamentals: 
Security Operations
and Analysis  NEW

Who should attend?
• Security analysts
• Incident investigators
• Security engineers and 

architects
• Technical security managers
• Security Operations Center 

(SOC) managers looking to 
gain additional technical 
perspective on how to 
improve analysis quality, 
reduce turnover, and run an 
efficient SOC

• Anyone looking to start their 
career on the blue team

3 6  C P E / C M U  C R E D I T S

“ Visualizing logs and understanding how they go to SIEM 
was super helpful, especially for someone about to become 
a SIEM admin. Malware Analysis portion was fantastic for 
analysts at every level.”
Tony Dinkel, Aires
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SEC
487

Immeasurable amounts of personal, potentially incriminating data is currently stored in the 
websites, apps, and social media platforms that people access and update via their devices 
daily. That data can become evidence for citizens, governments, and businesses to use 
in solving real financial, employment, and criminal issues with the help of a professional 
information gatherer.

SEC487 will teach students legitimate and effective ways to find, gather, and analyse this 
data from the Internet. You’ll learn about reliable places to harvest data using manual and 
automated methods and tools. Once you have the data, we’ll show you how to ensure that it 
is analysed, sound, and useful to your investigations.

This is a foundational course in open-source intelligence (OSINT) gathering and, as such, will 
move quickly through many areas of the field. The course will teach you current, real-world 
skills, techniques, and tools that law enforcement, private investigators, cyber attackers, and 
defenders use to scour the massive amount of information across the Internet, analyse the 
results, and pivot on interesting pieces of data to find other areas for investigation. Our goal 
is to provide the OSINT knowledge base for students to be successful in their fields whether 
they are cyber defenders, threat intelligence analysts, private investigators, insurance claims 
investigators, intelligence analysts, law enforcement personnel, or just someone curious 
about OSINT.

Throughout the course week, students will participate in numerous hands-on labs using the 
tools and techniques that are the basis for gathering free data from the Internet. The 20 labs 
in this course use the live Internet and dark web to help students gain real-world confidence. 
You’ll leave the course knowing not just how to use search features on a website, but all of 
the scenario-based requirements and OSINT techniques needed to gather truly important 
OSINT data.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Open-Source Intelligence 
Gathering and Analysis

Who should attend?
• Cyber Incident Responders
• Digital Forensics (DFIR) 

analysts
• Penetration Testers
• Social Engineers
• Law Enforcement
• Intelligence Personnel
• Recruiters/Sources
• Private Investigators
• Insurance Investigators
• Human Resources 

Personnel
• Researchers

You will be able to...
• Create an OSINT process
• Conduct OSINT 

investigations in support of 
a wide range of customers

• Understand the data 
collection life cycle

• Create a secure platform for 
data collection

• Analyse customer collection 
requirements

• Capture and record data
• Create sock puppet 

accounts
• Create your own OSINT 

process
• Harvest web data
• Perform searches for people
• Access social media data
• Assess a remote location 

using online cameras and 
maps

• Examine geolocated social 
media

• Research businesses
• Use government-provided 

data
• Collect data from the dark 

web
• Leverage international sites 

and tools

G I A C  C E R T :  G O S I
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G O S I

SEC
501

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Effective cyber security is more important than ever as attacks become stealthier, have  
a greater financial impact, and cause broad reputational damage.

SEC501: Advanced Security Essentials – Enterprise Defender builds on a solid foundation  
of core policies and practices to enable security teams to defend their enterprise.

It has been said of security that “prevention is ideal, but detection is a must.” However, 
detection without response has little value. Network security needs to be constantly 
improved to prevent as many attacks as possible and to swiftly detect and respond 
appropriately to any breach that does occur. This PREVENT - DETECT - RESPONSE strategy 
must be in place both externally and internally. As data become more portable and networks 
continue to be porous, there needs to be an increased focus on data protection. Critical 
information must be secured regardless of whether it resides on a server, in a robust network 
architecture, or on a portable device.

Despite an organisation’s best efforts to prevent network attacks and protect its critical 
data, some attacks will still be successful. Therefore, organisations need to be able to detect 
attacks in a timely fashion. This is accomplished by understanding the traffic that is flowing 
on your networks, looking for indications of an attack, and performing penetration testing 
and vulnerability analysis against your organisation to identify problems and issues before  
a compromise occurs.

Finally, once an attack is detected we must react quickly and effectively and perform the 
forensics required. Knowledge gained by understanding how the attacker broke in can be 
fed back into more effective and robust preventive and detective measures, completing the 
security lifecycle.

Advanced Security 
Essentials – Enterprise 
Defender

Who should attend?
• Incident response and 

penetration testers
• Security Operations Center 

engineers and analysts
• Network security 

professionals
• Anyone who seeks technical 

in-depth knowledge 
about implementing 
comprehensive security 
solutions

You will be able to...
• Identify the threats against 

network infrastructures and 
build defensible networks 
that minimize the impact of 
attacks

• Access tools that can be 
used to analyse a network to 
prevent attacks and detect 
the adversary

• Decode and analyse 
packets using various tools 
to identify anomalies and 
improve network defences

• Understand how the 
adversary compromises 
networks and how to 
respond to attacks

• Perform penetration testing 
against an organisation to 
determine vulnerabilities 
and points of compromise

• Apply the six-step incident 
handling process

• Use various tools to identify 
and remediate malware 
across your organisation

• Create a data classification 
program and deploy data 
loss prevention solutions 
at both a host and network 
level

“By far the best course I have 
ever attended. Every day I 
have learnt things that can be 
applied at work”
Stuart Long,  BANK OF ENGLAND

G I A C  C E R T :  G C E D
3 8  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C E D

“Great course content 
very interesting and 
comprehensive.”
John O’brien,  AIRBUS DEFENCE & SPACE
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SEC
503

Reports of prominent organisations being hacked and suffering irreparable reputational 
damage have become all too common. How can you prevent your company from becoming 
the next victim of a major cyber attack?

Preserving the security of your site in today’s threat environment is more challenging 
than ever before. The security landscape is continually changing from what was once only 
perimeter protection to protecting exposed and mobile systems that are almost always 
connected and sometimes vulnerable. Security-savvy employees who can help detect and 
prevent intrusions are therefore in great demand. Our goal in SEC503: Intrusion Detection 
In-Depth is to acquaint you with the core knowledge, tools, and techniques to defend your 
networks with insight and awareness. The training will prepare you to put your new skills and 
knowledge to work immediately upon returning to a live environment.

Mark Twain said, “It is easier to fool people than to convince them that they’ve been fooled.” 
Too many IDS/IPS solutions provide a simplistic red/green, good/ bad assessment of traffic 
and too many untrained analysts accept that feedback as the absolute truth. This course 
emphasises the theory that a properly trained analyst uses an IDS alert as a starting point 
for examination of traffic, not as a final assessment. SEC503 imparts the philosophy that the 
analyst must have access and the ability to examine the alerts to give them meaning and 
context. You will learn to investigate and reconstruct activity to deem if it is noteworthy or a 
false indication.

SEC503: Intrusion Detection In-Depth delivers the technical knowledge, insight, and hands-
on training you need to defend your network with confidence. You will learn about the 
underlying theory of TCP/IP and the most used application protocols, such as DNS and 
HTTP, so that you can intelligently examine network traffic for signs of an intrusion. You 
will get plenty of practice learning to master different open-source tools like tcpdump, 
Wireshark, Snort, Bro, tshark, and SiLK. Daily hands-on exercises suitable for all experience 
levels reinforce the course book material so that you can transfer knowledge to execution. 
Basic exercises include assistive hints while advanced options provide a more challenging 
experience for students who may already know the material or who have quickly mastered 
new material.

S I X  D AY S   •   L A P T O P  R E Q U I R E D

Intrusion Detection 
In-Depth

G I A C  C E R T :  G C I A
4 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C I A

Who should attend?
• Intrusion detection (all 

levels), system, and security 
analysts

• Network engineers/
administrators

• Hands-on security 
managers

You will be able to...
• Configure and run open-

source Snort and write 
Snort signatures

• Configure and run open-
source Bro to provide 
a hybrid traffic analysis 
framework

• Understand TCP/IP 
component layers to identify 
normal and abnormal traffic

• Use open-source traffic 
analysis tools to identify 
signs of an intrusion

• Comprehend the need to 
employ network forensics to 
investigate traffic to identify 
and investigate a possible 
intrusion

• Use Wireshark to carve out 
suspicious file attachments

• Write tcpdump filters to 
selectively examine a 
particular traffic trait

• Craft packets with Scapy
• Use the open-source 

network flow tool SiLK 
to find network behavior 
anomalies

• Use your knowledge of 
network architecture and 
hardware to customise 
placement of IDS sensors 
and sniff traffic off the wire

“In order to defend a network you need to understand how 
it works, this course is both enjoyable and challenging”
Holly C, MOD UK

SEC
504

The Internet is full of powerful hacking tools and bad guys using them extensively. If your 
organisation has an Internet connection and one or two disgruntled employees (and whose 
does not!), your computer systems will get attacked. From the five, ten, or even one hundred 
daily probes against your Internet infrastructure to the malicious insider slowly creeping 
through your most vital information assets, attackers are targeting your systems 
with increasing viciousness and stealth. As defenders, it is essential we understand these 
hacking tools and techniques.

This course enables you to turn the tables on computer attackers by helping you 
to understand their tactics and strategies in detail, giving you hands-on experience 
in finding vulnerabilities and discovering intrusions, and equipping you with a 
comprehensive incident handling plan. It addresses the latest cutting-edge insidious 
attack vectors, the “oldie-but-goodie” attacks that are still prevalent, and everything 
in between. Instead of merely teaching a few hack attack tricks, this course provides a 
time-tested, step-by-step process for responding to computer incidents, and a detailed 
description of how attackers undermine systems so you can prepare for, detect, and 
respond to them. In addition, the course explores the legal issues associated with 
responding to computer attacks, including employee monitoring, working with law 
enforcement, and handling evidence. Finally, students will participate in a hands-on 
workshop that focuses on scanning, exploiting, and defending systems. This course will 
enable you to discover the holes in your system before the bad guys do!

The course is particularly well-suited to individuals who lead or are a part of an incident 
handling team. General security practitioners, system administrators, and security architects 
will benefit by understanding how to design, build, and operate their systems to prevent, 
detect, and respond to attacks.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Hacker Tools, Techniques, 
Exploits, and Incident 
Handling

G I A C  C E R T :  G C I H
3 8  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C I H

Who should attend?
• Incident handlers
• Leaders of incident handling 

teams
• System administrators 

who are on the front lines 
defending their systems and 
responding to attacks

• Other security personnel 
who are first responders 
when systems come under 
attack

You will be able to...
• Apply incident handling 

processes in-depth, 
including preparation, 
identification, containment, 
eradication, and recovery, 
to protect enterprise 
environments

• Analyse the structure of 
common attack techniques 
in order to evaluate an 
attacker’s spread through 
a system and network, 
anticipating and thwarting 
further attacker activity

• Utilise tools and evidence 
to determine the kind 
of malware used in 
an attack, including 
rootkits, backdoors, and 
trojan horses, choosing 
appropriate defences and 
response tactics for each

• Use built-in command-line 
tools such as Windows 
tasklist, wmic, and reg as 
well as Linux netstat, ps, and 
lsof to detect an attacker’s 
presence on a machine

• Analyse router and system 
ARP tables along with switch 
CAM tables to track an 
attacker’s activity through 
a network and identify a 
suspect

• Use memory dumps and the 
Volatility tool to determine 
an attacker’s activities on 
a machine, the malware 
installed, and other 
machines the attacker used 
as pivot points across the 
network

“Very structured and well 
prepared course. Interesting 
and engaging for people 
new to the field as well as 
experienced professionals”
Ewa Konkolska PRUDENTIAL
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SEC
505

• Write PowerShell scripts for Windows and Active Directory security automation
• Safely run PowerShell scripts on thousands of hosts over the network
• Defend against PowerShell malware such as ransomware
• Harden Windows Server and Windows 10 against skilled attackers

In particular, we will use PowerShell to secure Windows against many of the attacks 
described in the MITRE ATT&CK matrix, especially stolen administrative credentials, 
ransomware, hacker lateral movement inside the LAN, and insecure Windows protocols such 
as Remote Desktop Protocol (RDP) and Server Message Block (SMB).

You will leave this course ready to start writing your own PowerShell scripts to help secure 
your Windows environment. It’s easy to find Windows security checklists, but how do you 
automate those changes across thousands of machines? How do you safely run scripts on 
many remote boxes? In this course you will learn not just Windows and Active Directory 
security, but how to manage security using PowerShell.

DON’T JUST LEARN POWERSHELL SYNTAX, LEARN HOW TO LEVERAGE POWERSHELL AS A FORCE 
MULTIPLIER FOR WINDOWS SECURITY

There is another reason why PowerShell has become popular: it’s just plain fun! You will be 
surprised at how much you can accomplish with PowerShell in a short period of time - it’s 
much more than just a scripting language, and you don’t have to be a coding guru to get going.

Learning PowerShell is also useful for another kind of security: job security. Employers are 
looking for IT people with PowerShell skills. You don’t have to know any PowerShell to attend 
this course, we will learn it together during the labs.

You can learn basic PowerShell syntax on YouTube for free, but SEC505 goes far beyond 
syntax. In this course you will learn how to use PowerShell as a platform for managing 
security, as a “force multiplier” for the Blue Team, and as a rocket booster for your 
Windows IT career.

WE WILL WRITE A POWERSHELL RANSOMWARE SCRIPT AND DEFEND AGAINST IT

Unfortunately, PowerShell is being abused by hackers and malware authors. On the last 
day of the course, we will write our own ransomware script to see how to defend against 
such scripts.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Securing Windows and 
PowerShell Automation NEW

G I A C  C E R T :  G C W N
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C W N

Who should attend?
• Security Operations 

engineers
• Windows endpoint and 

server administrators
• Anyone who wants to learn 

PowerShell automation
• Anyone implementing the 

NSA Top 10 Mitigations
• Anyone implementing the 

CIS Critical Security Controls
• Those deploying or 

managing a Public Key 
Infrastructure or smart cards

• Anyone who needs to 
reduce malware infections

You will be able to...
• Write PowerShell scripts for 

security automation.
• Execute PowerShell scripts 

on remote systems.
• Harden PowerShell itself 

against abuse, and enable 
transcription logging for 
your SIEM.

• Use PowerShell to access 
the WMI service for remote 
command execution, 
searching event logs, 
reconnaissance, and more.

• Use Group Policy and 
PowerShell to grant 
administrative privileges in a 
way that reduces the harm if 
an attack succeeds (assume 
breach).

• Block the lateral movement 
of hackers and ransomware 
using Windows Firewall, 
IPsec, DNS sinkholes, admin 
credential protections, and 
more.

• Prevent exploitation using 
AppLocker and other 
Windows OS hardening 
techniques in a scalable way 
with PowerShell.

• Configure PowerShell 
remoting to use Just Enough 
Admin (JEA) policies to 
create a Windows version of 
Linux sudo and setuid root.“I have been to other windows 

training, but never one with a 
focus on security. Has been an 
eye-opening experience. I hope 
to attend more events like this in 
the future..”
Dewayne Wasson, KELLOGG COMPANY

SEC
511

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

We continue to underestimate the tenacity of our adversaries! Organisations are investing 
significant time and financial and human resources trying to combat cyber threats and 
prevent cyber attacks, but despite this tremendous effort organisations are still getting 
compromised. The traditional perimeter-focused, prevention-dominant approach to security 
architecture has failed to prevent intrusions. No network is impenetrable, a reality that 
business executives and security professionals alike have to accept. Prevention is crucial, and 
we can’t lose sight of it as the primary goal. However, a new proactive approach to security is 
needed to enhance the capabilities of organisations to detect threats that will inevitably slip 
through their defences.

The underlying challenge for organisations victimized by an attack is timely incident 
detection. Industry data suggest that most security breaches typically go undiscovered for 
an average of seven months. Attackers simply have to find one way into most organisations, 
because they know that the lack of visibility and internal security controls will then allow 
them to methodically carry out their mission and achieve their goals.

The Defensible Security Architecture, Network Security Monitoring (NSM)/Continuous 
Diagnostics and Mitigation (CDM)/Continuous Security Monitoring (CSM) taught in this course 
will best position your organisation or Security Operations Center (SOC) to analyse threats 
and detect anomalies that could indicate cybercriminal behavior. The payoff for this new 
proactive approach will be early detection of an intrusion, or successfully thwarting the 
efforts of attackers altogether. The National Institute of Standards and Technology (NIST) 
developed guidelines described in NIST SP 800-137 for Continuous Monitoring (CM), and this 
course will greatly increase your understanding and enhance your skills in implementing CM 
utilising the NIST framework.

SEC511 will take you on quite a journey. We start by exploring traditional security architecture 
to assess its current state and the attacks against it. Next, we discuss and discover modern 
security design that represents a new proactive approach to such architecture that can be 
easily understood and defended. We then transition to how to actually build the network and 
endpoint security, and then carefully navigate our way through automation, NSM/CDM/CSM. 
For timely detection of potential intrusions, the network and systems must be proactively 
and continuously monitored for any changes in the security posture that might increase the 
likelihood that attackers will succeed.

Your SEC511 journey will conclude with one last hill to climb! The final day (Day 6) features 
a Capture-the-Flag competition that challenges you to apply the skills and techniques 
learned in the course to detect and defend the modern security architecture that has 
been designed. Course authors Eric Conrad and Seth Misenar have designed the Capture-
the-Flag competition to be fun, engaging, comprehensive, and challenging. You will not be 
disappointed!

Continuous Monitoring  
and Security Operations 
NEW

Who should attend?
• Security architects 
• Senior security engineers
• Technical security managers
• Security Operations Center 

(SOC) analysts, engineers,      
and managers

• CND analysts
• Individuals working to 

implement Continuous 
Diagnostics and Mitigation 
(CDM), Continuous 
Security Monitoring (CSM), 
or Network Security 
Monitoring (NSM)

You will be able to...
• Analyse a security 

architecture for deficiencies
• Apply the principles 

learned in the course to 
design a defensible security 
architecture

• Understand the importance 
of a detection- dominant 
security architecture and 
Security Operations Center 
(SOC)

• Identify the key 
components of Network 
Security Monitoring (NSM)/
Continuous Diagnostics 
and Mitigation (CDM)/
Continuous Monitoring (CM)

• Determine appropriate 
security monitoring needs 
for organisations of all sizes

• Implement robust Network 
Security Monitoring/ 
Continuous Security 
Monitoring (NSM/CSM)

• Utilise tools to support 
implementation of 
Continuous Monitoring per 
NIST guidelines SP800-137

• Determine requisite 
monitoring capabilities for 
a SOC environment

• Determine capabilities 
required to support 
continuous monitoring 
of key Critical Security 
Controls

G I A C  C E R T :  G M O N
4 8  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G M O N
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SEC
530

NOTE: The term “architecture” is interpreted differently by different organizations and in 
various regions of the world. This course focuses on strategic and technical application and 
use cases, including fine-tuning and implementing various infrastructure components and 
cyber defence techniques. If you are expecting the course to focus exclusively on strategic 
solution placement and use cases, the course is not for you.

SEC530: Defensible Security Architecture and Engineering is designed to help students 
establish and maintain a holistic and layered approach to security. Effective security requires 
a balance between detection, prevention, and response capabilities, but such a balance 
demands that controls be implemented on the network, directly on endpoints, and within 
cloud environments. The strengths and weaknesses of one solution complement another 
solution through strategic placement, implementation, and fine-tuning.

To address these issues, this course focuses on combining strategic concepts of 
infrastructure and tool placement while also diving into their technical application. We will 
discuss and identify what solutions are available and how to apply them successfully. Most 
importantly, we’ll evaluate the strengths and weaknesses of various solutions and how to 
layer them cohesively to achieve defence-in-depth.

The changing threat landscape requires a change in mindset, as well as a repurposing of 
many devices. Where does this leave our classic perimeter devices such as firewalls? What 
are the ramifications of the “encrypt everything” mindset for devices such as Network 
Intrusion Detection Systems?

In this course, students will learn the fundamentals of up-to-date defensible security 
architecture and how to engineer it. There will be a heavy focus on leveraging current 
infrastructure (and investment), including switches, routers, and firewalls. Students will learn 
how to reconfigure these devices to significantly improve their organizations’ prevention 
capabilities in the face of today’s dynamic threat landscape. The course will also delve into 
the latest technologies and their capabilities, strengths, and weaknesses. You will come 
away with recommendations and suggestions that will aid in building a robust security 
infrastructure.

While this is not a monitoring course, it will dovetail nicely with continuous security 
monitoring, ensuring that security architecture not only supports prevention but also 
provides the critical logs that can be fed into a Security Information and Event Management 
(SIEM) system in a Security Operations Center.

Multiple hands-on labs conducted daily will reinforce key points in the course and provide 
actionable skills that students will be able to leverage as soon as they return to work.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Defensible Security 
Architecture and 
Engineering

Who should attend
• Security Architects
•  Network Engineers
•  Network Architects
•  Security Analysts
•  Senior Security Engineers
•  System Administrators
•  Technical Security Managers
•  CND Analysts
•  Security Monitoring 

Specialists
•  Cyber Threat Investigators

You will be able to...
• Analyse a security 

architecture for deficiencies
•  Apply the principles learned 

in the course to design 
a defensible security 
architecture

•  Determine appropriate 
security monitoring needs 
for organizations of all sizes

•  Maximize existing 
investment in security 
architecture by 
reconfiguring existing 
assets

•  Determine capabilities 
required to support 
continuous monitoring of 
key Critical Security Controls

•  Configure appropriate 
logging and monitoring 
to support a Security 
Operations Center and 
continuous monitoring 
program

G I A C  C E R T :  G D S A
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G D S A

SEC
540

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

SEC540 provides development, operations, and security professionals with a methodology 
to build and deliver secure infrastructure and software using DevOps and cloud services. 
Students will explore how the principles, practices, and tools of DevOps can improve the 
reliability, integrity, and security of on-premise and cloud-hosted applications.

Starting with on-premise deployments, the first two days of the course examine the Secure 
DevOps methodology and its implementation using lessons from successful DevOps 
security programs. Students will gain hands-on experience using popular open- source 
tools such as Puppet, Jenkins, GitLab, Vault, Grafana, and Docker to automate Configuration 
Management (“infrastructure as Code”), Continuous Integration (CI), Continuous Delivery (CD), 
containerization, micro-segmentation, automated compliance (“Compliance as Code”), and 
Continuous Monitoring. The lab environment starts with a CI/ CD pipeline that automatically 
builds, tests, and deploys infrastructure and applications. Leveraging the Secure DevOps 
toolchain, students perform a series of labs injecting security into the CI/CD pipeline using a 
variety of security tools, patterns, and techniques.

After laying the DevSecOps foundation, the final three days move DevOps workloads to 
the cloud, build secure cloud infrastructure, and deliver secure software. DEV540 provides 
in-depth analysis of the Amazon Web Services (AWS) toolchain, while lightly covering 
comparable services in Microsoft Azure. Using the CI/CD toolchain, students build a cloud 
infrastructure that can host containerized applications and microservices. Hands-on 
exercises analyse and fix cloud infrastructure and application vulnerabilities using security 
services and tools such as API Gateway, Identity and Access Management (IAM), CloudFront 
Signing, Security Token Service (STS), Key Management Service (KMS), managed WAF services, 
serverless functions, CloudFormation, AWS Security Benchmark, and much more.

Cloud Security and  
DevOps Automation

Who should attend?
• Anyone working in or 

transitioning to a public 
cloud environment

• Anyone working in or 
transitioning to a DevOps 
environment

• Anyone who wants to 
understand where to add 
security checks, testing, 
and other controls to cloud 
and DevOps Continuous 
Delivery pipelines

• Anyone interested in 
learning to migrate DevOps 
workloads to the cloud, 
specifically Amazon Web 
Services (AWS)

• Anyone interested 
in leveraging cloud 
application security 
services provided by AWS

• Developers
• Software architects
• Operations engineers
• System administrators
• Security analysts
• Security engineers
• Auditors
• Risk managers
• Security consultants

You will be able to...
• Understand the core 

principles and patterns 
behind DevOps

• Map where security controls 
and checks can be added 
in Continuous Delivery and 
Continuous Deployment

• Integrate security into 
production operations

• Create a plan for introducing 
– or improving – security in 
a DevOps environment

• Move your DevOps 
workflows to the cloud

• Consume cloud services to 
secure cloud applications

• Map and implement a 
Continuous Delivery/
Deployment pipeline

“SEC540 opened my eyes to
a new way of thinking about 
operations and security 
unlike anything since SEC401: 
Security Essentials.”
Todd Anderson, OBE
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SEC
555

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Many organisations have logging capabilities but lack the people and processes to analyse 
it. In addition, logging systems collect vast amounts of data from a variety of data sources 
that require an understanding of the sources for proper analysis. This class is designed to 
provide individuals training, methods, and processes for enhancing existing logging solutions. 
This class will also help you understand the when, what, and why behind the logs. This is a 
lab-heavy course that utilises SOF-ELK, a SANS-sponsored free Security Incident and Events 
Management (SIEM) solution, to provide hands-on experience and the mindset for large-
scale data analysis.

Today, security operations do not suffer from a “big data” problem but rather a “data 
analysis” problem. Let’s face it, there are multiple ways to store and process large amounts 
of data without any real emphasis on gaining insight into the information collected. Added 
to that is the daunting idea of an infinite list of systems from which one could collect logs. 
It is easy to get lost in the perils of data saturation. This class moves away from the typical 
churn-and-burn log systems and moves instead towards achieving actionable intelligence 
and developing a tactical Security Operations Center (SOC).

This course is designed to demystify the SIEM architecture and process by navigating the 
student through the steps of tailoring and deploying a SIEM to full SOC integration. The 
material will cover many bases in the “appropriate” use of a SEIM platform to enrich readily 
available log data in enterprise environments and extract actionable intelligence. Once 
collected, the student will be shown how to present the gathered input into usable formats 
to aid in eventual correlation. Students will then iterate through the log data and events 
to analyse key components that will allow them to learn how rich this information is, how 
to correlate the data, start investigating based on the aggregate data, and finally, how to 
go hunting with this newly gained knowledge. They will also learn how to deploy internal 
post-exploitation tripwires and breach canaries to nimbly detect sophisticated intrusions. 
Throughout the course, the text and labs will not only show how to manually perform these 
actions, but also how to automate many of the processes mentioned so students may 
employ these tasks the day they return to the office.

The underlying theme is to actively apply Continuous Monitoring and analysis techniques 
by utilising modern cyber threat attacks. Labs will involve replaying captured attack data to 
provide real-world results and visualizations.

Course Author Statement

“Today, security operations do not suffer from a ‘big data’ problem but rather a ‘data analysis’ 
problem. Let’s face it, there are multiple ways to store and process large amounts of data

without any real emphasis on gaining insight into the information collected. Added to that 
is the daunting idea of an infinite list of systems from which one could collect logs and it is 
easy to get lost in the perils of data saturation. This class is the switch from the typical churn 
and burn log systems to achieving actionable intelligence and developing a tactical Security 
Operations Center (SOC).”

- Justin Henderson

SIEM with Tactical  
Analytics

Who should attend?
• Security analysts
• Security architects
• Senior security engineers
• Technical security managers
• SOC analysts
• SOC engineers 
• SOC managers
• CND analysts
• Security monitoring 

specialists
• System administrators
• Cyber threat investigators
• Individuals working to 

implement Continuous 
Security Monitoring

• Individuals working in a 
hunt team capacity

You will be able to...
• Deploy the SANS SOF-

ELK VM in production 
environments

• Demonstrate ways most 
SIEMs commonly lag current 
open source solutions (e.g. 
SOF-ELK)

• Bring students up to speed 
on SIEM use, architecture, 
and best practices

• Know what type of data 
sources to collect logs from

• Deploy a scalable logs 
solution with multiple ways 
to retrieve logs

• Operationalize ordinary logs 
into tactical data

• Develop methods to handle 
billions of logs from many 
disparate data sources

• Understand best practice 
methods for collecting logs

• Dig into log manipulation 
techniques challenging 
many SIEM solutions

• Build out graphs and tables 
that can be used to detect 
adversary activities and 
abnormalities

• Combine data into active 
dashboards that make 
analyst review more tactical

• Utilise adversary techniques 
against them by using 
frequency analysis in large 
data sets

• Develop baselines of 
network activity based on 
users and devices

• Develop baselines of 
Windows systems with the 
ability to detect changes 
from the baselineG I A C  C E R T :  G C D A

4 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C D A

All security professionals, including penetration testers, forensic analysts, network defenders, 
security administrators, and incident responders, have one experience in common: CHANGE. 
Tools, technologies, and threats change constantly, but Python is a simple, user-friendly 
language that can help you keep pace with change, allowing you to write custom tools and 
automate tasks to effectively manage and respond to your unique threats.

Whether you are new to coding or have been coding for years, SEC573: Automating 
Information Security with Python will have you creating programs that make your job easier 
and your work more efficient. This self-paced course starts from the very beginning, assuming 
you have no prior experience with or knowledge of programming. We cover all of the 
essentials of the language up front. If you already know the essentials, you will find that the 
pyWars lab environment allows advanced developers to quickly accelerate to more advanced 
material in the course.

Technology, threats, and tools are constantly evolving. If we don’t evolve with them, we’ll 
become ineffective and irrelevant, unable to provide the vital defences our organizations 
increasingly require. Maybe your chosen Operating System has a new feature that creates 
interesting forensic artifacts that would be invaluable for your investigation, if only you 
had a tool to access it. Often for new features and forensic artifacts, no such tool has yet 
been released. You could try moving your case forward without that evidence or hope that 
someone creates a tool before the case goes cold...or you can write a tool yourself.

Or perhaps an attacker bypassed your defences and owned your network months ago. If 
existing tools were able to find the attack, you wouldn’t be in this situation. You are bleeding 
sensitive data and the time-consuming manual process of finding and eradicating the 
attacker is costing you money and hurting your organization. The answer is simple if you have 
the skills: Write tools to automate various aspects of your defences.

Or, as a penetration tester, you need to evolve as quickly as the threats you are paid to 
emulate. What do you do when “off-the-shelf” tools and exploits fall short? If you’re good, 
you write your own tool or modify existing capabilities to make them perform as you need.

SEC573 is designed to give you the skills you need for tweaking, customizing, or outright 
developing your own tools. We put you on the path of creating your own tools, empowering 
you to better automate the daily routine of today’s information security professional and 
to achieve more value in less time. Again and again, organizations serious about security 
emphasise their need for skilled tool builders. There is a huge demand for people who can 
understand a problem and then rapidly develop prototype code to attack or defend against 
it. Learn Python in-depth with us to become fully weaponized.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Automating Information 
Security with Python

G I A C  C E R T :  G P Y C
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G P Y C

Who should attend?
• Security professionals 

who want to learn how to 
develop Python applications

• Penetration testers who 
want to move from being 
a consumer of security 
tools to being the creator of 
security tools

• Technologists who need 
custom tools to test their 
infrastructure and who 
want to create those tools 
themselves

You will be able to...
• Develop forensics tool 

to carve artifacts from 
forensics evidence for 
which no other tool exists 
or use third-party modules 
for well-known artifacts to 
hidden evidence relevant to 
your investigations

• Create defensive tools to 
automate the analysis of 
log file and network packets 
using hunt team techniques 
to track down attackers in 
your network. Implement 
custom whitelisting, 
blacklisting, signature 
detection, long tail and 
short tail analysis, and other 
data analysis techniques to 
find attacks overlooked by 
conventional methods

• Write penetration testing 
tools including several 
backdoors with features like 
process execution, upload 
and download payloads, 
port scanning and more. 
Build essential tools that 
evade antivirus software 
and allow you to establish 
that required foothold 
inside your target

• Understand Python coding 
fundamentals required 
to automate common 
information security tasks. 
Language essentials like 
variables, loops, if then 
else, logic, file operations, 
command line arguments, 
debugging are all covered 
assuming no prerequisite 
knowledge.

SEC
573
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SEC
586

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Effective Blue Teams work to harden infrastructure, minimize time to detection, and 
enable real-time response to keep pace with modern adversaries. Automation is a 
key component of these capabilities, and PowerShell can be the glue that facilitates 
orchestration across disparate systems and platforms, effectively making them a force 
multiplier for Blue Teams. This course will enable information security professionals 
to leverage PowerShell to build tooling that hardens systems, hunts for threats, and 
responds to attacks immediately upon discovery.

PowerShell is uniquely positioned to help Blue Teams because it acts as a cross-platform 
automation toolset that is built on top of the .NET framework, giving it nearly limitless 
extensibility. SEC586 maximizes the use of PowerShell using an approach specifically based 
on Blue Team use cases.

Students will learn:
• PowerShell scripting fundamentals from the ground up in terms of PowerShell’s 

capabilities as a defensive toolset
• Ways to maximize performance of code across dozens, hundreds, or thousands of 

systems
• Modern hardening techniques using Infrastructure-as-Code principles
• How to integrate disparate systems for multi-platform orchestration
• PowerShell-based detection techniques ranging from Event Tracing for Windows to 

baseline deviation and deception
• Response techniques leveraging PowerShell-based automation

This course is meant to be accessible to beginners new to the PowerShell scripting language 
as well as to seasoned veterans looking to round out their skillset. Language fundamentals 
are covered in depth, with hands-on labs to help students become comfortable with the 
platform. For skilled PowerShell users who already know the basics, the material aims to 
solidify knowledge of the underlying mechanics while providing additional challenges to 
further this understanding.

The PowerPlay platform built into the lab environment allows for practical, hands-on 
drilling of concepts to ensure understanding, promote creativity and provide a challenging 
environment for anyone to build on their existing skillset. PowerPlay consists of challenges 
and questions that map back to the course material as well as extend it.

Between the course material and the PowerPlay bonus environment, SEC586 students will 
leave well equipped with the skills to automate everyday Cyber Defense tasks. Students will 
return to work ready to implement a new set of skills to harden their systems and accelerate 
capabilities to immediately detect threats and respond to them.

Blue Team Operations: 
Defensive PowerShell

Who should attend?
• Security Operations Center 

analysts
• System engineers
• System administrators
• Technical security managers
• Cyber threat investigators
• Computer network defense 

analysts
 
You will be able to...
• Write scripts and ad hoc 

PowerShell as needed to 
solve cybersecurity use 
cases

• Read and expand existing 
tooling

• Harden systems using 
PowerShell

• Test for visibility gaps and 
misconfigurations in an 
automated fashion

• Integrate disparate systems 
to enable orchestration 
across various platforms

• Build advanced detections 
using PowerShell as the 
underlying platform

• Automate response 
initiatives before an incident 
occurs, enabling rapid 
response

SEC
595

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

SEC595 is a crash-course introduction to practical data science, statistics, probability, and 
machine learning. The course is structured as a series of short discussions with extensive 
hands-on labs that help students develop a solid and intuitive understanding of how 
these concepts relate and can be used to solve real-world problems. If you ’ve never done 
anything with data science or machine learning but want to use these techniques, this is 
definitely the course for you!

Unlike other courses in this space, SEC595 is squarely centered on solving information 
security problems. Where other courses tend to be at the extremes of teaching almost all 
theory or solving trivial problems that don t translate to the real world, this course strikes 
a balance. We cover only the theory and math fundamentals that you absolutely must 
know, and only insofar as they apply to the techniques that we then put into practice.

The major topics covered in SEC595 include:
• Data acquisition from SQL, NoSQL document stores, web scraping, and other common 

sources
• Data exploration and visualization
• Descriptive statistics
• Inferential statistics and probability
• Bayesian inference
• Unsupervised learning and clustering
• Deep learning neural networks

 Applied Data Science 
and Machine Learning 
for Cybersecurity 
Professionals

Who should attend?
• Cybersecurity professionals 

who want to understand 
machine learning

• Professionals desiring 
to apply data science 
principles to real-world 
problems

• Anyone who has tried 
to learn the basics but 
can t figure out how to 
translate your problem 
into something that can 
be solved with machine 
learning

• Blue team and Security 
Operations Center 
members looking to identify 
anomalies and perform 
custom threat hunting 

You will be able to...
• Apply statistical models 

to real-world problems in 
meaningful ways

• Generate visualizations of 
your data

• Perform mathematics-based 
threat hunting on your 
network

• Understand and apply 
unsupervised learning/
clustering methods

• Build Deep Learning Neural 
Networks

• Build and understand 
Convolutional Neural 
Networks

• Understand and build 
Genetic Search Algorithms
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SEC
599

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

You just got hired to help our virtual organization “SYNCTECHLABS” build out a cyber security 
capability. On your first day, your manager tells you: “We looked at some recent cyber security 
trend reports and we feel like we’ve lost the plot. Advanced persistent threats, ransomware, 
denial of service... We’re not even sure where to start!”

Cyber threats are on the rise: ransomware tactics are affecting small, medium, and large 
enterprises alike, while state-sponsored adversaries are attempting to obtain access to your 
most precious crown jewels. SEC599: Defeating Advanced Adversaries - Purple Team Tactics 
& Kill Chain Defences will arm you with the knowledge and expertise you need to overcome 
today’s threats. Recognizing that a prevent-only strategy is not sufficient, we will introduce 
security controls aimed at stopping, detecting, and responding to your adversaries.

Course authors Stephen Sims and Erik Van Buggenhout (both certified as GIAC Security 
Experts) are hands-on practitioners who have built a deep understanding of how cyber 
attacks work through penetration testing and incident response. While teaching penetration 
testing courses, they were often asked the question: “How do I prevent or detect this type of 
attack?” Well, this is it! SEC599 gives students real-world examples of how to prevent attacks. 
The course features more than 20 labs plus a full-day Defend-the-Flag exercise during which 
students attempt to defend our virtual organization from different waves of attacks against its 
environment.

Our six-part journey will start off with an analysis of recent attacks through in-depth case 
studies. We will explain what types of attacks are occurring and introduce formal descriptions 
of adversary behavior such as the Cyber Kill Chain and the MITRE ATT&CK framework. In 
order to understand how attacks work, you will also compromise our virtual organization 
“SYNCTECHLABS” in section one exercises.

In sections two, three, four and five we will discuss how effective security controls can be 
implemented to prevent, detect, and respond to cyber attacks.

Defeating Advanced 
Adversaries - Purple 
Team Tactics & Kill Chain 
Defences

Who should attend?
• Security Architects
•  Security Engineers
• Technical Security Managers
•  Security Operations Center 

Analysts, Engineers, and 
Managers

•  IT Administrators
•  Individuals looking to better 

understand how advanced 
persistent cyber adversaries 
operate and how the 
IT environment can be 
improved to better prevent, 
detect, and respond to 
incidents 

You will be able to...
• Understand how recent 

high-profile attacks were 
delivered and how they 
could have been stopped

• Implement security controls 
throughout the different 
phases of the Cyber Kill 
Chain and the MITRE ATT&CK 
framework to prevent, 
detect, and respond to 
attacks

G I A C  C E R T :  G D A T
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G D A T

“The methodologies in this 
course are imperative for 
industry success!”
Jayce Hill
ORACLE

Cyber Defence Short Courses
H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

SEC402: Cyber security Writing: 
Hack the Reader

O N - D E M A N D

Want to write better? Learn to hack the reader! Discover how to find an opening, break down your readers’ defences, and capture their 
attention to deliver your message—even if they’re too busy or indifferent to others’ writing. This unique course, built exclusively for cyber 
security professionals, will strengthen your writing skills and boost your security career.

H A N D S - O N   •   T H R E E  D AY S   •   L A P T O P  R E Q U I R E D

O N - D E M A N DSEC403: Secrets to Successful 
Cybersecurity Presentation | NEW
The ultimate toolkit to secure buy-in, approvals for requests, and career growth
While you may have decided to become a cybersecurity pro in order to work cases and catch bad guys, changes in technologies, user 
requirements, and incidents mean you’ll also likely be called upon to present to other technologists, users, and leadership. In order to improve 
the technical quality of your work and advance your career, you’ll need effective presentation skills.
SEC403 gives you the skills to put together an effective security briefing, secure the interest and engagement of your audience, and confidently 
deliver presentations to a variety of groups. You’ll learn effective techniques to secure management approval for new security projects and 
tools, as well as how to handle the toughest questions and adjust on-the-fly. Designed exclusively for cybersecurity professionals, this course 
covers best practices for common security presentations such as penetration testing reports, security assessment reports, incident updates, 
after-action reports, security awareness briefings, and more.

S A N S  T R A I N I N G  C ATA LO G U E 5 7
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Hands-On Information Security Challenges

EXPERIENCE

Choose from:

NetWars takes the concepts 
in the class and gives you an 
opportunity to put them into 
action. Highly recommended!      
 – Kyle McDaniel, Lenovo

“

”

www.sans.org/netwars

Experience NetWars
Play solo or on a team of up to five players 

• Cyber Defense
• Penetration Testing
• Digital Forensics & Incident Response
• ICS

Develop skills in:

Participation in NetWars is free for students taking 4-, 5-, or 
6-day courses.
NetWars takes place in the evening, after class, and gives you an 
immediate opportunity to apply what you’ve learned in a fun, 
competitive, hands-on, and educational environment!
Register for NetWars when you register for your course.

• Core NetWars
• DFIR NetWars
• Cyber Defense NetWars

• ICS NetWars
• GRID NetWars

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

H A N D S - O N   •   O N E  D AY   •   L A P T O P  R E Q U I R E D

SEC583: Crafting Packets
Have you ever implemented a new firewall policy, IDS/IPS rule, or next generation feature but didn’t have any traffic to test it? Why not create 
your own? Crafting packets is an incredibly powerful skill for any security analyst, network engineer or system administrator. It can be used to 
test firewalls policies, IDS/IPS rules, host/server settings, application configurations, and much more. Creating packets will also help you learn 
to better understand TCP/IP and application protocols.

SEC582: Mastering TShark Packet 
Analysis | BETA
With system compromises and data breaches being reported almost daily and more of our activities are moved online, it is imperative that 
network defenders ensure they have the relevant tools and skillset to detect these compromises sooner rather than later. While attackers 
(advanced or not) may make every attempt to hide their suspicious activities on the compromised host, the reality is, all their activities leave 
breadcrumbs on the network. This is true whether reconnaissance activity is being performed or actions and objectives are being achieved, 
according to the Lockheed Martin Cyber Kill Chain. Basically, there are packets or it did not happen.

L I V E  O N L I N E

L I V E  O N L I N E

S A N S  T R A I N I N G  C ATA LO G U E5 8
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SEC
460

Computer exploitation is on the rise. As advanced adversaries become more numerous, 
more capable, and much more destructive, organizations must become more effective at 
mitigating their information security risks at the enterprise scale. SEC460 is the premier 
course focused on building technical vulnerability assessment skills and techniques, while 
highlighting time-tested practical approaches to ensure true value across the enterprise. 
The course covers threat management, introduces the core components of comprehensive 
vulnerability assessment, and provides the hands-on instruction necessary to produce a 
vigorous defensive strategy from day one. The course is focused on equipping information 
security personnel from organizations charged with effectively and efficiently securing 10,000 
or more systems.

SEC460 begins with an introduction to information security vulnerability assessment 
fundamentals, followed by in-depth coverage of the Vulnerability Assessment Framework. 
It then moves into the structural components of a dynamic and iterative information 
security program. Through a detailed, practical analysis of threat intelligence, modeling, and 
automation, students will learn the skills necessary to not only use the tools of the trade, but 
also to implement a transformational security vulnerability assessment program.
SEC460 will teach you how to use real industry-standard security tools for vulnerability 
assessment, management, and mitigation. It is the only course that teaches a holistic 
vulnerability assessment methodology while focusing on challenges faced in a large 
enterprise. You will learn on a full-scale enterprise range chock full of target machines 
representative of an enterprise environment, leveraging production-ready tools, and a 
proven testing methodology.

This course takes you beyond the checklist, giving you a tour of the attackers’ perspective 
that is crucial to discovering where they will strike. Operators are more than the scanner they 
employ. SEC460 emphasises this personnel-centric approach by examining the shortfalls 
of many vulnerability assessment programs in order to provide you with the tactics and 
techniques required to secure networks against even the most advanced intrusions.
We wrap up the first five days of instruction with a discussion of triage, remediation, and 
reporting before putting your skills to the test on the final day against an enterprise-grade 
cyber range with numerous target systems for you to analyse and explore. The cyber range 
is a large environment of servers, end-users, and networking gear that represents many of 
the systems and topologies used by enterprises. By adopting an end-to-end approach to 
vulnerability assessment, you can be confident that your skills will provide much-needed 
value in securing your medium- or large-scale organization.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Enterprise Threat and
Vulnerability Assessment

3 6  C P E / C M U  C R E D I T S

Who should attend
• Vulnerability assessors
• IT System administrators
• Security auditors
• Compliance professionals
• Penetration testers
• Vulnerability program 

managers
• Security analysts
• Security architects
• Senior security engineers
• Technical security managers

You will be able to...
• Perform end-to-end 

vulnerability assessments
• Develop customised 

vulnerability discovery, 
management, and 
remediation plans

• Conduct threat intelligence 
gathering and analysis 
to create a tailored 
cyber security plan that 
integrates various attack 
and vulnerability modeling 
frameworks

• Implement a proven 
testing methodology using 
industry-leading tactics and 
techniques

• Adapt information security 
approaches to target real-
world enterprise challenges

• Configure and manage 
vulnerability assessment 
tools to limit risk added 
to the environment by the 
tester

“Vulnerability Management is critical in the 
cyber security strategy of any organization 
which makes this course priceless.”
Simphiwe Khulu, MTN

SEC
504

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

The Internet is full of powerful hacking tools and bad guys using them extensively. If your 
organization has an Internet connection and one or two disgruntled employees (and whose 
does not!), your computer systems will get attacked. From the five, ten, or even one hundred 
daily probes against your Internet infrastructure to the malicious insider slowly creeping 
through your most vital information assets, attackers are targeting your systems with 
increasing viciousness and stealth. As defenders, it is essential we understand these hacking 
tools and techniques.

This course enables you to turn the tables on computer attackers by helping you understand 
their tactics and strategies in detail, giving you hands-on experience in finding vulnerabilities 
and discovering intrusions, and equipping you with a comprehensive incident handling 
plan. It addresses the latest cutting-edge insidious attack vectors, the “oldie-but-goodie” 
attacks that are still prevalent, and everything in between. Instead of merely teaching a few 
hack attack tricks, this course provides a time-tested, step-by-step process for responding to 
computer incidents, and a detailed description of how attackers undermine systems so you 
can prepare for, detect, and respond to them. In addition, the course explores the legal issues 
associated with responding to computer attacks, including employee monitoring, working 
with law enforcement, and handling evidence. Finally, students will participate in a hands-
on workshop that focuses on scanning, exploiting, and defending systems. This course will 
enable you to discover the holes in your system before the bad guys do!

The course is particularly well-suited to individuals who lead or are a part of an incident 
handling team. General security practitioners, system administrators, and security architects 
will benefit by understanding how to design, build, and operate their systems to prevent, 
detect, and respond to attacks.

You will learn:
• How to best prepare for an eventual breach
• The step-by-step approach used by many computer attackers
• Proactive and reactive defenses for each stage of a computer attack
• How to identify active attacks and compromises
• The latest computer attack vectors and how you can stop them
• How to properly contain attacks
• How to ensure that attackers do not return
• How to recover from computer attacks and restore systems for business
• How to understand and use hacking tools and techniques
• Strategies and tools to detect each type of attack
• Application-level vulnerabilities, attacks, and defenses
• How to develop an incident handling process and prepare a team for battle
• Legal issues in incident handling

Hacker Tools, Techniques, 
Exploits, and Incident 
Handling

Who should attend?
• Incident handlers
• Leaders of incident handling 

teams
• System administrators 

who are on the front lines 
defending their systems and 
responding to attacks

• Other security personnel 
who are first responders 
when systems come under 
attack

• General security 
practitioners and security 
architects who want to 
design, build, and operate 
their systems to prevent, 
detect, and respond to 
attacks 

You will be able to...
• Apply incident handling 

processes in-depth, 
including preparation, 
identification, containment, 
eradication, and recovery, 
to protect enterprise 
environments

• Analyze the structure of 
common attack techniques 
in order to evaluate an 
attacker’s spread through 
a system and network, 
anticipating and thwarting 
further attacker activity

• Utilize tools and evidence 
to determine the kind 
of malware used in 
an attack, including 
rootkits, backdoors, and 
trojan horses, choosing 
appropriate defenses and 
response tactics for each

• Use built-in command-line 
tools such as Windows 
tasklist, wmic, and reg as 
well as Linux netstat, ps, and 
lsof to detect an attacker’s 
presence on a machine

• Analyze router and system 
ARP tables along with switch 
CAM tables to track an 
attacker’s activity through 
a network and identify a 
suspect

G I A C  C E R T :  G D A T
3 8  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G D A T
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SEC
542

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Web applications play a vital role in every modern organisation. However, if your 
organisation doesn’t properly test and secure its web apps, adversaries can compromise 
these applications, damage business functionality, and steal data. Unfortunately, many 
organisations operate under the mistaken impression that a web application security 
scanner will reliably discover flaws in their systems.

SEC542 helps students move beyond push-button scanning to professional, thorough, 
and high-value web application penetration testing.
Customers expect web applications to provide significant functionality and data access. 
Even beyond the importance of customer-facing web applications, internal web applications 
increasingly represent the most commonly used business tools within any organisation. 
Unfortunately, there is no “patch Tuesday” for custom web applications, and major industry 
studies find that web application flaws play a major role in significant breaches and 
intrusions. Adversaries increasingly focus on these high-value targets either by directly 
abusing public-facing applications or by focusing on web apps as targets after an initial 
break-in.

Modern cyber defence requires a realistic and thorough understanding of web application 
security issues. Anyone can learn to sling a few web hacks, but effective web application 
penetration testing requires something deeper.

SEC542 enables students to assess a web application’s security posture and convincingly 
demonstrate the impact of inadequate security that plagues most organisations.
In this course, students will come to understand major web application flaws and their 
exploitation. Most importantly, they’ll learn a field-tested and repeatable process to 
consistently find these flaws and convey what they have learned to their organisations. 
Even technically gifted security geeks often struggle with helping organisations understand 
risk in terms relatable to business. Much of the art of penetration testing has less to do with 
learning how adversaries are breaking in than it does with convincing an organisation to 
take the risk seriously and employ appropriate countermeasures. The goal of SEC542 is to 
better secure organisations through penetration testing, and not just show off hacking skills. 
This course will help you demonstrate the true impact of web application flaws through 
exploitation.

In addition to high-quality course content, SEC542 focuses heavily on in-depth, 
hands-on labs to ensure that students can immediately apply all they learn.
In addition to having more than 30 formal hands-on labs, the course culminates in a web 
application pen test tournament, powered by the SANS NetWars Cyber Range. This Capture-
the-Flag event on the final day brings students into teams to apply their newly acquired 
command of web application penetration testing techniques in a fun way that hammers 
home lessons learned.

Web App 
Penetration Testing 
and Ethical Hacking

Who should attend
• General security 

practitioners
• Penetration testers
• Ethical hackers
• Web application developers
• Website designers and 

architects

You will be able to...
• Apply a detailed, four-step 

methodology to your web 
application penetration 
tests: reconnaissance, 
mapping, discovery, and 
exploitation

• Analyse the results from 
automated web testing 
tools to validate findings, 
determine their business 
impact, and eliminate false 
positives

• Manually discover key web 
application flaws

• Use Python to create testing 
and exploitation scripts 
during a penetration test

• Discover and exploit SQL 
Injection flaws to determine 
true risk to the victim 
organisation

• Create configurations and 
test payloads within other 
web attacks

• Fuzz potential inputs for 
injection attacks

• Explain the impact of 
exploitation of web 
application flaws

• Analyse traffic between 
the client and the server 
application using tools such 
as the Zed Attack Proxy and 
Burp Suite to find security 
issues within the client-side 
application code

• Manually discover and 
exploit Cross-Site Request 
Forgery (CSRF) attacks

• Use the Browser Exploitation 
Framework (BeEF) to hook 
victim browsers, attack 
client software and the 
network, and evaluate 
the potential impact that 
XSS flaws have within an 
application

• Perform a complete web 
penetration test during the 
Capture the Flag exercise 
to bring techniques and 
tools together into a 
comprehensive testG I A C  C E R T :  G C I H

3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G W A P T

As a cyber security professional, you have a unique responsibility to find and understand 
your organisation’s vulnerabilities, and to work diligently to mitigate them before the bad 
guys pounce. Are you ready? SANS SEC560, our flagship course for penetration testing, fully 
arms you to address this task head-on.

SEC560 is the must-have course for every well-rounded security professional.
With comprehensive coverage of tools, techniques, and methodologies for network 
penetration testing, SEC560 truly prepares you to conduct high-value penetration testing 
projects step-by-step and end-to-end. Every organisation needs skilled information security 
personnel who can find vulnerabilities and mitigate their effects, and this entire course is 
specially designed to get you ready for that role. The course starts with proper planning, 
scoping and recon, then dives deep into scanning, target exploitation, password attacks, and 
web app manipulation, with more than 30 detailed hands-on labs throughout. The course is 
chock-full of practical, real-world tips from some of the world’s best penetration testers to 
help you do your job safely, efficiently…and masterfully.

Learn the best ways to test your own systems before the bad guys attack.
You will learn how to perform detailed reconnaissance, studying a target’s infrastructure 
by mining blogs, search engines, social networking sites, and other Internet and intranet 
infrastructures. Our hands-on labs will equip you to scan target networks using best-of-breed 
tools. We won’t just cover run-of- the-mill options and configurations, we’ll also go over the 
lesser known but super-useful capabilities of the best pen test toolsets available today. 
After scanning, you’ll learn dozens of methods for exploiting target systems to gain access 
and measure real business risk. You’ll dive deep into post-exploitation, password attacks, 
and web apps, pivoting through the target environment to model the attacks of real-world 
bad guys to emphasise the importance of defence in depth.

You will bring comprehensive penetration testing and ethical hacking know-how 
back to your organisation.
SEC560 is designed to get you ready to conduct a full-scale, high-value penetration test – 
and on the last day of the course you’ll do just that. After building your skills in  
comprehensive and challenging labs over five days, the course culminates with a final full-
day, real-world penetration test scenario. You’ll conduct an end-to-end pen test, applying 
knowledge, tools, and principles from throughout the course as you discover and exploit 
vulnerabilities in a realistic sample target organisation, demonstrating the knowledge you’ve 
mastered in this course.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Network 
Penetration Testing 
and Ethical Hacking

Who should attend?
• Security personnel whose 

job involves assessing 
networks and systems 
to find and remediate 
vulnerabilities 

• Penetration testers
• Ethical hackers
• Defenders who want to 

better understand offensive 
methodologies, tools, and 
techniques

• Auditors who need to build 
deeper technical skills

• Red and blue team 
members

• Forensics specialists who 
want to better understand 
offensive tactics

You will be able to...
• Develop tailored scoping 

and rules of engagement 
for penetration testing 
projects to ensure the work 
is focused, well defined, and 
conducted in a safe manner

• Conduct detailed 
reconnaissance using 
document metadata, search 
engines, and other publicly 
available information 
sources to build a technical 
and organisational 
understanding of the target 
environment

• Utilise a scanning tool 
such as Nmap to conduct 
comprehensive network 
sweeps, port scans, OS 
fingerprinting, and version 
scanning to develop a map 
of target environments

• Choose and properly 
execute Nmap Scripting 
Engine scripts to extract 
detailed information from 
target systems 

• Configure and launch a 
vulnerability scanner such 
as Nessus so that it safely 
discovers vulnerabilities 
through both authenticated 
and unauthenticated scans, 
and customise the output 
from such tools to represent 
the business risk to the 
organisation

G I A C  C E R T :  G P E N
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G P E N

“It introduces the whole process of pen 
testing from start of engagement to end.”
Barry Tsang,  DELOITTE

SEC
560



S A N S  T R A I N I N G  C ATA LO G U ES A N S  T R A I N I N G  C ATA LO G U E 6 56 4

T
R

A
IN

IN
G

 E
V

E
N

T
S

LI
V

E
 O

N
LI

N
E

P
R

IV
A

T
E

 T
R

A
IN

IN
G

O
N

-D
E

M
A

N
D

T
R

A
IN

IN
G

 E
V

E
N

T
S

LI
V

E
 O

N
LI

N
E

P
R

IV
A

T
E

 T
R

A
IN

IN
G

O
N

-D
E

M
A

N
D

SEC
562

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Computers, networks, and programmable logic controllers operate most of the physical 
infrastructure of our modern world, ranging from electrical power grids, water systems, 
and traffic systems all the way down to HVAC systems and industrial automation. 
Increasingly, security professionals need the skills to assess and defend these important 
infrastructures. In this innovative and cutting-edge course based on the SANS CyberCity 
kinetic range, you will learn how to analyze and assess the security of control systems 
and related infrastructures, finding vulnerabilities that could result in significant kinetic 
impact.

In SEC562, you will learn:

• How to analyze cyber infrastructures that control and impact kinetic infrastructures.

• How to manipulate a variety of key industrial protocols, including Modbus, CIP, DNP3, 
Profinet, and other SCADA-related protocols.

• How to rapidly prototype computer attack tools against specific vulnerabilities

• How to discover security flaws in a variety of SCADA and Industrial Control Systems 
(ICSs) and thwart attacks against them.

• How to conduct penetration tests and assessments associated with kinetic 
infrastructures.

Author Statement

“The world faces a critical shortage of individuals with the skills needed to defend the 
computer systems and network infrastructures that control our physical world. We built 
this course to help fill that gap, teaching cyber warriors how to analyze, control, and 
defend countless control systems, protocols, and other kinetic infrastructures they will 
increasingly face in the future. The course is chock full of practical skills that security 
professionals can use in their own practice. The coolest part of the course is the fact that 
students can actually see the impact on the city of their hands-on lab work through real-
time streaming video to the classroom. For example, when you restore the power grid, you 
will actually see the lights in the city turn back on (and a newspaper article get published 
in real-time about the end of the blackout). Nearly every mission in the course provides 
visual impacts, which inspire and excite students and instructors alike.”

— Ed Skoudis, Josh Wright, and Tim Medin

CyberCity Hands-on 
Kinetic Cyber Range 
Exercise

Who should attend?
• Red & Blue team members
• Cyber warriors
• Incident handlers
• Penetration testers
• Ethical hackers
• Other security personnel 

who are first responders 
when systems come under 
attack

You will be able to...
• Scan for and discover the 

details associated computer, 
network, and ICS assets.

• Analyze and manipulate 
commonly used, very 
powerful, but often less-
well-understood protocols 
such as Profinet, DNP3, 
Modbus, and more.

• Work as part of a team 
analyzing attacker actions 
and preventing kinetic 
impacts against industrial 
control systems.

• Look for vulnerabilities 
in systems associated 
with electrical power 
distribution, water systems, 
traffic systems, and other 
infrastructures.

• Use a variety of hands-
on tools for analyzing 
and interacting with 
target systems, including 
Wireshark, tcpdump, Nmap, 
Metasploit, and much more.

• Control various Human 
Machine Interfaces and 
Operator Interface Terminals 
widely used by SCADA and 
other Industrial Control 
Systems (ICSs)

• Prevent attackers from 
wreaking havoc by 
manipulating computers 
that control physical 
infrastructures

“ The benefit from this course is the experience in 
tinkering with industry standard hardware control 
systems such as PLCs and software SCADA systems. 
No other class seems to target this up-and-coming 
subject area.”— Phillip A. Smith

3 6  C P E / C M U  C R E D I T S

All security professionals, including penetration testers, forensic analysts, network defenders, 
security administrators, and incident responders, have one experience in common: CHANGE. 
Tools, technologies, and threats change constantly, but Python is a simple, user-friendly 
language that can help you keep pace with change, allowing you to write custom tools and 
automate tasks to effectively manage and respond to your unique threats.

Whether you are new to coding or have been coding for years, SEC573: Automating 
Information Security with Python will have you creating programs that make your job 
easier and your work more efficient. This self-paced course starts from the very beginning, 
assuming you have no prior experience with or knowledge of programming. We cover all 
of the essentials of the language up front. If you already know the essentials, you will find 
that the pyWars lab environment allows advanced developers to quickly accelerate to more 
advanced material in the course.

Technology, threats, and tools are constantly evolving. If we don’t evolve with them, we’ll 
become ineffective and irrelevant, unable to provide the vital defences our organizations 
increasingly require. Maybe your chosen Operating System has a new feature that creates 
interesting forensic artifacts that would be invaluable for your investigation, if only you 
had a tool to access it. Often for new features and forensic artifacts, no such tool has yet 
been released. You could try moving your case forward without that evidence or hope that 
someone creates a tool before the case goes cold...or you can write a tool yourself.

Or perhaps an attacker bypassed your defences and owned your network months ago. If 
existing tools were able to find the attack, you wouldn’t be in this situation. You are bleeding 
sensitive data and the time-consuming manual process of finding and eradicating the 
attacker is costing you money and hurting your organization. The answer is simple if you have 
the skills: Write tools to automate various aspects of your defences.

Or, as a penetration tester, you need to evolve as quickly as the threats you are paid to 
emulate. What do you do when “off-the-shelf” tools and exploits fall short? If you’re good, 
you write your own tool or modify existing capabilities to make them perform as you need.

SEC573 is designed to give you the skills you need for tweaking, customizing, or outright 
developing your own tools. We put you on the path of creating your own tools, empowering 
you to better automate the daily routine of today’s information security professional and 
to achieve more value in less time. Again and again, organizations serious about security 
emphasise their need for skilled tool builders. There is a huge demand for people who can 
understand a problem and then rapidly develop prototype code to attack or defend against 
it. Learn Python in-depth with us to become fully weaponized.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Automating Information 
Security with Python

G I A C  C E R T :  G P Y C
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G P Y C

Who should attend?
• Security professionals 

who want to learn how to 
develop Python applications

• Penetration testers who 
want to move from being a 
consumer of security tools 
to being the creator of 
security tools

• Technologists who need 
custom tools to test their 
infrastructure and who 
want to create those tools 
themselves

You will be able to...
• Develop forensics tool 

to carve artifacts from 
forensics evidence for 
which no other tool exists 
or use third-party modules 
for well-known artifacts to 
hidden evidence relevant to 
your investigations

• Create defensive tools to 
automate the analysis of 
log file and network packets 
using hunt team techniques 
to track down attackers in 
your network. Implement 
custom whitelisting, 
blacklisting, signature 
detection, long tail and 
short tail analysis, and other 
data analysis techniques to 
find attacks overlooked by 
conventional methods

• Write penetration testing 
tools including several 
backdoors with features like 
process execution, upload 
and download payloads, 
port scanning and more. 
Build essential tools that 
evade antivirus software 
and allow you to establish 
that required foothold 
inside your target

• Understand Python coding 
fundamentals required 
to automate common 
information security tasks. 
Language essentials like 
variables, loops, if then 
else, logic, file operations, 
command line arguments, 
debugging are all covered 
assuming no prerequisite 
knowledge.

SEC
573
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H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Imagine an attack surface that is spread across your organization and in the hands of 
every user. It moves from place to place regularly, stores highly sensitive and critical data, 
and sports numerous different wireless technologies all ripe for attack. Such a surface 
already exists today: mobile devices. These devices are the biggest attack surface in most 
organizations, yet these same organizations often don’t have the skills needed to assess 
them.

SEC575 NOW COVERS ANDROID PIE and iOS 12

SEC575: Mobile Device Security and Ethical Hacking is designed to give you the skills you need 
to understand the security strengths and weaknesses in Apple iOS and Android devices. 
Mobile devices are no longer a convenience technology: they are an essential tool carried or 
worn by users worldwide, often displacing conventional computers for everyday enterprise 
data needs. You can see this trend in corporations, hospitals, banks, schools, and retail stores 
throughout the world. Users rely on mobile devices more today than ever before -- we know 
it, and the bad guys do too. The SEC575 course examines the full gamut of these devices.

LEARN HOW TO PEN TEST THE BIGGEST ATTACK SURFACE IN YOUR ENTIRE ORGANIZATION

With the skills you learn in SEC575, you will be able to evaluate the security weaknesses of 
built-in and third-party applications. You’ll learn how to bypass platform encryption and how 
to manipulate apps to circumvent client-side security techniques. You’ll leverage automated 
and manual mobile application analysis tools to identify deficiencies in mobile app network 
traffic, file system storage, and inter-app communication channels. You’ll safely work with 
mobile malware samples to understand the data exposure and access threats affecting 
Android and iOS, and you’ll bypass lock screen to exploit lost or stolen devices.

TAKE A DEEP DIVE INTO EVALUATING MOBILE APPS, OPERATING SYSTEMS, AND THEIR 
ASSOCIATED INFRASTRUCTURES

Understanding and identifying vulnerabilities and threats to mobile devices is a valuable 
skill, but it must be paired with the ability to communicate the associated risks. Throughout 
the course, you’ll review ways to effectively communicate threats to key stakeholders. You’ll 
leverage tools, including Mobile App Report Cards, to characterize threats for managers and 
decision-makers, while also identifying sample code and libraries that developers can use to 
address risks for in-house applications.

YOUR MOBILE DEVICES ARE GOING TO COME UNDER ATTACK -- HELP YOUR ORGANIZATION 
PREPARE FOR THE ONSLAUGHT!

Mobile Device Security   
and Ethical Hacking

Who should attend?
• Penetration testers
• Ethical hackers
• Auditors who need to build 

deeper technical skills
• Security personnel whose 

job involves assessing, 
deploying or securing 
mobile phones and tablets

• Network and system 
administrators supporting 
mobile phones and tablets

You will be able to...
• Use jailbreak tools for 

Apple iOS and Android 
systems

• Conduct an analysis 
of iOS and Android 
filesystem data to plunder 
compromised devices and 
extract sensitive mobile 
device use information

• Analyse Apple iOS and 
Android applications with 
reverse-engineering tools

• Change the functionality 
of Android and iOS apps 
to defeat anti-jailbreaking 
or circumvent in-app 
purchase requirements

• Conduct an automated 
security assessment of 
mobile applications

• Use wireless network 
analysis tools to identify 
and exploit wireless 
networks used by mobile 
devices

• Intercept and manipulate 
mobile device network 
activity

• Leverage mobile-device-
specific exploit frameworks 
to gain unauthorised 
access to target devices

• Manipulate the behavior 
of mobile applications to 
bypass security restrictions

G I A C  C E R T :  G M O B
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G M O B

SEC
575

SEC
588

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

You have been asked to perform a Red Team penetration test assessment. The assets are 
located mainly in the cloud. What if you have to assess Azure Active Directory, Amazon 
Web Services (AWS) workloads, serverless functions, or Kubernetes? In this course, you will 
learn the latest penetration testing techniques focused on the cloud and how to assess 
cloud environments.

Computing workloads have been moving to the cloud for years. Analysts predict that most 
if not all companies will have workloads in public and other cloud environments very 
soon. While organizations that start in a cloud-first environment may eventually move to a 
hybrid cloud and local data center solution, cloud usage will not decrease significantly. So 
when assessing organizations’ risks going forward, we need to be prepared to evaluate the 
security of cloud-delivered services.

The most commonly asked questions regarding cloud security are “Do I need training for 
cloud-specific penetration testing?” and “Can I accomplish my objectives with other pen test 
training and apply it to the cloud?” The answer to both questions is yes, but to understand 
why, we need to address the explicit importance of conducting cloud-focused penetration 
testing. In cloud-service-provider environments, penetration testers will not encounter a 
traditional data center design. Specifically, what we rely on to be true in a formal setting  
such as who owns the Operating System and the infrastructure, and how the applications 
are running will likely be very different. Applications, services, and data will be hosted on a 
shared hosting environment unique to each cloud provider.

SEC588: Cloud Penetration Testing draws from many skill sets that are required to properly 
assess a cloud environment. If you are a penetration tester, the course will provide a 
pathway to understanding how to take your skills into cloud environments. If you are a 
cloud-security-focused defender or architect, the course will show you how the attackers 
are abusing cloud infrastructure to gain a foothold in your environments.

The course dives into topics of classic cloud Virtual Machines, buckets, and other new 
issues that appear in cloud-like microservices, in-memory data stores, files in the cloud, 
serverless functions, Kubernetes meshes, and containers. The course also covers Azure 
and AWS penetration testing, which is particularly important given that AWS and Microsoft 
account for more than half of the market. The goal is not to demonstrate these technologies 
but rather to teach you how to assess and report on the actual risk that the organization 
could face if these services are left insecure.

Cloud Penetration Testing

Who should attend?
• Both attack-focused 

and defense-focused 
security practitioners 
will benefit greatly from 
SEC588 by gaining a 
deep understanding of 
vulnerabilities, insecure 
configurations, and the 
associated business risk 
to their organizations. This 
course benefits penetration 
testers, vulnerability 
analysts, risk assessment 
officers, DevOps engineers, 
site reliability engineers, 
and those working in many 
other areas. 

You will be able to...
• Conduct cloud-based 

penetration tests
• Assess cloud environments 

and bring value back to 
the business by locating 
vulnerabilities

• Understand first-hand 
how cloud environments 
are constructed and how 
to scale factors into the 
gathering of evidence

G I A C  C E R T :  G C P N
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C P N
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SEC
599

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

You just got hired to help our virtual organization “SYNCTECHLABS” build out a cybersecurity 
capability. On your first day, your manager tells you: “We looked at some recent cybersecurity 
trend reports and we feel like we’ve lost the plot. Advanced persistent threats, ransomware, 
denial of service…We’re not even sure where to start!”

Cyber threats are on the rise: ransomware tactics are affecting small, mid-size, and large 
enterprises alike, while state-sponsored adversaries are attempting to obtain access to your 
most precious crown jewels. SEC599: Defeating Advanced Adversaries – Purple Team Tactics 
& Kill Chain Defenses will arm you with the knowledge and expertise you need to overcome 
today’s threats. Recognizing that a prevent-only strategy is not sufficient, we will introduce 
security controls aimed at stopping, detecting, and responding to your adversaries.

Course authors Stephen Sims and Erik Van Buggenhout (both certified as GIAC Security Experts) 
are hands-on practitioners who have built a deep understanding of how cyber attacks work 
through penetration testing and incident response. While teaching penetration testing courses, 
they were often asked the question: “How do I prevent or detect this type of attack?” Well, this 
is it! SEC599 gives students real-world examples of how to prevent attacks. The course features 
more than 20 labs plus a full-day Defend-the-Flag exercise during which students attempt to 
defend our virtual organization from different waves of attacks against its environment.  

Our six-part journey will start off with an analysis of recent attacks through in-depth case 
studies. We will explain what types of attacks are occurring and introduce formal descriptions 
of adversary behavior such as the Cyber Kill Chain and the MITRE ATT&CK framework. In 
order to understand how attacks work, you will also compromise our virtual organization 
“SYNCTECHLABS” in section one exercises. 

Defeating Advanced 
Adversaries – Purple 
Team Tactics & Kill Chain 
Defenses

Who should attend?
• Security architects and 

security engineers who want 
to better understand how 
the defenses they put in 
place make an impact on 
adversary operations

• Red teamers and 
penetration testers who 
want to better understand 
how blue team techniques 
could stop their attacks

• Technical security managers 
who want to understand 
what security controls 
should be prioritized

• Security Operations Center 
analysts and engineers who 
want to better understand 
how they can detect 
adversary techniques

• Individuals looking to better 
understand how persistent 
cyber adversaries operate 
and how the IT environment 
can be improved to better 
prevent, detect, and respond 
to incidents. 

You will be able to...
• Understand how recent 

high-profile attacks were 
delivered and how they 
could have been stopped

• Implement security controls 
throughout the different 
phases of the Cyber Kill 
Chain and the MITRE ATT&CK 
framework to prevent, 
detect, and respond to 
attacks

This course is designed for professionals seeking a comprehensive technical ability to 
understand, analyse, and defend the various wireless technologies that have become 
ubiquitous in our environments and, increasingly, key entrance points for attackers.

The authors of SEC617, as penetration testers themselves, know that many organizations 
overlook wireless security as an attack surface, and therefore fail to establish required 
defences and monitoring, even though wireless technologies are now commonplace in 
executive suites, financial departments, government offices, manufacturing production lines, 
retail networks, medical devices, and air traffic control systems. Given the known risks of 
insecure wireless technologies and the attacks used against them, SEC617 was designed to 
help people build the vital skills needed to identify, evaluate, assess, and defend against 
these threats. These skills are ‘must-have’ for any high-performing security organization.

NOW COVERING WI-FI, ZIGBEE, Z-WAVE, DECT, RFID, AND SOFTWARE -DEFINED RADIO

For many analysts, “wireless” was once synonymous with “Wi-Fi,” the ever-present networking 
technology, and many organizations deployed complex security systems to protect these 
networks. Today, wireless takes on a much broader meaning -- not only encompassing the 
security of Wi-Fi systems, but also the security of Bluetooth, Zigbee, Z-Wave, DECT, RFID, NFC, 
contactless smart cards, and even proprietary wireless systems. To effectively evaluate the 
security of wireless systems, your skillset needs to expand to include many different types of 
wireless technologies.

EXPLORE WI-FI ATTACKS AGAINST WINDOWS, MacOS, iOS, AND ANDROID

SEC617 will give you the skills you need to understand the security strengths and weaknesses 
of wireless systems. You will learn how to evaluate the ever-present cacophony of Wi-Fi 
networks and identify the Wi-Fi access points (APs) and client devices that threaten your 
organization. You will learn how to assess, attack, and exploit deficiencies in modern Wi-Fi 
deployments using WPA2 technology, including sophisticated WPA2 Enterprise networks. You 
will gain a strong, practical understanding of the many weaknesses in Wi-Fi protocols and 
how to apply that understanding to modern wireless systems. Along with identifying and 
attacking Wi-Fi access points, you will learn to identify and exploit the behavioral differences 
in how client devices scan for, identify, and select APs, with deep insight into the behavior of 
the Windows 10, macOS, Apple iOS, and Android Wi-Fi stacks.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Wireless Penetration 
Testing and Ethical 
Hacking

Who should attend?
• Ethical hackers and 

penetration testers
• Network security staff
• Network and system 

administrators
• Incident response teams
• Information security policy 

decision-makers
• Technical auditors
• Information security 

consultants
• Wireless system engineers
• Embedded wireless system 

developers

You will be able to...
• Identify and locate 

malicious rogue access 
points using free and low-
cost tools

• Conduct a penetration test 
against low-power wireless 
devices to identify control 
system and related wireless 
vulnerabilities

• Identify vulnerabilities 
and bypass authentication 
mechanisms in Bluetooth 
networks

• Utilise wireless capture 
tools to extract audio 
conversations and network 
traffic from DECT wireless 
phones

• Implement a WPA2 
Enterprise penetration 
test to exploit vulnerable 
wireless client systems for 
credential harvesting

• Utilise Scapy to force 
custom packets to 
manipulate wireless 
networks in new ways, 
quickly building custom 
attack tools to meet 
specific penetration test 
requirements

• Identify Wi-Fi attacks using 
network packet captures 
traces and freely available 
analysis tools

• Identify and exploit 
shortcomings in the 
security of proximity key 
card systems

• Decode proprietary radio 
signals using Software-
Defined Radio

“SEC617 is great for someone 
looking for a top-to-bottom 
rundown in wireless attacks.” 
Garret Picchioni, SALESFORCE

G I A C  C E R T :  G A W N
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G A W N

SEC
617

G I A C  C E R T :  G D A T
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G D A T

“SEC599 gave me interesting 
insight into Exploit Guard 
that will certainly drive great 
conversation at work. Best labs 
of any class I’ve taken.” 
Jeremiah Hainly, The Hershey Company
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SEC
642

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Can Your Web Apps Withstand the Onslaught of Modern Advanced Attack Techniques?
Modern web applications are growing more sophisticated and complex as they utilise exciting 
new technologies and support ever more critical operations. Long gone are the days of basic 
HTML requests and responses. Even in the age of Web 2.0 and AJAX, the complexity of HTTP 
and modern web applications is progressing at breathtaking speed. With the demands of 
highly available web clusters and cloud deployments, web applications are looking to deliver 
more functionality in smaller packets, with a decreased strain on backend infrastructure. 
Welcome to an era that includes tricked-out cryptography, WebSockets, HTTP/2, and a whole 
lot more. Are your web application assessment and penetration testing skills ready to 
evaluate these impressive new technologies and make them more secure?

Are You Ready to Put Your Web Apps to the Test with Cutting-Edge Skills?
This pen testing course is designed to teach you the advanced skills and techniques required 
to test modern web applications and next-generation technologies. The course uses a 
combination of lecture, real-world experiences, and hands-on exercises to teach you the 
techniques to test the security of tried-and-true internal enterprise web technologies, as well 
as cutting-edge Internet-facing applications. The final course day culminates in a Capture-
the-Flag competition, where you will apply the knowledge you acquired during the previous 
five days in a fun environment based on real-world technologies.

Hands-on Learning of Advanced Web App Exploitation Skills
We begin by exploring advanced techniques and attacks to which all modern-day complex 
applications may be vulnerable. We’ll learn about new web frameworks and web backends, 
then explore encryption as it relates to web applications, digging deep into practical 
cryptography used by the web, including techniques to identify the type of encryption in use 
within the application and methods for exploiting or abusing it. We’ll look at alternative front 
ends to web applications and web services such as mobile applications, and examine new 
protocols such as HTTP/2 and WebSockets. The final portion of the class will focus on how to 
identify and bypass web application firewalls, filtering, and other protection techniques.

Advanced Web App 
Penetration Testing,  
Ethical Hacking, and 
Exploitation Techniques

Who should attend?
• Web penetration testers
• Red team members
• Vulnerability assessment 

personnel
• Network penetration testers
• Security consultants
• Developers
• QA testers
• System administrators
• IT managers
• System architects

You will be able to...
• Perform advanced Local 

File Include (LFI)/ Remote 
File Include (RFI), Blind 
SQL injection (SQLi), and 
Cross-Site Scripting (XSS) 
combined with Cross-Site 
Request Forger (XSRF) 
discovery and exploitation

• Exploit advanced 
vulnerabilities common to 
most backend language 
like Mass Assignments, 
Type Juggling, and Object 
Serialisation

• Perform JavaScript-based 
injection against ExpressJS, 
Node.js, and NoSQL

• Understand the special 
testing methods for content 
management systems 
such as SharePoint and 
WordPress

• Identify and exploit 
encryption implementations 
within web applications and 
frameworks

• Discover XML Entity and 
XPath vulnerabilities in 
SOAP or REST web services 
and other datastores

• Use tools and techniques 
to work with and exploit 
HTTP/2 and Web Sockets

• Identify and bypass Web 
Application Firewalls 
and application filtering 
techniques to exploit the 
system“Very good techniques and 

methods covered which will be 
useful to any new app tester.” 
Vivek Veerappan, GEMALTO

“Hands-on and
to the point!” 
Frans Kollé, MADISON GUIRKHA B.V.

3 6  C P E / C M U  C R E D I T S

This course is designed as a logical progression point for those who have completed SEC560: 
Network Penetration Testing and Ethical Hacking, or for those with existing penetration 
testing experience. Students with the prerequisite knowledge to take this course will walk 
through dozens of real-world attacks used by the most seasoned penetration testers. 
The methodology of a given attack is discussed, followed by exercises in a real-world lab 
environment to solidify advanced concepts and allow for the immediate application of 
techniques in the workplace. Each day includes a two-hour evening bootcamp to allow 
for additional mastery of the techniques discussed and even more hands-on exercises. 
A sample of topics covered includes weaponising Python for penetration testers, attacks 
against network access control (NAC) and VLAN manipulation, network device exploitation, 
breaking out of Linux and Windows restricted environments, IPv6, Linux privilege escalation 
and exploit-writing, testing cryptographic implementations, fuzzing, defeating modern OS 
controls such as ASLR and DEP, return-oriented programming (ROP), Windows exploit-writing, 
and much more!

Attackers are becoming more clever and their attacks more complex. In order to keep up 
with the latest attack methods, you need a strong desire to learn, the support of others, and 
the opportunity to practice and build experience. SEC660 provides attendees with in-depth 
knowledge of the most prominent and powerful attack vectors and an environment to 
perform these attacks in numerous hands- on scenarios. This course goes far beyond simple 
scanning for low-hanging fruit, and shows penetration testers how to model the abilities of 
an advanced attacker to find significant flaws in a target environment and demonstrate the 
business risk associated with these flaws.

SEC660 starts off by introducing the advanced penetration concept, and provides an overview 
to help prepare students for what lies ahead. The focus of day one is on network attacks, an 
area often left untouched by testers. Topics include accessing, manipulating, and exploiting 
the network. Attacks are performed against NAC, VLANs, OSPF, 802.1X, CDP, IPv6, VOIP, SSL, ARP, 
SNMP, and others. Day two starts off with a technical module on performing penetration 
testing against various cryptographic implementations. The rest of the day is spent on 
network booting attacks, escaping Linux restricted environments such as chroot, and 
escaping Windows restricted desktop environments. Day three jumps into an introduction 
of Python for penetration testing, Scapy for packet crafting, product security testing, network 
and application fuzzing, and code coverage techniques. Days four and five are spent 
exploiting programs on the Linux and Windows operating systems. You will learn to identify 
privileged programs, redirect the execution of code, reverse-engineer programs to locate 
vulnerable code, obtain code execution for administrative shell access, and defeat modern 
operating system controls such as ASLR, canaries, and DEP using ROP and other techniques. 
Local and remote exploits, as well as client- side exploitation techniques, are covered. The 
final course day is dedicated to numerous penetration testing challenges requiring you to 
solve complex problems and capture flags.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Advanced Penetration 
Testing, Exploit Writing, 
and Ethical Hacking

Who should attend?
• Network and systems 

penetration testers
• Incident handlers
• Application developers
• IDS engineers

You will be able to...
• Perform fuzz testing to 

enhance your company’s 
SDL process

• Exploit network devices and 
assess network application 
protocols

• Escape from restricted 
environments on Linux and 
Windows

• Test cryptographic 
implementations 

• Model the techniques 
used by attackers to 
perform 0-day vulnerability 
discovery and exploit 
development

• Develop more accurate 
quantitative and qualitative 
risk assessments through 
validation

• Demonstrate the needs 
and effects of leveraging 
modern exploit mitigation 
controls

• Reverse-engineer 
vulnerable code to write 
custom exploits

G I A C  C E R T :  G X P N
4 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G X P N

SEC
660
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SEC
699

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

SEC699 is SANS’ advanced purple team offering, with a key focus on adversary emulation 
for data breach prevention and detection. Throughout this course, students will learn how 
real-life threat actors can be emulated in a realistic, enterprise, environment. In true purple 
fashion, the goal of the course is to educate students on how adversarial techniques can be 
emulated and detected.

A natural follow-up to SEC599, this is an advanced SANS course offering, with 60 percent of 
class time spent on labs. Highlights of class activities include:

• An in-depth course section on how to develop Ansible playbooks that deploy a full multi-
domain enterprise environment for adversary emulation at the press of a button

• Development of custom MITRE Caldera modules for automated adversary emulation. If 
you truly want to build an emulation pipeline, automation is key!

• Building adversary emulation plans that mimic real-life threat actors such as APT-28, 
APT-34, and Turla

• Building a proper process, tooling, and planning for purple teaming
• Cross-forest attacks where students attempt to escalate privileges from their own 

isolated forest to the common course forest
• Bypass methods for some common defense techniques (e.g., application whitelisting, 

Attack Surface Reduction)
• SIGMA rule-building to detect advanced adversary techniques
• A spectacular capstone that pits red and blue against one another. While red attempts 

to infiltrate the organization, blue builds a detection capability to detect adversary 
techniques

• Course authors Erik Van Buggenhout (the lead author SEC599) and James Shewmaker 
(the co-author SEC660) are both certified GIAC Security Experts (GSEs) and are hands-
on practitioners who have built a deep understanding of how cyber attacks work 
through both red team (penetration testing) and blue team (incident response, security 
monitoring, threat hunting) activities. In this course, they combine these skill sets to 
educate students on adversary emulation methods for data breach prevention and 
detection. 

Purple Team Tactics – 
Adversary Emulation 
for Breach Prevention & 
Detection

Who should attend?
• Penetration testers
• Ethical hackers
• Defenders who want to 

better understand offensive 
methodologies, tools, and 
techniques

• Red team members
• Blue team members
• Purple Team members
• Forensics specialists who 

want to better understand 
offensive tactics

You will be able to...
• Build a purple team in your 

organization
• Build realistic adversary 

emulation plans to better 
protect your organization

• Develop custom tools and 
plugins for existing tools 
to fine-tune your red and 
purple teaming activities

• Deliver advanced attacks, 
including application 
whitelisting bypasses, cross-
forest attacks (abusing 
delegation), and stealth 
persistence strategies

• Building SIGMA rules to 
detect advanced adversary 
techniques

3 6  C P E / C M U  C R E D I T S

SEC
760

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Vulnerabilities in modern operating systems such as Microsoft Windows 7/8, Server 2012, and 
the latest Linux distributions are often very complex and subtle. Yet these vulnerabilities 
could expose organisations to significant attacks, undermining their defences when attacked 
by very skilled adversaries. Few security professionals have the skillset to discover, let alone 
even understand at a fundamental level, why the vulnerability exists and how to write an 
exploit to compromise it. Conversely, attackers must maintain this skillset regardless of the 
increased complexity. SEC760: Advanced Exploit Development for Penetration Testers teaches 
the skills required to reverse-engineer 32- and 64- bit applications, perform remote user 
application and kernel debugging, analyse patches for one-day exploits, and write complex 
exploits, such as use-after-free attacks, against modern software and operating systems.

Some of the skills you will learn in SEC760 include:
• How to write modern exploits against the Windows 7/8/10 operating systems
• How to perform complex attacks such as use-after-free, Kernel exploit techniques,       

one-day exploitation through patch analysis, and other advanced topics
• The importance of utilising a Security Development Lifecycle (SDL) or Secure SDLC, along 

with Threat Modeling
• How to effectively utilise various debuggers and plug-ins to improve vulnerability 

research and speed
• How to deal with modern exploit mitigation controls aimed at thwarting success and 

defeating determination

Advanced Exploit 
Development for 
Penetration Testers

Who should attend?
• Senior network and system 

penetration testers
• Secure application 

developers (C & C++)
• Reverse-engineering 

professionals
• Senior incident handlers
• Senior threat analysts
• Vulnerability researchers
• Security researchers

You will be able to...
• Discover zero-day 

vulnerabilities in programs 
running on fully-patched 
modern operating systems

• Create exploits to take 
advantage of vulnerabilities 
through a detailed 
penetration testing process

• Use the advanced features 
of IDA Pro and write your 
own IDC and IDA Python 
scripts

• Perform remote debugging 
of Linux and Windows 
applications

• Understand and exploit 
Linux heap overflows 

• Write return-oriented 
shellcode

• Perform patch diffing 
against programs, libraries, 
and drivers to find patched 
vulnerabilities

• Perform Windows heap 
overflows and use-after- 
free attacks

• Use precision heap sprays 
to improve exploitability

• Perform Windows Kernel 
debugging up through 
Windows 8 64-bit

• Jump into Windows kernel 
exploitation

“SEC760 is a kind of training we could 
not get anywhere else”
Jenny Kitaichit, 
INTEL

4 6  C P E / C M U  C R E D I T S



Offensive Operations Short Courses

SEC564: Red Team Exercises & 
Adversary Emulation

“The content from SEC564 is great and I will be able
to implement it in my organization right away!”
Kirk Hayes
Rapid 7

Red Teaming is the process of using tactics, techniques, and procedures (TTPs) to emulate real-world threats in order to train and measure the 
effectiveness of the people, processes, and technology used to defend environments. Built on the fundamentals of penetration testing, Red 
Teaming uses a comprehensive approach to gain insight into an organization’s overall security in order to test its ability to detect, respond to, 
and recover from an attack. When properly conducted, Red Team activities significantly improve an organization’s security controls, hone its 
defensive capabilities, and measure the effectiveness of its security operations. The Red Team concept requires a different approach from a 
typical security test and relies heavily on well-defined TTPs, which are critical to successfully emulate a realistic threat or adversary. Red Team 
results exceed a typical list of penetration test vulnerabilities, provide a deeper understanding of how an organization would perform against 
an actual threat, and identify where security strengths and weaknesses exist. 

Whether you support a defensive or offensive role in security, understanding how Red Teams can be used to improve security is extremely 
valuable. Organizations spend a great deal of time and money on the security of their systems, and it is critical to have professionals who 
can effectively and efficiently operate those systems. SEC564 will provide you with the skills to manage and operate a Red Team, conduct Red 
Team engagements, and understand the role of a Red Team and its importance in security testing. This two day course will explore Red Team 
concepts in-depth, provide the fundamentals of threat emulation, and help you reinforce your organization’s security posture.

H A N D S - O N  •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

SEC552: Bug Bounties and Responsible 
Disclosure | BETA
Bug bounty programs are put in place so that the security community can help vendors discover application security flaws that are difficult to 
discover and exploit. The scope of such programs includes security bugs for web apps, mobile apps, APIs, and more. Large IT companies, such 
as Google, Facebook, Twitter, and PayPal, have participated in such programs. Security researchers who follow the responsible disclosure policy 
of bug bounty programs are rewarded and acknowledged, since such programs improve and secure applications.

SEC552 is inspired from case studies found in various bug bounty programs, drawing on recent real-life examples of web and mobile app 
attacks. The experiences of different researchers yield ideas for pen testers and developers about unconventional attack techniques and 
mindsets. 

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

T R A I N I N G  E V E N T S

O N - D E M A N D

L I V E  O N L I N E

T R A I N I N G  E V E N T S

L I V E  O N L I N E

SEC580: Metasploit Kung Fu for 
Enterprise Pen Testing

“SEC580 is a great course – right audience size, right
pace, good labs, and excellent instruction.”
Robert Lockwood
Fusion Cell Consulting

Many enterprises today face regulatory or compliance requirements that mandate regular penetration testing and vulnerability assessments. 
Commercial tools and services for performing such tests can be expensive. While really solid free tools such as Metasploit are available, many 
testers do not understand the comprehensive feature sets of such tools and how to apply them in a professional-grade testing methodology. 
Metasploit was designed to help testers with confirming vulnerabilities using an open-source and easy-to-use framework. This course will help 
students get the most out of this free tool. 

This class will show students how to apply the incredible capabilities of the Metasploit Framework in a comprehensive penetration testing 
and vulnerability assessment regimen, according to a thorough methodology for performing effective tests. Students who complete the course 
will have a firm understanding of how Metasploit can fit into their penetration testing and day-to-day assessment activities. The course will 
provide an in-depth understanding of the Metasploit Framework far beyond simply showing attendees how to exploit a remote system. The 
class will cover exploitation, post-exploitation reconnaissance, token manipulation, spear-phishing attacks, and the rich feature set of the 
Meterpreter, a customised shell environment specially created for exploiting and analyzing security flaws. The course will also cover many 
of the pitfalls that a tester may encounter when using the Metasploit Framework and how to avoid or work around them, making tests more 
efficient and safe.

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

O N - D E M A N D

Team-Based Training Course
TBT570: Team-Based Training – Blue Team 
& Red Team Dynamic Workshop | NEW

T R A I N I N G  E V E N T S

P R I V A T E  T R A I N I N G

O N - D E M A N D

This interactive exercise is designed for people who learn by actually doing. You will not be spoon-fed through lectures or follow-along labs in 
this session. Instead, you will participate in a dynamic highly interactive exercise defending an environment under attack in real time as you 
build your skills working alongside your team. The course is designed to help students build team skills, leadership abilities, communication 
techniques, and technical expertise, all while under fire in a series of increasingly complex scenarios.

The live, interactive battle will occur over five days, with a sixth and final day focused on the Blue Teams and the Red Team presenting their 
After Action Reviews describing lessons learned. These reports make up a deliverable that students can bring back to their organization 
improve its security stance.

S A N S  T R A I N I N G  C ATA LO G U ES A N S  T R A I N I N G  C ATA LO G U E 7 574
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GIAC develops and administers premier, professional 
cybersecurity certifications. Each certification aligns with 
SANS training and ensures mastery in critical, specialized 
InfoSec domains – providing the highest, most rigorous 
assurance of cybersecurity knowledge and skill available to 
industry, government, and military clients across the world.

Learn more at GIAC.ORG

Raising the bar even higher 
on GIAC Certi�cations 

CyberLive brings real-world, virtual 
machine testing directly to cybersecurity 
practitioners, helping them prove their 
skills, abilities, and understanding. 
All in real-time. 
Learn more at giac.org/cyberlive

“Increasingly, the hands-on portion 
is important to measure the abilities 
of cyber professionals.”

– Ben Boyle
 GXPN, GDAT, GWAPT

“My GIAC certi�cation doesn’t mean I’m the fount of all 
security wisdom, but it does assure management that 
security concerns brought to their attention need 
serious consideration.” 

 – Jenet Hensley, GCED, GWAPT, GSEC, GISP 

GIAC 
The Highest Standard in 
Cybersecurity Certi�cation

I N T R O D U C I N G

GIAC.ORG

FOR
308

More than half of jobs in the modern world use a computer. The vast majority of people aged 
18-30 are ‘digitally fluent’; accustomed to using smartphones, smart TVs, tablets and home 
assistants, in addition to laptops and computers, simply as part of everyday life. Yet, how 
many of these users actually understand what’s going on under the hood? Do you know what 
your computer or smartphone can tell someone about you? Do you know how easy it might 
be for someone to access and exploit that data? Are you fed up with not understanding 
what technical people are talking about when it comes to computers and files, data and 
metadata? Do you know what actually happens when a file is deleted? Do you want to know 
more about Digital Forensics and Incident Response? If you answered ‘yes’ to any of the 
above, this course is for you. This is an introductory course aimed at people from non-
technical backgrounds, to give an understanding, in layman’s terms, of how files are stored 
on a computer or smartphone. It explains what Digital Forensics and Incident Response 
are and the art of the possible when professionals in these fields are given possession of a 
device.

This course is intended to be a starting point in the SANS catalogue and provide a grounding 
in knowledge, from which other, more in-depth, courses will expand.

Digital forensics has evolved from methods and techniques that were used by detectives 
in the 1990’s to get digital evidence from computers, into a complex and comprehensive 
discipline. The sheer volume of digital devices and data that we could use in investigative 
ways meant that digital forensics was no longer just being used by police detectives. It was 
now being used as a full forensic science. It was being used in civil legal processes. It was 
being used in the military and intelligence services to gather intelligence and actionable 
data. It was being used to identify how people use and mis-use devices. It was being used to 
identify how information systems and networks were being compromised and how to better 
protect them. And that is just some of the current uses of digital forensics.

However digital forensics and incident response are still largely misunderstood outside 
of a very small and niche community, despite their uses in the much broader commercial, 
information security, legal, military, intelligence and law enforcement communities.

Many digital forensics and incident response courses focus on the techniques and methods 
used in these fields, which often do not address the core principles: what digital forensics 
and incident response are and how to actually make use of digital investigations and 
digital evidence. This course provides that. It serves to educate the users and potential 
users of digital forensics and incident response teams, so that they better understand 
what these teams do and how their services can be better leveraged. Such users include 
executives, managers, regulators, legal practitioners, military and intelligence operators and 
investigators. In addition, not only does this course serve as a foundation for prospective 
digital forensics practitioners and incident responders, but it also fills in the gaps in 
fundamental understanding for existing digital forensics practitioners who are looking to take 
their capabilities to a whole new level.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Digital Forensics 
Essentials  NEW

Who should attend?
• Federal agents and law 

enforcement Officers 
who want to learn the 
fundamentals of digital 
forensics, or who are 
starting out in digital 
forensics, or who are 
responsible for managing 
digital forensics units, or 
want to know how digital 
evidence can be used in 
investigations and other law 
enforcement operations.

• Digital forensic analysts who 
want to consolidate and 
expand their understanding 
of the fundamentals 
of digital forensics as a 
discipline.

• Information security 
professionals who 
want to understand the 
fundamentals of digital 
forensics and how to 
leverage this in their 
operational environments.

• Legal professionals who 
need to understand digital 
forensics, the role it can 
play in proving a matter 
in court, the various uses 
of digital evidence, and 
the relationship between 
digital forensics and digital 
evidence.

• Military and intelligence 
operators who need to 
understand the role of 
digital investigation and 
intelligence gathering, and 
how digital forensics can 
enhance their missions.

You will be able to...
• Effectively use digital 

forensics methodologies
• Ask the right questions in 

relation to digital evidence
• Understand how to 

conduct digital forensics 
engagements compliant 
with acceptable practice 
standards

• Develop and maintain a 
digital forensics capacity

• Understand incident 
response processes and 
procedures and when to call 
on the team

• Describe potential data 
recovery options in relation 
to deleted data

3 6  C P E / C M U  C R E D I T S

GIAC develops and administers premier, professional 
cybersecurity certifications. Each certification aligns with 
SANS training and ensures mastery in critical, specialized 
InfoSec domains – providing the highest, most rigorous 
assurance of cybersecurity knowledge and skill available to 
industry, government, and military clients across the world.

Learn more at GIAC.ORG

Raising the bar even higher 
on GIAC Certi�cations 

CyberLive brings real-world, virtual 
machine testing directly to cybersecurity 
practitioners, helping them prove their 
skills, abilities, and understanding. 
All in real-time. 
Learn more at giac.org/cyberlive

“Increasingly, the hands-on portion 
is important to measure the abilities 
of cyber professionals.”

– Ben Boyle
 GXPN, GDAT, GWAPT

“My GIAC certi�cation doesn’t mean I’m the fount of all 
security wisdom, but it does assure management that 
security concerns brought to their attention need 
serious consideration.” 

 – Jenet Hensley, GCED, GWAPT, GSEC, GISP 

GIAC 
The Highest Standard in 
Cybersecurity Certi�cation

I N T R O D U C I N G

GIAC.ORG
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FOR
498

THE CLOCK IS TICKING. YOU NEED TO PRIORITISE THE MOST VALUABLE EVIDENCE FOR
PROCESSING. LET US SHOW YOU HOW!
FOR498: Battlefield Forensics & Acquisition will help you to: 

1. Acquire data effectively from: 
- PCs, Microsoft Surface, and Tablet PCs 
- Apple Devices, and Mac, and Macbooks 
- RAM and memory 
- Smartphones and portable mobile devices 
- Cloud storage and services 
- Network storage repositories

2. Produce actionable intelligence in 90 minutes or less

The first step in any investigation is the gathering of evidence. Digital forensic investigations 
are no different. The evidence used in this type of investigation is data, and this data can 
live in many varied formats and locations. You must be able to first identify the data that you 
might need, determine where that data reside, and, finally, formulate a plan and procedures 
for collecting the data. With digital forensic acquisitions, you will typically have only one 
chance to collect data properly. If you manage the acquisition incorrectly, you run the risk 
of not only damaging the investigation, but more importantly, destroying the very data that 
could have been used as evidence. 

With the wide range of storage media in the marketplace today, any kind of emphasised 
methodology for all media is simply untenable. Many mistakes are being made in digital 
evidence collection, and this can cause the guilty to go free and, more importantly, the 
innocent to be incarcerated. The disposition of many millions of dollars can rest within the 
bits and bytes that you are tasked with properly collecting and interpreting. 

An examiner can no longer rely on “dead box” imaging of a single hard drive. In today’s
cyber sphere, many people utilise a desktop, laptop, tablet, and cellular phone within the course 
of a normal day. Compounding this issue is the expanding use of cloud storage and providers, 
and the proper collection of data from all these domains can become quite overwhelming. 

This in-depth digital acquisition and data handling course will provide first responders and 
investigators alike with the advanced skills necessary to properly respond to, identify, collect, 
and preserve data from a wide range of storage devices and repositories, ensuring that the 
integrity of the evidence is beyond reproach. Constantly updated, FOR498 addresses today’s 
need for widespread knowledge and understanding of the challenges and techniques that 
investigators require when addressing real-world cases. 

Numerous hands-on labs throughout the course will give first responders, investigators, 
and digital forensics teams practical experience needed when performing digital acquisition 
from hard drives, memory sticks, cellular phones, network storage areas, and everything in 
between. During a digital forensics response and investigation, an organization needs the 
most skilled responders possible, lest the investigation end before it has begun. 
FOR498: Battlefield Forensics & Acquisition will train you and your team to identify, collect, 
preserve and respond to data no matter where that data hide or resides.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Battlefield Forensics & 
Data Acquisition  NEW

Who should attend?
• Federal agents and law 

enforcement personnel
• First responders
• Digital forensic analysts
• Information security 

professionals
• Incident response team 

members
• Media exploitation analysts
• Department of Defence and 

intelligence community 
professionals

• Anyone interested in an 
understanding of the proper 
preservation of systems

You will be able to...
• Learn and master the tools, 

techniques, and procedures 
necessary to effectively 
locate, identify, and collect 
data no matter where they 
are stored

• Handle and process a 
scene properly to maintain 
evidentiary integrity

• Perform data acquisition 
from at-rest storage, 
including both spinning 
media and solid-state 
storage

• Identify the numerous 
places that data for an 
investigation might exist

• Perform Battlefield 
Forensics by going from 
evidence seizure to 
actionable intelligence in 90 
minutes or less

• Assist in preparing the 
documentation necessary 
to communicate with online 
entities such as Google, 
Facebook, Microsoft, etc.

• Understand the concepts 
and usage of large-volume 
storage technologies, 
including JBOD, RAID 
storage, NAS devices, and 
other large-scale, network 
addressable storage

• Identify and collect user 
data within large corporate 
environments where they 
are accessed using SMB

• Gather volatile data such as 
a computer system’s RAM

• Recover and properly 
preserve digital evidence on 
cellular and other portable 
devices

G I A C  C E R T :  G B F A
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G B F A

FOR
500

All organisations must prepare for cyber crime occurring on their computer systems and 
within their networks. Demand has never been greater for analysts who can investigate 
crimes like fraud, insider threats, industrial espionage, employee misuse, and computer 
intrusions. Government agencies increasingly require trained media exploitation specialists 
to recover key intelligence from Windows systems. To help solve these cases, SANS is training 
a new cadre of the world’s best digital forensic professionals, incident responders, and media 
exploitation masters capable of piecing together what happened on computer systems 
second by second.

FOR500: Windows Forensic Analysis focuses on building in-depth digital forensics knowledge 
of the Microsoft Windows operating systems. You can’t protect what you don’t understand, 
and understanding forensic capabilities and artifacts is a core component of information 
security. You’ll learn to recover, analyse, and authenticate forensic data on Windows systems. 
You’ll understand how to track detailed user activity on your network and how to organise 
findings for use in incident response, internal investigations, and civil/criminal litigation. 
You’ll be able to use your new skills to validate security tools, enhance vulnerability 
assessments, identify insider threats, track hackers, and improve security policies. Whether 
you know it or not, Windows is silently recording an unimaginable amount of data about 
you and your users. FOR500 teaches you how to mine this mountain of data.

Proper analysis requires real data for students to examine. The completely updated FOR500 
course trains digital forensic analysts through a series of new hands-on laboratory exercises 
that incorporate evidence found on the latest Microsoft technologies (Windows 7/8/10, Office 
and Office365, cloud storage, Sharepoint, Exchange, Outlook). Students leave the course 
armed with the latest tools and techniques and prepared to investigate even the most 
complicated systems they might encounter. Nothing is left out – attendees learn to analyse 
everything from legacy Windows XP systems to just- discovered Windows 10 artifacts.
FOR500 is continually updated. 

This course utilises a brand-new intellectual property theft and corporate espionage case 
that took over six months to create. You work in the real world and your training should 
include real practice data. Our development team used incidents from their own experiences 
and investigations and created an incredibly rich and detailed scenario designed to immerse 
students in a true investigation. The case demonstrates the latest artifacts and technologies 
an investigator might encounter while analyzing Windows systems. The incredibly detailed 
step-by- step workbook details the tools and techniques that each investigator should follow 
to solve a forensic case.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Windows 
Forensic Analysis

Who should attend?
• Information security 

professionals
• Incident response team 

members
• Law enforcement officers, 

federal agents, and 
detectives

• Media exploitation analysts
• Anyone interested in a deep 

understanding of Windows 
forensics

You will be able to...
• Perform proper Windows 

forensic analysis by applying 
key techniques focusing on 
Windows 7/8/10

• Use full-scale forensic tools 
and analysis methods to 
detail nearly every action a 
suspect accomplished on a 
Windows system, including 
who placed an artifact 
on the system and how, 
program execution, file/
folder opening, geo-location, 
browser history, profile USB 
device usage, and more

• Uncover the exact time that 
a specific user last executed 
a program through Registry 
and Windows artifact 
analysis, and understand 
how this information can 
be used to prove intent in 
cases such as intellectual 
property theft, hacker-
breached systems, and 
traditional crimes

• Determine the number 
of times files have been 
opened by a suspect 
through browser forensics, 
shortcut file analysis 
(LNK), e-mail analysis, and 
Windows Registry parsing

• Identify keywords searched 
by a specific user on a 
Windows system in order 
to pinpoint the files and 
information the suspect 
was interested in finding 
and accomplish detailed 
damage assessments

• Use Windows shellbags 
analysis tools to articulate 
every folder and directory 
that a user opened up while 
browsing local, removable, 
and network drives

G I A C  C E R T :  G C F E
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C F E

“Course is very up to date and challenges existing ideas to help 
become a better investigator. Course is well prepared.”
Frank Visser,  PWC
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FOR
508

FOR508: Advanced Digital Forensics, Incident Response, and Threat Hunting will help you to:
• Detect how and when a breach occurred
• Identify compromised and affected systems 
• Determine what attackers took or changed 
• Contain and remediate incidents
• Develop key sources of threat intelligence
• Hunt down additional breaches using knowledge of the adversary

DAY 0: A government agency contacts you to say an advanced threat group is targeting 
organisations like yours, and that your organisation is likely a target. They won’t tell how 
they know, but they suspect that there are already several breached systems within your 
enterprise. An advanced persistent threat, aka an APT, is likely involved. This is the most 
sophisticated threat that you are likely to face in your efforts to defend your systems and 
data, and these adversaries may have been actively rummaging through your network 
undetected for months or even years.

This is a hypothetical situation, but the chances are very high that hidden threats already 
exist inside your organisation’s networks. Organisations can’t afford to believe that their 
security measures are perfect and impenetrable, no matter how thorough their security 
precautions might be. Prevention systems alone are insufficient to counter focused human 
adversaries who know how to get around most security and monitoring tools.

This in-depth incident response and threat hunting course provides responders and 
threat hunting teams with advanced skills to hunt down, identify, counter, and recover 
from a wide range of threats within enterprise networks, including APT nation-state 
adversaries, Organised crime syndicates, and hactivism. Constantly updated, FOR508: 
Advanced Digital Forensics, Incident Response, and Threat Hunting addresses today’s 
incidents by providing hands-on incident response and threat hunting tactics and 
techniques that elite responders and hunters are successfully using to detect, counter, 
and respond to real- world breach cases.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Advanced Digital  
Forensics, Incident 
Response, and Threat 
Hunting

Who should attend?
• Incident response team 

members
• Threat hunters
• Experienced digital forensic 

analysts
• Information security 

professionals
• Federal agents and law 

enforcement
• Red team members, 

penetration testers, and 
exploit developers

• SANS FOR408 and SEC504 
graduates

You will be able to...
• Learn and master the tools, 

techniques, and procedures 
necessary to effectively 
hunt, detect, and contain a 
variety of adversaries and to 
remediate incidents

• Detect and hunt unknown 
live, dormant, and custom 
malware in memory 
across multiple Windows 
systems in an enterprise 
environment

• Hunt through and perform 
incident response across 
hundreds of unique systems 
simultaneously using 
F-Response Enterprise and 
the SIFT Workstation

• Identify and track malware 
beaconing outbound to 
its command and control 
(C2) channel via memory 
forensics, registry analysis, 
and network connection 
residue

• Determine how the breach 
occurred by identifying 
the beachhead and spear 
phishing attack mechanisms

• Target advanced adversary 
anti-forensics techniques 
like hidden and time-
stomped malware, along 
with utility-ware used to 
move in the network and 
maintain an attacker’s 
presence

• Use memory analysis, 
incident response, and 
threat hunting tools in 
the SIFT Workstation to 
detect hidden processes, 
malware, attacker command 
lines, rootkits, network 
connections, and more

“We’re setting up a new forensic capability 
and this course has given me everything I 
need to do just that.” 
Simon Fowler,  VIRGIN MEDIA

G I A C  C E R T :  G C F A
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C F A

FOR
509

H A N D S - O N   •   F O U R  D AY S   •   L A P T O P  R E Q U I R E D

Find the Storm in the Cloud 

FOR509: Enterprise Cloud Forensics and Incident Response will help you:
• Understand forensic data only available in the cloud
• Implement best practices in cloud logging for DFIR
• Properly handle rapid triage in cloud environments
• Learn how to leverage Azure, AWS and Google Workspace resources to gather 

evidence
• Understand what Microsoft 365 has available for analysts to review
• Learn how to move your forensic process to the cloud for fast processing where the 

data lives
 
With Enterprise Cloud Forensics examiners will learn how each of the major cloud 
service providers (Microsoft Azure, Amazon AWS and Google Workspace) are extending 
analysts capabilities with new evidence sources not available in traditional on-premise 
investigations. From cloud equivalents of network traffic monitoring to direct hypervisor 
interaction for evidence preservation, forensics is not dead. It is reborn with new 
technologies and capabilities.

The new world does not end there. More organizations are moving critical resources into 
the cloud with Microsoft 365. Examiners no longer have direct access to the email servers 
and datastores for recovering actions; which means they need to learn the new methods 
available to them to recreate the same data. But why stop at recreation? These new 
platforms allow us to extend our reach to data we could not easily access before, which 
when properly configured, can allow for detection and remediation faster than ever before.

The assumption that a change in where or how data is stored always seems to lead to the 
false assumption that forensics is dead. With the cloud, forensics is given new capabilities 
and depth that do not exist in the on-premise world. Learn to preserve, configure and 
examine new sources of evidence that only exist in the Cloud. Learn how to bring your 
examination into the cloud and how to triage within the same environment. Constantly 
updated, the Enterprise Cloud Forensics course (FOR509) addresses today’s need to bring 
examiners up to speed with the rapidly changing world of enterprise cloud environments, 
where their most valuable data is being uploaded to.

Numerous hands-on labs throughout the course will allow examiners to access evidence 
generated based on the most common incidents and investigations. Examiners will learn 
where to pull data from and how to analyze it to find evil.

Before, during, and after an investigation cloud resources are constantly changing, FOR509: 
Enterprise Cloud Forensics will train you and your team to turn on the logs you need for the 
future, work with the data you have today, and prepare to automate for tomorrow.

Enterprise Cloud Forensics 
and Incident Response

Who should attend?
• Chief Information Security 

Officers
• Chief Risk Officers/Risk 

Management Leaders
• Security Awareness/

Engagement Managers
• Senior Security Managers 

Who Lead Large-scale 
Security Initiatives

• Information Security 
Managers, Officers, and 
Directors

• Information Security 
Architects and Consultants

• Aspiring Information 
Security Leaders

• Business Continuity/
Disaster Recover Leaders

• Privacy/Ethics Officers 

You will be able to...
• Learn and master the tools, 

techniques, and procedures 
necessary to effectively 
locate, identify, and collect 
data no matter where it is 
located

• Identify and utilize new data 
only available from cloud 
environments

• Quickly parse and filter large 
data sets, using scalable 
technologies such as the 
Elastic Stack

• Learn how to profile 
attackers in different cloud 
environments

• Understand what data is 
available in different cloud 
environments



S A N S  T R A I N I N G  C ATA LO G U ES A N S  T R A I N I N G  C ATA LO G U E 8 38 2

T
R

A
IN

IN
G

 E
V

E
N

T
S

LI
V

E
 O

N
LI

N
E

P
R

IV
A

T
E

 T
R

A
IN

IN
G

O
N

-D
E

M
A

N
D

T
R

A
IN

IN
G

 E
V

E
N

T
S

LI
V

E
 O

N
LI

N
E

P
R

IV
A

T
E

 T
R

A
IN

IN
G

O
N

-D
E

M
A

N
D

FOR
518

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Digital forensic investigators have traditionally dealt with Windows machines, but what if they 
find themselves in front of a new Apple Mac or iDevice? The increasing popularity of Apple 
devices can be seen everywhere, from coffee shops to corporate boardrooms, yet 
most investigators are familiar with Windows-only machines.

Times and trends change and forensic investigators and analysts need to change with them. 
The new FOR518: Mac Forensic Analysis course provides the tools and techniques necessary 
to take on any Mac case without hesitation.

The intense hands-on forensic analysis skills taught in the course will enable Windows-based 
investigators to broaden their analysis capabilities and have the confidence and knowledge 
to comfortably analyse any Mac or iOS system.

FOR518: Mac Forensic Analysis will teach you:
• Mac Fundamentals: How to analyse and parse the Hierarchical File System (HFS+) by 

hand and recognise the specific domains of the logical file system and Mac-specific file 
types.

• User Activity: How to understand and profile users through their data files and preference 
configurations.

• Advanced Analysis and Correlation: How to determine how a system has been used or 
compromised by using the system and user data files in correlation with system log files.

• Mac Technologies: How to understand and analyse many Mac-specific technologies, 
including Time Machine, Spotlight, iCloud, Versions, FileVault, AirDrop, and FaceTime.

FOR518: Mac Forensic Analysis aims to form a well-rounded investigator by introducing Mac 
forensics into a Windows-based forensics world. This course focuses on topics such as the 
HFS+ file system, Mac-specific data files, tracking user activity, system configuration, analysis 
and correlation of Mac logs, Mac applications, and Mac exclusive technologies. A computer 
forensic analyst who successfully completes the course will have the skills needed to take on 
a Mac forensics case.

Mac and iOS Forensic 
Analysis and Incident 
Response

Who should attend?
• Experienced digital forensic 

analysts who want to 
solidify and expand their 
understanding of file system 
forensics and advanced Mac 
analysis

• Law enforcement officers, 
federal agents, or detectives 
who want to master 
advanced computer 
forensics and expand their 
investigative skill set

• Media exploitation analysts 
who need to know where 
to find the critical data they 
need from a Mac system

• Incident response team 
members who are 
responding to complex 
security incidents/
intrusions from 
sophisticated adversaries 
and need to know what 
to do when examining a 
compromised system

• Information security 
professionals who want to 
become knowledgeable with 
Mac OS X and iOS system 
internals

• SANS FOR500 (formerly 
FOR408), FOR508, FOR585, 
and FOR610 alumni looking 
to round out their forensic 
skills

You will be able to...
• Parse the HFS+ file system 

by hand, using only a cheat 
sheet and a hex editor

• Determine the importance 
of each file system domain

• Conduct temporal analysis 
of a system by correlating 
data files and log analysis

• Profile individuals’ usage 
of the system, including 
how often they used 
it, what applications 
they frequented, and 
their personal system 
preferences

• Determine remote or local 
data backups, disk images, 
or other attached devices

• Find encrypted containers 
and FileVault volumes, 
understand keychain data, 
and crack Mac passwords

“Best Mac forensics 
course available.”
David Klopp, J.P.MORGAN

“The depth of time exercise was 
outstanding. One can tell the 
amount of work that went into it.”
Gary Titus, STROZ FRIEDBERG LLC

3 6  C P E / C M U  C R E D I T S

FOR
572

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Take your system-based forensic knowledge onto the wire. Incorporate network evidence 
into your investigations, provide better findings, and get the job done faster. It is exceedingly 
rare to work any forensic investigation that doesn’t have a network component. Endpoint 
forensics will always be a critical and foundational skill for this career, but overlooking their 
network communications is akin to ignoring security camera footage of a crime as it was 
committed. Whether you handle an intrusion incident, data theft case, employee misuse 
scenario, or are engaged in proactive adversary discovery, the network often provides an 
unparalleled view of the incident. Its evidence can provide the proof necessary to show 
intent, uncover attackers that have been active for months or longer, or even prove useful in 
definitively proving a crime actually occurred.

FOR572: Advanced Network Forensics and Analysis was built from the ground up to cover 
the most critical skills needed to mount efficient and effective post-incident response 
investigations. We focus on the knowledge necessary to expand the forensic mindset from 
residual data on the storage media from a system or device to the transient communications 
that occurred in the past or continue to occur. Even if the most skilled remote attacker 
compromised a system with an undetectable exploit, the system still has to communicate 
over the network. Without command-and-control and data extraction channels, the value of 
a compromised computer system drops to almost zero. Put another way: Bad guys are talking 
– we’ll teach you to listen.

This course covers the tools, technology, and processes required to integrate network 
evidence sources into your investigations, with a focus on efficiency and effectiveness. You 
will leave this week with a well-stocked toolbox and the knowledge to use it on your first day 
back on the job. We will cover the full spectrum of network evidence, including high-level 
NetFlow analysis, low-level pcap exploration, ancillary network log examination, and more. 
We cover how to leverage existing infrastructure devices that may contain months or years 
of valuable evidence as well as how to place new collection platforms while an incident is 
already under way.

Whether you are a consultant responding to a client’s site, a law enforcement professional 
assisting victims of cybercrime and seeking prosecution of those responsible, an on-staff 
forensic practitioner, or a member of the growing ranks of “threat hunters”, this course offers 
hands-on experience with real-world scenarios that will help take your work to the next 
level. Previous SANS SEC curriculum students and other network defenders will benefit from 
the FOR572 perspective on security operations as they take on more incident response and 
investigative responsibilities. SANS Forensics alumni from FOR500 (formerly FOR408) and 
FOR508 can take their existing knowledge and apply it directly to the network-based attacks 
that occur daily. In FOR572, we solve the same caliber of real-world problems without the use 
of disk or memory images.

Advanced Network 
Forensics: Threat Hunting, 
Analysis, and Incident 
Response

Who should attend?
• Incident response team 

members and forensicators
• Hunt team members
• Law enforcement officers, 

federal agents, and 
detectives 

• Information security 
managers

• Network defenders
• IT professionals
• Network engineers
• Anyone interested in 

computer network 
intrusions and 
investigations

• Security Operations Center 
personnel and information 
security practitioners

You will be able to...
• Extract files from network 

packet captures and 
proxy cache files, allowing 
follow-on malware analysis 
or definitive data loss 
determination

• Use historical NetFlow 
data to identify relevant 
past network occurrences, 
allowing accurate incident 
scoping

• Reverse-engineer custom 
network protocols to 
identify an attacker’s 
command-and-control 
abilities and actions 

• Decrypt captured SSL 
traffic to identify attackers’ 
actions and what data they 
extracted from the victim

• Use data from typical 
network protocols to 
increase the fidelity of the 
investigation’s findings

• Identify opportunities 
to collect additional 
evidence based on the 
existing systems and 
platforms within a network 
architecture

• Examine traffic using 
common network protocols 
to identify patterns of 
activity or specific actions 
that warrant further 
investigation

• Incorporate log data into 
a comprehensive analytic 
process, filling knowledge 
gaps that may be far in the 
past

G I A C  C E R T :  G N F A
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G N F A
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FOR
578

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Make no mistake: current network defence, threat hunting, and incident response practices 
contain a strong element of intelligence and counterintelligence that cyber analysts must 
understand and leverage in order to defend their networks, proprietary data, 
and organisations.

FOR578: Cyber Threat Intelligence will help network defenders, threat hunting teams, and 
incident responders to:
• Understand and develop skills in tactical, operational, and strategic-level threat 

intelligence
• Generate threat intelligence to detect, respond to, and defeat advanced persistent  

threats (APTs)
• Validate information received from other organisations to minimize resource 

expenditures on bad intelligence 
• Leverage open-source intelligence to complement a security team of any size
• Create Indicators of Compromise (IOCs) in formats such as YARA, OpenIOC, and STIX

The collection, classification, and exploitation of knowledge about adversaries
– collectively known as cyber threat intelligence – gives network defenders information 
superiority that is used to reduce the adversary’s likelihood of success with each subsequent 
intrusion attempt. Responders need accurate, timely, and detailed information to monitor 
new and evolving attacks, as well as methods to exploit this information to put in place 
an improved defensive posture.

Cyber threat intelligence thus represents a force multiplier for organisations looking to 
update their response and detection programs to deal with increasingly sophisticated 
advanced persistent threats. Malware is an adversary’s tool but the real threat is the human 
one, and cyber threat intelligence focuses on countering those flexible and persistent human 
threats with empowered and trained human defenders.

During a targeted attack, an organisation needs a top-notch and cutting-edge threat hunting 
or incident response team armed with the threat intelligence necessary to understand how 
adversaries operate and to counter the threat. FOR578: Cyber Threat Intelligence will train you 
and your team in the tactical, operational, and strategic-level cyber threat intelligence skills 
and tradecraft required to make security teams better, threat hunting more accurate, incident 
response more effective, and organisations more aware of the evolving threat landscape.

Cyber Threat Intelligence

Who should attend?
• Security Practitioners
• Incident Response Team 

Members 
• Threat Hunters
• Security Operations Center 

Personnel
• Digital Forensic Analysts 

and Malware Analysts
• Federal Agents and Law 

Enforcement Officials 
• Technical Managers
• SANS Alumni of FOR500, 

FOR572, FOR508 or FOR610

You will be able to...
• Develop analysis skills 

to better comprehend, 
synthesize, and leverage 
complex scenarios

• Identify and create 
intelligence requirements 
through practices such as 
threat modeling

• Understand and develop 
skills in tactical, operational, 
and strategic-level threat 
intelligence

• Generate threat intelligence 
to detect, respond to, and 
defeat focused and targeted 
threats

• Learn the different sources 
to collect adversary data 
and how to exploit and 
pivot off of it

• Validate information 
received externally to 
minimize the costs of bad 
intelligence

• Create Indicators of 
Compromise (IOCs) in 
formats such as YARA, 
OpenIOC, and STIX

• Move security maturity past 
IOCs into understanding 
and countering the 
behavioral tradecraft of 
threats

• Establish structured 
analytical techniques to be 
successful in any security 
role

“Fantastic class! I love the 
way the terminology was 
covered. I will be making 
index cards to ensure I 
have them memorised.”
Nate DeWitt,  EBAY

G I A C  C E R T :  G C T I
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C T I

“I am new to CTI and this 
course was really well 
put together to cater for 
people with different
levels of expertise”
Ben Hargreaves, PWC

FOR
585

Mobile devices are often a key factor in criminal cases, intrusions, IP theft, security threats, 
and more. Understanding how to leverage the data from the device in a correct manner 
can make or break your case and your future as an expert. FOR585: Advanced Smartphone 
Forensics will teach you those skills.

Every time the smartphone “thinks” or makes a suggestion, the data are saved. It’s easy to 
get mixed up in what the forensic tools are reporting. Smartphone forensics is more than 
pressing the “find evidence” button and getting answers. Your team cannot afford to rely 
solely on the tools in your lab. You have to understand how to use them correctly to guide 
your investigation, instead of just letting the tool report what it believes happened on the 
device. It is impossible for commercial tools to parse everything from smartphones and 
understand how the data were put on the device. Examining and interpreting the data is your 
job, and this course will provide you and your organisation with the capability to find and 
extract the correct evidence from smartphones with confidence.

This in-depth smartphone forensics course provides examiners and investigators with 
advanced skills to detect, decode, decrypt, and correctly interpret evidence recovered from 
mobile devices. The course features 17 hands-on labs that allow students to analyse different 
datasets from smart devices and leverage the best forensic tools and custom scripts to learn 
how smartphone data hide and can be easily misinterpreted by forensic tools. Each lab 
is designed to teach you a lesson that can be applied to other smartphones. You will gain 
experience with the different data formats on multiple platforms and learn how the data are 
stored and encoded on each type of smart device. The labs will open your eyes to what you 
are missing by relying 100% on your forensic tools.

FOR585 is continuously updated to keep up with the latest malware, smartphone operating 
systems, third-party applications, and encryption. This intensive six-day course offers the 
most unique and current instruction available, and it will arm you with mobile device 
forensic knowledge you can apply immediately to cases you’re working on the day you finish 
the course.

Smartphone technologies are constantly changing, and most forensic professionals are 
unfamiliar with the data formats for each technology. Take your skills to the next level: it’s 
time for the good guys to get smarter and for the bad guys to know that their texts and apps 
can and will be used against them!

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Advanced Smartphone 
Forensics

Who should attend?
• Experienced digital forensic 

analysts 
• Media exploitation analysts
• Information security 

professionals
• Incident response teams
• Law enforcement officers, 

federal agents, and 
detectives 

• IT auditors
• SANS SEC575, FOR500 

(formerly FOR408), FOR508, 
FOR518, and FOR572 
graduates looking to take 
their skills to the next level

You will be able to...
• Select the most effective 

forensic tools, techniques, 
and procedures for critical 
analysis of smartphone 
data

• Reconstruct events 
surrounding a crime 
using information from 
smartphones, including 
timeline development 
and link analysis (e.g., who 
communicated with whom, 
where, and when)

• Understand how 
smartphone file systems 
store data, how they differ, 
and how the evidence will 
be stored on each device

• Interpret file systems on 
smartphones and locate 
information that is not 
generally accessible to 
users

• Identify how the evidence 
got onto the mobile device 
– we’ll teach you how to 
know if the user created the 
data, which will help you 
avoid the critical mistake 
of reporting false evidence 
obtained from tools

• Incorporate manual 
decoding techniques to 
recover deleted data stored 
on smartphones and 
mobile devices

• Tie a user to a smartphone 
at a specific date/time and 
at various locations

• Recover hidden or 
obfuscated communication 
from applications on 
smartphones

G I A C  C E R T :  G A S F
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G A S F

“The best part about Advanced Smartphone Forensics is it provides 
real world technologies for forensically investigating devices without 
the typical point and click approaches.”
Brad Wardman, 
PAYPAL
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Trust SANS to Bring Security 
Awareness to Your Workforce
SANS is the most trusted and largest source for 
information security training and security certification 
in the world—leverage our best-in-class Security 
Awareness solutions to transform your organization’s 
ability to measure and manage human risk.

Expertly created, comprehensive training 
builds a powerful program that embodies 
organizational needs and learning levels. 

Cyber Risk Insight Suite™
- Culture Assessment 
- Knowledge Assessment
- Behavioral Assessment

EndUser Training

Phishing Platform

Specialized Training 
- Developer Training
- ICS Engineering Training
- NERC CIP Training 
- Healthcare Training

Reach out for a demo! 
Visit sans.org/security-awareness-training/   email SSAInfo@sans.org

Thousands of Clients. Millions 
of Learners. One Mission. 

FOR
610

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Learn to turn malware inside out! This popular course explores malware analysis tools and 
techniques in depth. FOR610 training has helped forensic investigators, incident responders, 
security engineers, and IT administrators acquire the practical skills to examine malicious 
programs that target and infect Windows systems.

Understanding the capabilities of malware is critical to an organisation’s ability to derive 
threat intelligence, respond to information security incidents, and fortify defences. This 
course builds a strong foundation for reverse-engineering malicious software using a variety 
of system and network monitoring utilities, a disassembler, a debugger, and many other 
freely available tools.

The course begins by establishing the foundation for analyzing malware in a way that 
dramatically expands upon the findings of automated analysis tools. You will learn how to 
set up a flexible laboratory to examine the inner workings of malicious software, and how to 
use the lab to uncover characteristics of real-world malware samples. You will also learn how 
to redirect and intercept network traffic in the lab to explore the specimen’s capabilities by 
interacting with the malicious program.

Malware is often obfuscated to hinder analysis efforts, so the course will equip you with the 
skills to unpack executable files. You will learn how to dump such programs from memory 
with the help of a debugger and additional specialised tools, and how to rebuild the files’ 
structure to bypass the packer’s protection. You will also learn how to examine malware that 
exhibits rootkit functionality to conceal its presence on the system, employing code analysis 
and memory forensics approaches to examining these characteristics.

FOR610 malware analysis training also teaches how to handle malicious software that 
attempts to safeguard itself from analysis. You will learn how to recognise and bypass 
common self-defensive measures, including code injection, sandbox evasion, flow 
misdirection, and other measures.

Hands-on workshop exercises are a critical aspect of this course. They enable you to apply 
malware analysis techniques by examining malicious software in a controlled and systematic 
manner. When performing the exercises, you will study the supplied specimens’ behavioral 
patterns and examine key portions of their code. To support these activities, you will 
receive pre-built Windows and Linux virtual machines that include tools for examining and 
interacting with malware.

Reverse-Engineering 
Malware: Malware Analysis 
Tools and Techniques

Who should attend?
• Individuals who have dealt 

with incidents involving 
malware and want to 
learn how to understand 
key aspects of malicious 
programs

• Technologists who have 
informally experimented 
with aspects of malware 
analysis prior to the course 
and are looking to formalize 
and expand their expertise 
in this area

• Forensic investigators and 
IT practitioners looking 
to expand their skillsets 
and learn how to play a 
pivotal role in the incident 
response process

You will be able to...
• Build an isolated, controlled 

laboratory environment 
for analyzing code and 
behavior    of malicious 
programs

• Employ network and 
system-monitoring tools 
to examine how malware 
interacts with the file 
system, registry, network, 
and other processes in a 
Windows environment

• Uncover and analyse 
malicious JavaScript and 
VBScript components of 
web pages, which are often 
used by exploit kits for 
drive-by attacks

• Control relevant aspects 
of the malicious program’s 
behavior through network 
traffic interception and 
code patching to perform 
effective malware analysis

• Use a disassembler and a 
debugger to examine the 
inner-workings of malicious 
Windows executables

• Bypass a variety of packers 
and other defensive 
mechanisms designed 
by malware authors to 
misdirect, confuse and 
otherwise slow down the 
analyst

• Recognise and understand 
common assembly-level 
patterns in malicious code, 
such as DLL injection and 
anti-analysis measures

G I A C  C E R T :  G R E M
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G R E M

“It really gives a nice realistic guidance on how to 
approach complex problems in Malware Analysis.”
Markus Jeckeln, LUFTHANSA

S A N S  T R A I N I N G  C ATA LO G U E 8 7
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MGT
414

SANS MGT414: SANS Training Program for CISSP® Certification is an accelerated review course 
that is specifically designed to prepare students to successfully pass the CISSP® exam.

MGT414 focuses solely on the eight domains of knowledge as determined by (ISC)2 that form 
a critical part of the CISSP® exam. Each domain of knowledge is dissected into its critical 
components, and those components are then discussed in terms of their relationship with 
one another and with other areas of information security.
After completing the course students will have:
• Detailed coverage of the 8 domains of knowledge
• The analytical skills required to pass the CISSP® exam
• The technical skills required to understand each question
• The foundational information needed to become a Certified Information Systems 

Security Professional (CISSP®)

Obtaining Your CISSP® Certification Consists of:
• Fulfilling minimum requirements for professional work experience 
• Completing the Candidate Agreement
• Review of your résumé
• Passing the CISSP® 250 multiple-choice question exam with a scaled score of 700 points 

or greater 
• Submitting a properly completed and executed Endorsement Form
• Periodic audit of CPEs to maintain the credential

S I X  D AY S   •  L A P T O P  R E Q U I R E D

SANS Training 
Program for CISSP® 
Certification

Who should attend?
• Security professionals 

who are interested in 
understanding the concepts 
covered on the CISSP® 
exam as determined by 
(ISC)2

• Managers who want to 
understand the critical 
areas of information 
security

• System, security, and 
network administrators who 
want to understand the 
pragmatic applications of 
the CISSP® eight domains

• Security professionals 
and managers looking for 
practical ways the eight 
domains of knowledge can 
be applied to their current 
job

You will be able to...
• Understand the eight 

domains of knowledge that 
are covered on the CISSP® 
exam

• Analyse questions on the 
exam and be able to select 
the correct answer

• Apply the knowledge and 
testing skills learned in 
class to pass the CISSP® 
exam

• Understand and explain 
all of the concepts covered 
in the eight domains of 
knowledge

• Apply the skills learned 
across the eight domains 
to solve security problems 
when you return to work

G I A C  C E R T :  G I S P
4 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G I S P

“Best security training I have ever 
received and just the right amount 
of detail for each domain.”
- Tony Barnes, UNITED STATES SUGAR CORP

MGT
512

Security managers need both technical knowledge and management skills to gain the 
respect of technical team members, understand what technical staff are actually doing, and 
appropriately plan and manage security projects and initiatives. This is a big and important 
job that requires an understanding of a wide array of security topics.

This course empowers you to become an effective security manager and get up to speed 
quickly on information security issues and terminology. You won’t just learn about security, 
you will learn how to manage security.

To accomplish this goal, MGT512 covers a wide range of security topics across the entire 
security stack. Data, network, host, application, and user controls are covered in conjunction 
with key management topics that address the overall security lifecycle. This also includes 
governance and technical controls focused on protecting, detecting, and responding to 
security issues.

This approach prepares you to:

• Make sense of different cyber security frameworks
• Understand and analyse risk
• Understand the pros and cons of different reporting relationships
• Manage technical personnel
• Build a vulnerability management program
• Inject security into modern DevOps workflows
• Strategically leverage a SIEM
• Change behavior and build a security-aware culture
• Effectively manage security projects
• Enable modern security architectures and the cloud

MGT512 uses case studies, group discussions, team-based exercises, and in-class games to 
help students absorb both technical and management topics.

F I V E  D AY S   •   L A P T O P  R E C O M M E N D E D

Security Leadership 
Essentials For Managers

G I A C  C E R T :  G S L C
3 0  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G S L C

Who should attend?
• Newly appointed 

information security officers
• Recently promoted security 

leaders who want to build 
a security foundation for 
leading and building teams

• Technically skilled security 
administrators who have 
recently been given 
leadership responsibilities

• Managers who want to 
understand what technical 
people are telling them

• Managers who need an 
understanding of security 
from a management 
perspective

You will be able to...
• Make sense of different 

cyber security frameworks
• Understand and analyse 

risk
• Understand the pros and 

cons of different reporting 
relationships

• Manage technical personnel
• Build a vulnerability 

management program
• Inject security into modern 

DevOps workflows
• Strategically leverage a SIEM
• Change behavior and build 

a security-aware culture
• Effectively manage security 

projects
• Enable modern security 

architectures and the cloud

“This course is highly useful for giving me a sound 
baseline of technical and general skills to help me 
manage an effective team”
- Richard Ward, REA GROUP
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MGT
514

S I X  D AY S   •   L A P T O P  R E Q U I R E D

As security professionals we have seen the landscape change. Cyber security is now more 
vital and relevant to the growth of your organisation than ever before. As a result, information 
security teams have more visibility, more budget, and more opportunity. However, with this 
increased responsibility comes more scrutiny.

This course teaches security professionals how to do three things:

Develop Strategic Plans
Strategic planning is hard for people in IT and IT security because we spend so much time 
responding and reacting. We almost never get to practice until we get promoted to a senior 
position and then we are not equipped with the skills we need to run with the pack. Learn 
how to develop strategic plans that resonate with other IT and business leaders.

Create Effective Information Security Policy
Policy is a manager’s opportunity to express expectations for the workforce, set the 
boundaries of acceptable behavior, and empower people to do what they ought to be doing. 
It is easy to get wrong. Have you ever seen a policy and your response was, “No way, I am not 
going to do that?” Policy must be aligned with an organisation’s culture. We will break down 
the steps to policy development so that you have the ability to develop and assess policy to 
successfully guide your organisation.

Develop Management and Leadership Skills
Leadership is a capability that must be learned, exercised and developed to better ensure 
organisational success. Strong leadership is brought about primarily through selfless 
devotion to the organisation and staff, tireless effort in setting the example, and the vision to 
see and effectively use available resources toward the end goal. Effective leadership entails 
persuading team members to accomplish their objectives while removing obstacles and 
maintaining the well-being of the team in support of the organisation’s mission. Learn to 
utilise management tools and frameworks to better lead, inspire, and motivate your teams.

How the Course Works
Using case studies from Harvard Business School, team-based exercises, and discussions 
that put students in real-world scenarios, students will participate in activities that they can 
then carry out with their own team members when they return to work. The next generation 
of security leadership must bridge the gap between security staff and senior leadership 
by strategically planning how to build and run effective security programs. After taking 
this course you will have the fundamental skills to create strategic plans that protect your 
company, enable key innovations, and work effectively with your business partners.

Security Strategic 
Planning, Policy, 
and Leadership

Who should attend?
• CISOs
• Information security officers
• Security directors
• Security managers
• Aspiring security leaders
• Other security personnel 

who have team lead 
or management 
responsibilities

You will be able to...
• Develop security strategic 

plans that incorporate 
business and organisational 
drivers

• Develop and assess 
information security policy

• Use management and 
leadership techniques to 
motivate and inspire your 
teams

G I A C  C E R T :  G S T R T
3 0  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G S T R T

MGT
516

Vulnerabilities are everywhere. There are new reports of weaknesses within our systems and 
software every time we turn around. Directly related to this is an increase in the quantity and 
severity of successful attacks against these weaknesses.
Managing vulnerabilities in any size organization is challenging. Enterprise environments 
add scale and diversity that overwhelm many IT security and operations organizations. Add 
in the cloud and the increasing speed with which all organizations must deliver systems, 
applications, and features to both their internal and external customers, and security may 
seem unachievable.
This course highlights why many organizations are still struggling with vulnerability 
management today and shows students how to solve these challenges. How do we manage 
assets successfully and analyse and prioritise vulnerabilities? What reports are most 
effective? How do we deal with vulnerabilities in our applications, and how do we treat 
them? We’ll examine how the answers to these questions change as we move to the cloud or 
implement a private cloud or DevOps within our organizations. How do we make vulnerability 
management fun and get everyone to engage in the process? These are just some of the 
important topics we will cover in this course.
The primary goal of this course is to help you succeed where many are failing and to 
present solutions to the problems many are experiencing or will experience. Whether your 
vulnerability management program is well established or just starting, this course will help 
you mature your program and think differently about vulnerability management.
By understanding common issues and the solutions to them, you will be better prepared to 
meet the challenges you are facing or will face, and to determine what works best for your 
organization. Through class discussions and other exercises, you will learn specific analysis 
and reporting techniques so that you will be able to discuss the problems you and your 
peers are facing and how to solve those problems.

The course is based on the Prepare, Identify, Analyse, Communicate, and Treat (PIACT) Model:
• Prepare: Define, build, and continuously improve the program
• Identify: Identify vulnerabilities present in our operating environments
• Analyse: Analyse and prioritise identified vulnerabilities and other program metrics to 

provide meaningful assistance and guidance to stakeholders and program participants
• Communicate: Present the findings from analysis appropriately and efficiently for each 

stakeholder group
• Treat: Implement, test, and monitor solutions to vulnerabilities, vulnerability groups, and 

broader issues identified by the program 

Knowing that our environments are adopting cloud services and becoming more tightly 
integrated with them, we’ll look at both cloud and non-cloud environments simultaneously 
throughout the course, highlighting the tools, processes, and procedures that can be 
leveraged in each environment and presenting new and emerging trends.
A capstone exercise on the final course section of MGT516 features a business scenario 
that includes both enterprise and cloud-based environments. The exercise allows students 
to analyse and discuss how best to implement and maintain a vulnerability management 
program and leverage some of the information they have learned throughout the course.

F I V E  D AY S   •   L A P T O P  R E C O M M E N D E D

Managing Security 
Vulnerabilities: Enterprise 
and Cloud  NEW

Who should attend?
• CISOs
• Information security 

managers, officers, and 
directors

• Information security 
architects, analysts, and 
consultants

• Aspiring information 
security leaders

• Risk management 
professionals

• Business continuity and 
disaster recovery planners 
and staff members

• IT managers and auditors
• IT project managers
• IT/system administration/ 

network administration 
professionals

• Operations managers
• Cloud service managers and 

administrators
• Cloud service security and 

risk managers
• Cloud service integrators, 

developers, and brokers
• IT security professionals 

managing vulnerabilities in 
the enterprise or cloud

• Government IT professionals 
who manage vulnerabilities 
in the enterprise or cloud 
(FedRAMP)

• Security or IT professionals 
who have team-
lead or management 
responsibilities

• Security or IT professionals 
who use or are planning to 
use cloud services

You will be able to...
• Create, implement, or 

improve your vulnerability 
management program

• Establish a secure and 
defensible enterprise 
and cloud computing 
environment

• Build an accurate and useful 
inventory of IT assets in the 
enterprise and cloud

• Identify existing 
vulnerabilities and 
understand the severity 
level of each

• Prioritise vulnerabilities for 
treatment

3 0  C P E / C M U  C R E D I T S
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MGT
525

S I X  D AY S   •   L A P T O P  N O T  R E Q U I R E D

This course is offered by the SANS Institute as a PMI® Registered Education Provider 
(R.E.P.). R.E.P.s provide the training necessary to earn and maintain the Project Management 
Professional (PMP)® and other professional credentials. PMP® is a registered trademark of 
Project Management Institute, Inc.

This course has been recently updated to fully prepare you for the 2016 PMP® exam changes. 
During this class you will learn how to improve your project planning methodology and 
project task scheduling to get the most out of your critical IT resources. We will utilise 
project case studies that highlight information technology services as deliverables. MGT525 
follows the basic project management structure from the PMBOK® Guide – Fifth Edition 
and also provides specific techniques for success with information assurance initiatives. 
Throughout the week, we will cover all aspects of IT project management from initiating and 
planning projects through managing cost, time, and quality while your project is active, and 
to completing, closing, and documenting as your project finishes. A copy of the PMBOK® 
Guide – Fifth Edition is provided to all participants. You can reference the PMBOK® Guide 
and use your course material along with the knowledge you gain in class to prepare for the 
2016 updated Project Management Professional (PMP)® Exam and the GIAC Certified Project 
Manager Exam.

The project management process is broken down into core process groups that can be 
applied across multiple areas of any project, in any industry. Although our primary focus 
is the application to the InfoSec industry, our approach is transferable to any projects that 
create and maintain services as well as general product development. We cover in-depth 
how cost, time, quality, and risks affect the services we provide to others. We will also address 
practical human resource management as well as effective communication and conflict 
resolution. You will learn specific tools to bridge the communications gap between managers 
and technical staff.

IT Project Management, 
Effective Communication, 
and PMP® Exam Prep

Who should attend?
• Security professionals 

who are interested in 
understanding the concepts 
of IT project management

• Managers who want to 
understand the critical 
areas of making projects 
successful

• Individuals working with 
time, cost, quality, and 
risk sensitive projects and 
applications

• Anyone who would 
like to utilise effective 
communication techniques 
and proven methods to 
relate better to people

• Anyone in a key or lead 
engineering/design position 
who works regularly with 
project management staff.

• Individuals interested in 
preparing for the Project 
Management Professional 
(PMP)® Exam

• 
You will be able to...
• Recognise the top failure 

mechanisms related to IT 
and InfoSec projects, so 
that your projects can avoid 
common pitfalls

• Create a project charter 
that defines the project 
sponsor and stakeholder 
involvement

• Document project 
requirements and create a 
requirements traceability 
matrix to track changes 
throughout the project 
lifecycle

• Clearly define the scope of 
a project in terms of cost, 
schedule and technical 
deliverables

• Create a work breakdown 
structure defining 
work packages, project 
deliverables and acceptance 
criteria

• Develop a detailed project 
schedule, including critical 
path tasks and milestones

• Develop a detailed project 
budget including cost 
baselines and tracking 
mechanisms

“Honestly, this is one of the best courses I 
have had to date. I feel like I have thousands 
of things to take back to my job.”
- Ryan Spencer, REED ELSEVIER INC.

G I A C  C E R T :  G C P M
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C P M

MGT
521

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

Build and Measure a Strong Security Culture to Secure Your Workforce. 
Cybersecurity management is no longer just about technology. It is ultimately about 
organizational change – change not only in how people think about security but in what they 
prioritize and how they act, from the Board of Directors to every corner of the organization. 
Organizational change is a field of management study that enables leaders to analyze, plan, 
and then improve their operations and structures by focusing on people and culture.
Drawing on real-world lessons from around the world, the SANS MGT521 course will teach you 
how to leverage the principles of organizational change in order to develop, maintain, and 
measure a security-driven culture. Through hands-on instruction and a series of interactive 
labs and exercises, you will apply the concepts of organizational change to a variety of 
different security initiatives and quickly learn how to embed security into your organization’s 
culture. 

Lab Information
This five-session course includes 17 interactive labs that walk you through exercises and 
apply the lessons learned to a variety of typical real-world situations and challenges. Many of 
the labs are carried out as teams, ensuring that you learn not only from the course materials 
but from other students and their experiences. Culture is a very human and global challenge, 
and as such we want to expose you to as many different situations and perspectives as 
possible. No Laptop Required. “Labs” are group case studies with no computers needed.

Course Authors’ Statement
“For far too long, cybersecurity has been perceived as purely a technical challenge. 
Organizations and leaders are now realizing that we also have to address the human side 
of cybersecurity management. From securing your workforce’s behavior to engaging and 
training developers, IT staff, and other departments, security today depends on your ability 
to engage and partner with others. In other words, your security culture is becoming just as 
important as your technology. MGT521 will provide the frameworks, roadmaps, and skills you 
need to successfully embed a comprehensive, organization-wide cybersecurity culture. In 
addition, the course will provide you the resources to measure and communicate the impact 
to members of your leadership, ensuring their long-term support.”
– Lance Spitzner and Russell Eubanks

Leading Cybersecurity 
Change: Building a 
Security-Based Culture 

Who should attend?
• Information Assurance 

Auditors
• System Implementers or 

Administrators
• Network Security Engineers
• IT Administrators
• Department of Defense (DoD) 

personnel or contractors
• Federal agencies or clients
• Private sector organizations 

looking to improve 
information assurance 
processes and secure their 
systems

• Security vendors and 
consulting groups looking to 
stay current with frameworks 
for information assurance 

You will be able to...
• More effectively communicate 

to your Board of Directors and 
executives, collaborate with 
your peers, and engage your 
workforce

• Explain what culture is, its 
importance to cybersecurity, 
and how to map and measure 
both your organization’s 
overall culture and security 
culture

• Align your cybersecurity 
culture to your organization’s 
strategy, including how to 
leverage different security 
frameworks and maturity 
models

• Explain what organizational 
change is, identify different 
models for creating change, 
and learn how to apply those 
models

• Enable and secure your 
workforce by integrating 
cybersecurity into all aspects 
of your organization’s culture

• Dramatically improve both the 
effectiveness and impact of 
large-scale security initiatives

• Create and effectively 
communicate business cases 
to leadership and gain their 
support for your security 
initiatives and security in 
general

• Leverage numerous templates 
and resources from the 
Digital Download Package and 
Community Forum that are 
part of the course and which 
you can then build on right 
away
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MGT
551

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

Information technology is so tightly woven into the fabric of modern business that cyber risk 
has become business risk. Security Operations Center (SOC) teams are facing more pressure 
than ever before to help manage this risk by identifying and responding to threats across 
a diverse set of infrastructures, business processes, and users. Furthermore, SOC managers 
are in the unique position of having to bridge the gap between business processes and 
the highly technical work that goes on in the SOC. Managers must show alignment with the 
business and demonstrate real value – a challenge when the threats are constantly changing 
and sometimes unseen. How do we know our security teams are aligned with the unique 
threats facing our organization? How do we get consistent results and prove that we can 
identify and respond to threats in time to minimize business impact? And how can we build 
an empowering, learning environment where analysts can be creative and solve problems 
while focusing on the mission at hand?

MGT551 bridges this gap by giving students the technical means to build an effective defense 
and the management tools to build an effective team. Students will learn how to design 
their defenses around their unique organizational requirements and risk profile. They will 
also learn how to combine SOC staff, processes, and technology in a way that promotes 
measurable results and covers all manner of infrastructure and business processes. Most 
importantly, they will learn how to keep the SOC growing, evolving, and improving over time.
Throughout this course, students can expect to learn key factors for success in managing a 
SOC, including:

• Collecting the most important logs and network data
• Building, training, and empowering a diverse team
• Creating playbooks and managing detection use cases
• Using threat intelligence to focus your budget and detection efforts
• Threat hunting and active defense strategies
• Efficient alert triage and investigation workflow
• Incident response planning and execution
• Choosing metrics and long-term strategy to improve the SOC
• Team member training, retention, and prevention of burnout
• SOC assessment through capacity planning, purple team testing, and adversary 

emulation

Building and Leading 
Security Operations 
Centers

Who should attend?
• Security Operations Center 

Managers or Leads
• Security Directors
• New Security Operations 

Team Members
• Lead / Senior SOC Analysts
• Technical CISOs and Security 

Directors 

You will be able to...
• Collect the most important 

logs and network data
• Create playbooks and use 

cases
• Use threat intelligence to 

focus your budget and 
detection efforts

• Implement threat hunting 
and active defense 
strategies

• Develop efficient alert triage 
and investigation workflow

• Create effective incident 
response processes

• Implement metrics and 
goals to improve the SOC

• Conduct effective team 
member hiring, training, 
and retention, and prevent 
burnout

• Assess your SOC through 
purple team testing and 
adversary emulation

SEC
566

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

Cybersecurity attacks are increasing and evolving so rapidly that it is more difficult than 
ever to prevent and defend against them. In addition to defending their information 
systems, many organizations find themselves responsible for being compliant with 
a number of cybersecurity standards and requirements as a prerequisite for doing 
business. Dozens of cybersecurity standards exist throughout the world and most 
organizations are responsible for being compliant with more than one such standard. 
Does your organization have an effective method in place to detect, thwart, and 
monitor external and internal threats to prevent security breaches?

In February of 2016, then California Attorney General, Vice President Kamala Harris 
recommended that “the 20 controls in the Center for Internet Security’s Critical Security 
Controls identify a minimum level of information security that all organizations that collect 
or maintain personal information should meet. The failure to implement all the Controls 
that apply to an organization’s environment constitutes a lack of reasonable security.”

The CIS Critical Controls are specific security controls that CISOs, CIOs, IGs, systems 
administrators, and information security personnel can use to manage and measure the 
effectiveness of their defenses. They are designed to complement existing standards, 
frameworks, and compliance schemes by prioritizing the most critical threat and highest 
payoff defenses, while providing a common baseline for action against risks that we all face.

As threats and attack surfaces change and evolve, an organization’s security should as 
well. To enable your organization to stay on top of this ever-changing threat scenario, 
SANS has designed a comprehensive course on how to implement the CIS Critical 
Controls, a prioritized, risk-based approach to security. Designed by private and public 
sector experts from around the world, the CIS Critical Controls are the best way to block 
known attacks and mitigate damage from successful attacks. They have been adopted 
by international governments, the U.S. Department of Homeland Security, state 
governments, universities, and numerous private firms.

This course helps you master specific, proven techniques and tools needed to 
implement and audit version 8 of the CIS Controls, as well as controls defined by NIST 
SP 800-171 and the Cybersecurity Maturity Model Certification (CMMC). Students will 
learn how to merge these various standards into a cohesive strategy to defend their 
organization and comply with industry standards.

SANS’ in-depth, hands-on training will teach security practitioners to understand not 
only how to stop a threat, but why the threat exists, and how to ensure that security 
measures deployed today will be effective against the next generation of threats. 
SEC566 shows security professionals how to implement the controls in an existing 
network through cost-effective automation. For auditors, CIOs, and risk officers, this 
course is the best way to understand how you will measure whether the Controls and 
other standards are effectively implemented.

 Implementing and 
Auditing CIS Critical 
Controls

Who should attend?
• Information Assurance 

Auditors
• System Implementers or 

Administrators
• Network Security Engineers
• IT Administrators
• Department of Defense 

(DoD) personnel or 
contractors

• Federal agencies or clients
• Private sector organizations 

looking to improve 
information assurance 
processes and secure their 
systems

• Security vendors and 
consulting groups looking 
to stay current with 
frameworks for information 
assurance 

You will be able to...
• Apply a security framework 

based on actual threats that 
is measurable, scalable, and 
reliable in stopping known 
attacks and protecting 
organizations’ important 
information and systems

• Understand the importance 
of each Critical Security 
Control, how it is 
compromised if ignored, 
and explain the defensive 
goals that result in quick 
wins and increased visibility 
of networks and systems

• Identify and utilize tools 
that implement controls 
through automation

• Learn how to create a 
scoring tool for measuring 
the effectiveness of each 
control

• Employ specific metrics to 
establish a baseline and 
measure the effectiveness 
of the Critical Controls

• Understand how the Critical 
Controls map to standards 
such as NIST 800-53, ISO 
27002, the Australian Top 35, 
and more

• Audit each of the Critical 
Controls, with specific, 
proven templates, 
checklists, and scripts 
provided to facilitate the 
audit process

3 0  C P E / C M U  C R E D I T S
G I A C  C E R T :  G C C C
3 O  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G C C C
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AUD
507

Performing IT security audits at the enterprise level can be a daunting task. How should 
you determine which systems to audit first? How do you assess the risk to the organization 
related to information systems and business processes? What settings should you check on 
the various systems under scrutiny? Is there a set of processes that can be put into place to 
allow an auditor to focus on the business processes rather than the security settings? How 
do you turn this into a continuous monitoring process? The material covered in this course 
will answer all of these questions and more.

AUD507 teaches students how to apply risk-based decision making to the task of auditing 
enterprise security.

This track is Organised specifically to provide a risk driven method for tackling the 
enormous task of designing an enterprise security validation program. After covering a 
variety of high-level audit issues and general audit best practice, the students will have the 
opportunity to dive deep into the technical “how-to” for determining the key controls that 
can be used to provide a high level of assurance to an organization. Real-world examples 
provide students with tips on how to verify these controls in a repeatable way and many 
techniques for continuous monitoring and automatic compliance validation. These same 
real-world examples help the student learn how to be most effective in communicating risk 
to management and operations staff.

AUD507 allows students to practice new skills in realistic hands-on labs.

Each day of the course affords students with opportunities to use the tools and techniques 
discussed in class. The labs are designed to simulate real-world enterprise auditing 
challenges and to allow the students to use appropriate tools and techniques to solve these 
problems. Students learn how to use technical tests to develop the evidence needed to 
support their findings and recommendations. We go beyond discussing the tools students 
could use; we give them the experience to use the tools and techniques effectively to 
measure and report on the risk in their organizations.

S I X  D AY S   •   L A P T O P  R E Q U I R E D

Auditing & Monitoring 
Networks, Perimeters, 
and Systems

Who should attend?
• Auditors seeking to identify 

key controls in IT systems
• Audit professionals looking 

for technical details on 
auditing

• Managers responsible for 
overseeing the work of an 
audit or security team

• Security professionals 
newly tasked with audit 
responsibilities

• System and network 
administrators looking to 
better understand what an 
auditor is trying to achieve, 
how auditors think, and 
how to better prepare for 
an audit

• System and network 
administrators seeking to 
create strong change control 
management and detection 
systems for the enterprise

You will be able to...
• Understand the different 

types of controls (e.g., 
technical vs. non-technical) 
essential to perform a 
successful audit

• Conduct a proper risk 
assessment of a network 
to identify vulnerabilities 
and prioritise what will be 
audited

• Establish a well-secured 
baseline for computers and 
networks, constituting a 
standard against which one 
can conduct audits

• Perform a network and 
perimeter audit using a 
seven step process

• Audit firewalls to validate 
that rules/settings are 
working as designed, 
blocking traffic as required

• Utilise vulnerability 
assessment tools effectively 
to provide management 
with the continuous 
remediation information 
necessary to make informed 
decisions about risk and 
resources

• Audit web application 
configuration, 
authentication, and session 
management to identify 
vulnerabilities attackers can 
exploit

“The entire course has been 
awesome and prepared me to 
perform a comprehensive audit. 
It also provided me excellent 
information to operations to 
improve network security posture.”
Srinath Kannan, ACCENTURE

G I A C  C E R T :  G S N A
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G S N A

LEG
523

F I V E  D AY S   •   L A P T O P  N O T  R E Q U I R E D

• The arrest and criminal indictment of two Coalfire penetration testers in Iowa
• How to balance the right to data privacy versus the right to data security under GDPR
• Invoking attorney-client privilege to maintain confidentiality of security assessments such 

as penetration tests
• Court decision shows how to improve an official investigation using artificial intelligence.
• Unique and indispensable training for General Data Protection Regulation Officers.
• Form contract to invite outside incident responders - including police, contractors, 

National Guard, or civil defence agencies from anywhere in the world - to help with a 
cyber crisis.

New laws on privacy, e-discovery and data security are creating an urgent need
for professionals who can bridge the gap between the legal department and the IT
department. SANS LEG523 provides this unique professional training, including skills in
the analysis and use of contracts, policies and records management procedures.
This course covers the laws of business, contracts, fraud, crime, IT security, liability and
policy – all with a focus on electronically stored and transmitted records. It also teaches
investigators how to prepare credible, defensible reports, whether for cyber crimes,
forensics, incident response, human resource issues or other investigations.

Each successive day of this five-day course builds upon lessons from the earlier days
in order to comprehensively strengthen your ability to help your enterprise (public or
private sector) cope with illegal hackers, botnets, malware, phishing, unruly vendors,
data leakage, industrial spies, rogue or uncooperative employees, or bad publicity
connected with IT security.

Recent updates to the course address hot topics such as legal tips on confiscating and 
interrogating mobile devices, the retention of business records connected with cloud 
computing and social networks like Facebook and Twitter, and analysis and response to the 
risks and opportunities surrounding open-source intelligence gathering. 

Over the years this course has adopted an increasingly global perspective. Non-U.S. 
professionals attend LEG523 because there is no training like it anywhere else in the world. 
For example, a lawyer from the national tax authority in an African country took the course 
because electronic filings, evidence and investigations have become so important to her 
work. International students help the instructor, U.S. attorney Benjamin Wright, constantly 
revise the course and include more content that crosses borders. 

Law of Data Security 
and Investigations

Who should attend?
• Investigators
• Security and IT 

professionals
• Lawyers
• Paralegals
• Auditors
• Accountants
• Technology managers
• Vendors
• Compliance officers
• Law enforcement
• Privacy officers
• Penetration testers
• Cyber incident and 

emergency responders

You will be able to...
• Work better with other 

professionals at your 
organisation who make 
decisions about the law 
of data security and 
investigations

• Exercise better judgment 
on how to comply with 
technology regulations, both 
in the United States and in 
other countries

• Evaluate the role and 
meaning of contracts 
for technology, including 
services, software and 
outsourcing

• Help your organisation 
better explain its conduct 
to the public and to legal 
authorities

• Anticipate technology law 
risks before they get out of 
control

• Implement practical steps 
to cope with technology 
law risk

• Better explain to executives 
what your organisation 
should do to comply with 
information security and 
privacy law

• Better evaluate 
technologies, such as 
digital signatures, to comply 
with the law and serve as 
evidence

• Make better use of 
electronic contracting 
techniques to get the best 
terms and conditions

G I A C  C E R T :  G L E G
3 0  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G L E G

“Content was fantastic.  Very 
relevant. Very mind-opening.”
S. Genna, FACEBOOK



Management Short Courses

MGT415: A Practical Introduction to Cyber Security 
Risk Management
In this course students will learn the practical skills necessary to perform regular risk assessments for their organizations. The ability to 
perform risk management is crucial for organizations hoping to defend their systems. There are simply too many threats, too many potential 
vulnerabilities that could exist, and not enough resources to create an impregnable security infrastructure. Therefore every organization, 
whether it does so in an organised manner or not, will make priority decisions on how best to defend its valuable data assets. Risk 
management should be the foundational tool used to facilitate thoughtful and purposeful defence strategies.

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

MGT520: Building and Leading Security 
Operations Centers 
MGT520 teaches students how to build, lead, and implement a cloud security transition plan and roadmap, and then execute and manage 
ongoing operations. An organization s cloud transition requires numerous key decisions. This course provides the information security leaders 
need to drive a secure cloud model and leapfrog on security by leveraging the security capabilities in the cloud.

H A N D S - O N   •   T H R E E  D AY S   •   L A P T O P  R E Q U I R E D

MGT433: SANS Security Awareness: How to Build, 
Maintain, and Measure a Mature Awareness 
Programme
Organisations invest a tremendous amount of money and resources in securing technology, but little - if anything - into securing their 
employees and staff. As a result, people, not technology, have become the weakest link in cyber security. The most effective way to secure the 
human element is to establish a high-impact security awareness programme – a programme that changes behaviour as opposed to merely 
achieving compliance. MGT433 is an intense, two-day course. It teaches the key concepts and skills needed to build, maintain, and measure a 
security awareness programme. All course content is based on lessons learned from hundreds of security awareness programmes from around 
the world. Students learn from their SANS Instructor and also through extensive interaction with their peers.

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D  

L I V E  O N L I N E

T R A I N I N G  E V E N T S

O N - D E M A N D

L I V E  O N L I N E

T R A I N I N G  E V E N T S

O N - D E M A N D

L I V E  O N L I N E

SEC440: CIS Critical Controls:  A Practical 
Introduction
This course helps you master specific, proven techniques and tools needed to implement and audit the Critical Security Controls, as documented 
by the Center for Internet Security (CIS). These Critical Security Controls are rapidly becoming accepted as the highest priority list of what must 
be done and proven before anything else, at nearly all serious and sensitive organisations. These controls were selected and defined by the U.S. 
military and other government and private organisations (including the NSA, DHS, GAO, and many others) that are the most respected experts on 
how attacks actually work and what can be done to stop them. They defined these controls as their consensus for the best way to block known 
attacks and help find and mitigate damage from attacks that get through. For security professionals, the course enables you to see how to put the 
controls in place in your existing network, though effective and widespread use of cost-effective automation. For auditors, CIOs, and risk officers, 
the course is the best way to understand how you will measure whether the controls are effectively implemented.

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

T R A I N I N G  E V E N T S

O N - D E M A N D

L I V E  O N L I N E

MGT551: Building and Leading Security 
Operations Centers | BETA
While this course is focused on management and leadership, it is by no means theory only. Throughout the two days of instruction students 
will work on six hands-on exercises covering everything from playbook implementation to use case database creation, attack and detection 
capability prioritization and visualization, and purple team planning, execution, and reporting. Attendees will leave with a framework for 
understanding where their SOC should be focusing its efforts, how to track and organize defensive capabilities, and how to drive, verify, and 
communicate SOC improvements.

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

T R A I N I N G  E V E N T S

O N - D E M A N D

L I V E  O N L I N E

SANS Virtual Summits Will Be 
FREE for the Community in 2021
The very best part about SANS Summits going virtual in 2020 has been 
bringing even more of the community together from across the world — over 
40,000 of you! We look forward to continuing to offer world-class content 
and actionable information that will leave you walking away with a fresh 
perspective and new tools that you can immediately leverage in your work 
to protect your organization from ever-evolving threats. 

View the full line up of events

www.sans.org/cyber-security-summit/

*Virtual Summits listed here are free for the 
community to attend. Please note: other 
specialty Summit events, including 
CyberThreat, may charge a fee.

Upcoming SANS Summit & Training Events
DFIR 
SUMMIT: Jul 22–23 
TRAINING: Jul 26–31

Security Awareness 
SUMMIT: Aug 5–6 
TRAINING: Aug 3–4 & Aug 
9–14

Blue Team 
SUMMIT: Sep 9–10 
TRAINING: Sep 13–18

Threat Hunting 
SUMMIT: Oct 7–8 
TRAINING: Oct 5–6 & Oct 
11–16

Cybersecurity Leadership 
SUMMIT: Oct 14 

Pen Test HackFest 
SUMMIT: Nov 11–12 
TRAINING: Nov 9–10 & Nov 
15–20

S A N S  T R A I N I N G  C ATA LO G U E9 8
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SEC
510

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

Multiple Clouds Require Multiple Solutions

SEC510: Public Cloud Security: AWS, Azure, and GCP teaches you how the major cloud 
providers work and how to securely configure and use their services and Platform as a 
Service (PaaS) offerings.

Organizations in every sector are increasingly adopting cloud offerings to build their online 
presence. However, although cloud providers are responsible for the security of the cloud, 
their customers are responsible for what they do in the cloud. Unfortunately, the providers 
have made the customer’s job difficult by offering many services that are insecure by 
default. Worse yet, with each provider offering hundreds of different services and with many 
organizations opting to use multiple providers, security teams need a deep understanding 
of the underlying details of the different services in order to lock them down. As the 
landscape rapidly evolves and development teams eagerly adopt the next big thing, security 
is constantly playing catch-up in order to avert disaster.

SEC510 provides cloud security practitioners, analysts, and researchers with an in-depth 
understanding of the inner workings of the most popular public cloud providers: Amazon 
Web Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP). Students will learn 
industry-renowned standards and methodologies, such as the MITRE ATT&CK Cloud Matrix 
and CIS Cloud Benchmarks, then apply that knowledge in hands-on exercises to assess a 
modern web application that leverages the cloud native offerings of each provider. Through 
this process students will learn the philosophies that undergird each provider and how 
these have influenced their services.

The Big 3 cloud providers alone provide more services than any one company can consume. 
As security professionals, it can be tempting to limit what the developers use to the tried-
and-true solutions of yesteryear. Unfortunately, this approach will inevitably fail as the 
product development organization sidelines a security entity that is unwilling to change. 
Functionality drives adoption, not security, and if a team discovers a service offering that 
can help get its product to market quicker than the competition, it can and should use it. 
SEC510 gives you the ability to provide relevant and modern guidance and guardrails to 
these teams to enable them to move both quickly and safely.

 Public Cloud Security: 
AWS, Azure, and GCP

Who should attend?
• Evaluating and adopting new 

cloud offerings
• Researching new vulnerabilities 

and developments in cloud 
security

• Identity and Access 
Management

• Managing a cloud-based virtual 
network

• Secure configuration 
management

You will be able to...
• Understand the inner workings 

of cloud services and Platform 
as a Service (PaaS) offerings in 
order to make more informed 
decisions in the cloud

• Understand the design 
philosophies that undergird 
each provider and how these 
have influenced their services 
in order to properly prescribe 
security solutions for them

• Discover the unfortunate truth 
that many cloud services are 
adopted before their security 
controls are fully fleshed out

• Understand Amazon Web 
Services (AWS), Azure, and Google 
Cloud Platform (GCP)  
in depth

• Understand the intricacies of 
Identity and Access Management, 
one of the most fundamental 
concepts in the cloud and yet 
one of the least understood

• Understand cloud networking 
and how locking it down is a 
critical aspect of defense-in-
depth in the cloud

• Analyze how each provider 
handles encryption at rest and 
in transit in order to prevent 
sensitive data loss

• Explore the service offering 
landscape to discover what is 
driving the adoption of multiple 
cloud platforms and to assess 
the security of services at the 
bleeding edge

• Understand the complex 
connections between cloud 
accounts, providers, and on-
premise systems and the cloud

• Perform secure data migration to 
and from the cloud

• Understand Terraform 
Infrastructure-as-Code well 
enough to share it with your 
engineering team as a starting 
point for implementing the 
controls discussed in the course

SEC
488

More businesses than ever are moving 
sensitive data and shifting mission-critical 
workloads to the cloud. And not just one 
cloud service provider (CSP) – research shows 
that most enterprises have strategically 
decided to deploy a multi-cloud platform, 
including Amazon Web Services, Azure, Google 
Cloud, and others.

Organizations are responsible for securing their data and mission-critical applications 
in the cloud. The benefits in terms of cost and speed of leveraging a multi-cloud 
platform to develop and accelerate delivery of business applications and analyze 
customer data can quickly be reversed if security professionals aren’t properly trained 
to secure the organization’s cloud environment and investigate and respond to the 
inevitable security breaches.

The SANS SEC488: Cloud Security Essentials course will prepare you to advise and speak 
about a wide range of topics and help your organization successfully navigate both the 
security challenges as well as the opportunities presented by cloud services. Like foreign 
languages, cloud environments have similarities and differences, and SEC488 covers all of the 
major CSPs.

We will begin by showing how your day-to-day operations will change due to the evolution of 
Cloud. Expect changes from the different responsibility models to the different CSP models 
of Infrastructure-as-a-Service, Platform-as-a-Service, and Software-as-a-Service. From there 
we’ll move on to securing the cloud, managing risk, and addressing the challenges you may 
experience as you look to achieve a specific level of security assurance.

New technologies introduce new risks. This course will equip you to implement appropriate 
security controls in the cloud, often using automation to “inspect what you expect.” Mature 
CSPs have created a variety of security services that can help customers use their products 
in a more secure manner, but nothing is a magic bullet. This course covers real-world 
lessons using security services created by the CSPs and open-source tools. Each course 
day features hands-on lab exercises to help students hammer home the lessons learned. 
We progressively layer multiple security controls in order to end the week with a functional 
security architecture implemented in the cloud.

SEC488 reinforces the training material via multiple hands-on labs each day of the course. 
Every lab is designed to impart practical skills that students can bring back to their 
organizations and apply on the first day back in the office. The labs go beyond the step-by-
step instructions and provide the context of “why” the skill is important and instill insights as 
to why the technology works the way it does.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Cloud Security Essentials

You will be able to...
• Identify the risks and risk 

control ownership based on 
the deployment models and 
service delivery models of 
the various products offered 
by cloud service providers 
(CSPs)

• Evaluate the trustworthiness 
of CSPs based on their 
security documentation, 
service features, third-party 
attestations, and position in 
the global cloud ecosystem

• Create accounts and use 
the services on any of 
the leading CSPs and be 
comfortable with the self-
service nature of the public 
cloud—this includes finding 
documentation, tutorials, 
pricing, and security 
features

• Articulate the business and 
security implications of a 
multi-cloud strategy

• Secure access to the 
consoles used to access the 
CSP environments

• Use command line 
interfaces to query assets 
and identities in the cloud 
environment

• Use hardening benchmarks, 
patching, and configuration 
management to achieve 
and maintain an engineered 
state of security for the 
cloud environment

• Evaluate the logging 
services of various CSPs and 
use those logs to provide 
the necessary accountability 
for events that occur in the 
cloud environment

• Implement, configure, and 
secure certificate-based SSH 
authentication to virtual 
machines launched in the 
cloud

• Configure the CLI and 
properly protect the access 
keys to minimize the risk of 
compromised credentials

• Use basic Bash and Python 
scripts to automate tasks in 
the cloud

• Configure cross-account 
role assumption, a best 
practice for AWS

• Implement network security 
controls that are native to 
both AWS and Azure

“The instruction along with the 
examples are great!  I believe 
the hands-on examples greatly 
increase the value.”
Michael Warthon, WRPS

3 0  C P E / C M U  C R E D I T S

“The course went immediately into real-world, 
useful vulnerabilities and how to remediate them. 
The teachers are clear in presenting materials and 
expanding on the concepts an appropriate amount. 
They take real-time questions and incorporate them 
into the discussion appropriately.”
 Tom Siu, Case Western Reserve University

3 8  C P E / C M U  C R E D I T S
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SEC
522

This is the course to take if you have to defend web applications!
The quantity and importance of data entrusted to web applications is growing, and defenders 
need to learn how to secure them. Traditional network defences, such as firewalls, fail to 
secure web applications. SEC522 covers the OWASP Top 10 Risks and will help you better 
understand web application vulnerabilities, thus enabling you to properly defend your 
organisation’s web assets.

Mitigation strategies from an infrastructure, architecture, and coding perspective will be 
discussed alongside real-world applications that have been proven to work. The testing 
aspect of vulnerabilities will also be covered so that you can ensure your application is 
tested for the vulnerabilities discussed in class.

To maximise the benefit for a wider range of audiences, the discussions in this course will be 
programming language agnostic. Focus will be maintained on security strategies rather than 
coding-level implementation.

SEC522: Defending Web Applications Security Essentials is intended for anyone tasked with 
implementing, managing, or protecting web applications. It is particularly well suited to 
application security analysts, developers, application architects, pen testers, auditors who are 
interested in recommending proper mitigations for web security issues, and infrastructure 
security professionals who have an interest in better defending their web applications.

The course will also cover additional issues the authors have found to be important in their 
day-to-day web application development practices. The topics that will be covered include: 
• Infrastructure security 
• Server configuration 
• Authentication mechanisms
• Application language configuration
• Application coding errors like SQL 

injection and cross-site scripting
• Cross-site request forging
• Authentication bypass
• Web services and related flaws 
• Web 2.0 and its use of web services
• XPATH and XQUERY languages and injection 
• Business logic flaws
• Protective HTTP headers

The course will make heavy use of hands-on exercises and conclude with a large defensive 
exercise that reinforces the lessons learned throughout the week.

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Defending Web 
Applications Security 
Essentials

Who should attend?
• Application developers
• Application security analysts 

or managers
• Application architects
• Penetration testers who are 

interested in learning about 
defensive strategies

• Security professionals who 
are interested in learning 
about web application 
security

• Auditors who need to 
understand defensive 
mechanisms in web 
applications

• Employees of PCI compliant 
organisations who need to 
be trained to comply with 
PCI requirements

You will be able to...
• Understand the major risks 

and common vulnerabilities 
related to web applications 
through real-world 
examples

• Mitigate common security 
vulnerabilities in web 
applications using proper 
coding techniques, software 
components, configurations, 
and defensive architecture

• Understand the best 
practices in various domains 
of web application security 
such as authentication, 
access control, and input 
validation

• Fulfill the training 
requirement as stated in PCI 
DSS 6.5

• Deploy and consume web 
services (SOAP and REST) in 
a more secure fashion

• Proactively deploy cutting-
edge defensive mechanisms 
such as the defensive HTTP 
response headers and 
Content Security Policy to 
improve the security of web 
applications

• Strategically roll out a 
web application security 
program in a large 
environment

• Incorporate advanced web 
technologies such as HTML5 
and AJAX cross-domain 
requests into applications in 
a safe and secure manner

• Develop strategies to assess 
the security posture of 
multiple web applications

G I A C  C E R T :  G W E B
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G W E B

““I can’t get over how well done 
this training is. Can’t wait to get 
more from SANS!””
Joshua Meadows, Amazon

SEC
540

SEC540 provides development, operations, 
and security professionals with a 
methodology to build and deliver secure 
infrastructure and software using DevOps 
and cloud services. Students will explore how 
DevOps principles, practices, and tools of 
DevOps can improve the reliability, integrity, 
and security of on-premise and cloud-hosted applications.

SEC540 examines the Secure DevOps methodology and its implementation using lessons 
from successful DevOps security programs. Students will gain hands-on experience using 
popular tools such as Jenkins, GitLab, Puppet, Vault, and Grafana to automate Configuration 
Management (“Infrastructure as Code”), Continuous Integration (CI), Continuous Delivery (CD), 
cloud infrastructure, containerization, micro-segmentation, Functions as a Service (FaaS), 
Compliance as Code, and Continuous Monitoring.

The lab environment starts with an on-premise CI/CD pipeline that automatically builds, 
tests, and deploys infrastructure and containerized applications. Leveraging the Secure 
DevOps toolchain, students perform a series of labs injecting security into the CI/CD pipeline 
using a variety of security tools, patterns, and techniques. After laying the DevSecOps 
foundation, students put their DevSecOps skills to work by deploying and managing a real-
world cloud infrastructure. Hands-on exercises deploy containerized workloads in the cloud, 
integrate on-premise configuration management with Puppet, and manage secrets with 
HashiCorp Vault and Cloud Key Management Service (KMS). Students analyze and fix cloud 
infrastructure vulnerabilities, perform cloud-hosted application vulnerability scanning, and 
defend microservices using tools such as API Gateway and FaaS. Cloud security compliance 
tools help monitor the infrastructure using code-drive Web Application Firewall (WAF) 
services, continuous auditing with CloudMapper, and continuous monitoring with Cloud 
Custodian.

Course Authors’ Statement
“DevOps and the cloud are radically changing the way that organizations design, build, 
deploy, and operate online systems. Leaders like Amazon, Etsy, and Netflix are able to deploy 
hundreds or even thousands of changes every day, continuously learning, improving, and 
growing—and leaving their competitors far behind. Now DevOps and the cloud are making 
their way from Internet ‘Unicorns’ and cloud providers into enterprises. 
“Traditional approaches to security can’t come close to keeping up with this rate of 
accelerated change. Engineering and operations teams that have broken down the ‘walls 
of confusion’ in their organizations are increasingly leveraging new kinds of automation, 
including Infrastructure as Code, Continuous Delivery and Continuous Deployment, 
microservices, containers, and cloud service platforms. The question is: can security take 
advantage of the tools and automation to better secure its systems?
“Security must be reinvented in a DevOps and cloud world.”
— Ben Allen, Jim Bird, Eric Johnson, and Frank Kim

H A N D S - O N   •   F I V E  D AY S   •   L A P T O P  R E Q U I R E D

Cloud Security and 
DevOps Automation

You will be able to...
• Build a Secure DevOps 

workflow in your 
organization

• Create automated security 
tasks in Continuous 
Integration/Continuous 
Delivery (CI/CD) systems

• Configure and run scanners 
from the Secure DevOps 
Toolchain

• Perform cloud infrastructure 
security audits for 
common misconfiguration 
vulnerabilities

• Perform secure secrets 
management using on-
premise and cloud-hosted 
secrets management tools

• Audit microservice 
architectures for security 
vulnerabilities in containers, 
serverless, and API gateway 
appliances

• Leverage cloud automation 
to automate patching and 
software deployments 
without downtime

• Build serverless functions to 
monitor, detect and actively 
defend cloud services and 
configurations

“The instruction along with the 
examples are great!  I believe 
the hands-on examples greatly 
increase the value.”
Michael Warthon, WRPS

G I A C  C E R T :  G C S A
3 8  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G W E B



Computers,
Technology
& Security

Computers,  
Technology 
and Security
SANS Foundations is the best single course available to learn core knowledge 
and develop practical skills in computers, technology, and security 
fundamentals that are needed to kickstart a career in cybersecurity.

What is included with SANS Foundations? 
• Over 120 hours of curated content
• Hands-on labs experience
• Quizzes to consolidate learning outcomes
• Training by world-renowned experts
• Engaging 4K video content 
• Proctored final exam delivered by GIAC

What will Students learn in this course?
The course provides students with exactly what they need to 
go from zero technical and security knowledge to a level of 
sufficient theoretical understanding and applied practical skills 
that will enable them to speak the same language as industry 
professionals. Students will develop fundamental skills and 
knowledge in key IT subject areas such as Linux, programming, 
networking, computer hardware, operating systems, encryption, 
basic security concepts, and more!

Who should take this course?
This course is designed for:
• Career changers
• Online self-driven learners seeking new skills
• College and university students
• Business professionals without a deep cybersecurity  
 background
• New hires in IT/cybersecurity
• Participants in reskilling programs

For more information visit  
www.sans-foundations.com  
or email  
foundations@sans.org

I think the biggest value add for 
SANS Foundations was simply how 
comprehensive it was. It covered a 
lot of topics, but each was covered 
in enough depth for a better 
handle on the basics without being 
overwhelming.
- U.S. government federal law  
enforcement professional

Cloud Security Short Courses

SEC534: Secure DevOps: A Practical 
Introduction

O N - D E M A N D

This course explains the fundamentals of DevOps and how DevOps teams can build and deliver secure software. You will learn 
DevOps principles, practices, and tools and how they can be leveraged to improve the reliability, integrity, and security of systems. 
Students will gain hands-on experience using popular open-source tools such as Puppet, Jenkins, GitlLab, Vault, Grafana, and Docker to 
automate Configuration Management (“Infrastructure as Code”), Continuous Integration (CI), Continuous Delivery (CD), containerization, 
microsegmentation, automated compliance (“Compliance as Code”) and Continuous Monitoring. Leveraging the Secure DevOps toolchain, 
students perform a series of labs injecting security into the CI/CD pipeline using a variety of security tools, patterns, and techniques.

H A N D S - O N   •   T W O  D AY S   •   L A P T O P  R E Q U I R E D

SEC541: Cloud Security Monitoring and 
Threat Detection
SEC541 is a cloud security course that examines how attackers are attacking the Amazon Web Services (AWS) and Microsoft Azure 
environments, the characteristics of those attackers, and how to detect them and investigate suspicious activity in your cloud 
infrastructure. Every course section, the class will analyze a real world set of attacks, break down how they happened, and show how to 
detect them in their environment. The course will then dive into the AWS and Azure services, analyzing logs and behaviors and building 
analytics that the students can bring back to their own cloud infrastructure.

H A N D S - O N  •   T H R E E  D AY S   •   L A P T O P  R E Q U I R E D

L I V E  O N L I N E

H A N D S - O N  •   T H R E E  D AY S   •   L A P T O P  R E Q U I R E D

SEC584: Cloud Native Security: Defending 
Containers and Kubernetes | BETA
Cloud native infrastructure and service providers are enabling organizations to build and deliver modern systems faster than ever, which 
can be difficult to defend and monitor. Students will gain hands-on experience building, exploring, and securing real-world modern 
systems.

H A N D S - O N  •   T H R E E  D AY S   •   L A P T O P  R E Q U I R E D

T R A I N I N G  E V E N T S

L I V E  O N L I N E

S A N S  T R A I N I N G  C ATA LO G U E1 0 4
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ICS
410

SANS has joined forces with industry leaders to equip security professionals and control 
system engineers with the cyber security skills they need to defend national critical 
infrastructure. ICS410: ICS/SCADA Security Essentials provides a foundational set of 
emphasised skills and knowledge for industrial cyber security professionals. The course 
is designed to ensure that the workforce involved in supporting and defending industrial 
control systems is trained to keep the operational environment safe, secure, and resilient 
against current and emerging cyber threats.

The course will provide you with:
• An understanding of industrial control system 

components, purposes, deployments, significant 
drivers, and constraints

• Hands-on lab learning experiences to control system 
attack surfaces, methods, and tools 

• Control system approaches to system and network 
defence architectures and techniques 

• Incident-response skills in a control system 
environment

• Governance models and resources for industrial cyber 
security professionals

When examining the greatest risks and needs in critical infrastructure sectors, the course 
authors looked carefully at the core security principles necessary for the range of tasks 
involved in supporting control systems on a daily basis. While other courses are available 
for higher-level security practitioners who need to develop specific skills such as industrial 
control system penetration testing, vulnerability analysis, malware analysis, forensics, secure 
coding, and red team training, most of these courses do not focus on the people who 
operate, manage, design, implement, monitor, and integrate critical infrastructure production 
control systems.

With the dynamic nature of industrial control systems, many engineers do not fully 
understand the features and risks of many devices. For their part, IT support personnel who 
provide the communications paths and network defences do not always grasp the systems’ 
operational drivers and constraints. This course is designed to help traditional IT personnel 
fully understand the design principles underlying control systems and how to support those 
systems in a manner that ensures availability and integrity. In parallel, the course addresses 
the need for control system engineers and operators to better understand the important 
role they play in cyber security. This starts by ensuring that a control system is designed and 
engineered with cyber security built into it, and that cyber security has the same level of 
focus as system reliability throughout the system lifecycle.

When these different groups of professionals complete this course, they will have developed 
an appreciation, understanding, and common language that will enable them to work 
together to secure their industrial control system environments. The course will help develop 
cyber-secure-aware engineering practices and real-time control system IT/OT support carried 
out by professionals who understand the physical effects of actions in the cyber world.

F I V E  D AY S   •   L A P T O P  R E Q U I R E D

ICS/SCADA Security 
Essentials

Who should attend?
The course is designed for 
the range of individuals who 
work in, interact with, or can 
affect industrial control system 
environments, including asset 
owners, vendors, integrators, 
and other third parties. These 
personnel primarily come from 
four domains:
• IT (includes operational 

technology support)
• IT security (includes 

operational technology 
security)

• Engineering
• Corporate, industry, and 

professional standards

You will be able to...
• Run Windows command line 

tools to analyse the system 
looking for high-risk items

• Run Linux command line 
tools (ps, ls, netstat, ect) and 
basic scripting to automate 
the running of programs 
to perform continuous 
monitoring of various tools

• Install VMWare and create 
virtual machines to create 
a virtual lab to test and 
evaluate tools/ security of 
systems

• Better understand various 
industrial control systems 
and their purpose, 
application, function, 
and dependencies on 
network IP and industrial 
communications

• Work with operating systems 
(system administration 
concepts for Unix/Linux 
and/or Windows operating 
systems)

• Work with network 
infrastructure design 
(network architecture 
concepts, including 
topology, protocols, and 
components)

• Better understand the 
systems’ lifecycles

• Better understand 
information assurance 
principles and tenets 
(confidentiality, integrity, 
availability, authentication, 
non-repudiation)

“Every IT security 
professional and 
others within support 
and projects around 
ICS should take this 
course.”
Simon Poole, SHELL

G I A C  C E R T :  G I C S P
3 6  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G I C S P

ICS
456

The five-day ICS456: Essentials for NERC Critical Infrastructure Protection empowers students 
with knowledge of the what and the how of the version 5/6/7 standards. The course 
addresses the role of the Federal Energy Regulatory Commission (FERC), North American 
Electric Reliability Corporation (NERC), and Regional Entities, provides multiple approaches 
for identifying and categorizing BES Cyber Systems, and helps asset owners determine 
the requirements applicable to specific implementations. Additionally, the course covers 
implementation strategies for the version 5/6/7 requirements with a balanced practitioner 
approach to both cyber security benefits, as well as regulatory compliance.

This course goes far beyond other NERC Critical Infrastructure Protection (CIP) courses that 
only teach what the standards are by providing information that will help you develop 
and maintain a defensible compliance program and achieve a better understanding of 
the technical aspects of the standards. Our 25 hands-on labs Utilise three provided virtual 
machines that enable students to learn skills ranging from securing workstations to 
performing digital forensics and lock picking. Our students consistently tell us that these labs 
reinforce the learning and prepare them to do their jobs better.

You Will Learn:
• BES Cyber System identification and strategies for lowering their impact rating
• Nuances of NERC defined terms and CIP standards applicability and how subtle changes 

in definitions can have a big impact on your program
• The significance of properly determining Cyber System impact ratings and strategies for 

minimizing compliance exposure
• Strategic implementation approaches for supporting technologies
• How to manage recurring tasks and strategies for CIP program maintenance
• Effective implementations for cyber and physical access controls
• How to breakdown the complexity of NERC CIP in order to communicate with your 

leadership
• What to expect in your next CIP audit, how to prepare supporting evidence, and how to 

avoid common pitfalls
• How to understand the most recent Standards Development Team’s (SDT) efforts and 

how that may impact your current CIP program

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

Essentials for NERC 
Critical Infrastructure 
Protection

Who should attend?
• IT and OT (ICS) cyber 

security
• Field support personnel
• Security operations
• Incident response
• Compliance staff
• Team leaders
• Governance
• Vendors / Integrators
• Auditors

You will be able to...
• Understand the cyber 

security objectives of the 
NERC CIP standards

• Understand the NERC 
regulatory framework, its 
source of authority, and the 
process for developing CIP 
standards, as well as their 
relationship to the other 
BES reliability standards

• Speak fluent NERC CIP and 
understand how seemingly 
similar terms can have 
significantly different 
meanings and impacts on 
your compliance program

• Break down the complexity 
to more easily identify and 
categorize BES Cyber Assets 
and Systems

• Develop better security 
management controls by 
understanding what makes 
for effective cyber security 
policies and procedures

• Understand physical 
and logical controls and 
monitoring requirements

• Make sense of the CIP-
007 system management 
requirements and their 
relationship to CIP-010 
configuration management 
requirements, and 
understand the multiple 
timelines for assessment 
and remediation of 
vulnerabilities

• Determine what makes for 
a sustainable personnel 
training and risk assessment 
program

• Develop strategies to 
protect and recover BES 
Cyber System information

G I A C  C E R T :  G C I P
3 1  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G I C S P

“Very thorough review of NERC CIP with 
complementary logs that help drive the 
point home”
Juan Villarreal, VILLARREAL ENERGY
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515

“This course is the missing piece to get companies to take threats 
seriously, pursue the truth, and share their findings.”
Rob Cantu, DOE

H A N D S - O N   •   S I X  D AY S   •   L A P T O P  R E Q U I R E D

ICS515: ICS Active Defence and Incident Response will help you deconstruct ICS cyber attacks, 
leverage an active defence to identify and counter threats in your ICS, and use incident 
response procedures to maintain the safety and reliability of operations.
This course will empower students to understand their networked industrial control system 
environment, monitor it for threats, perform incident response against identified threats, 
and learn from interactions with the adversary to enhance network security. This process 
of monitoring, responding to, and learning from threats internal to the network is known as 
active defence.

An active defence is the approach needed to counter advanced adversaries targeting ICS, 
as has been seen with malware such as Stuxnet, Havex, and BlackEnergy2. Students can 
expect to come out of this course with the ability to deconstruct targeted ICS attacks and 
fight these adversaries and others. The course uses a hands-on approach and real-world 
malware to break down cyber attacks on ICS from start to finish. Students will gain a 
practical and technical understanding of leveraging active defence concepts such as using 
threat intelligence, performing network security monitoring, and utilising malware analysis 
and incident response to ensure the safety and reliability of operations. The strategy and 
technical skills presented in this course serve as a basis for ICS organisations looking to show 
that defence is do-able.

This course will prepare you to:
• Examine ICS networks and identify the assets and their data flows in order to understand 

the network baseline information needed to identify advanced threats
• Use active defence concepts such as threat intelligence consumption, network security 

monitoring, malware analysis, and incident response to safeguard the ICS
• Build your own Programmable Logic Controller using a CYBATIworks Kit and keep it after 

the class ends
• Gain hands-on experience with samples of Havex, BlackEnergy2, and Stuxnet through 

engaging labs while de-constructing these threats and others
• Leverage technical tools such as Shodan, Security Onion, TCPDump, NetworkMiner, 

Foremost, Wireshark, Snort, Bro, SGUIL, ELSA, Volatility, Redline, FTK Imager, PDF analysers, 
malware sandboxes, and more

• Create indicators of compromise (IOCs) in OpenIOC and YARA while understanding 
sharing standards such as STIX and TAXII

• Take advantage of models such as the Sliding Scale of Cyber security, the Active Cyber 
Defence Cycle, and the ICS Cyber Kill Chain to extract information from threats and use it 
to encourage the long-term success of ICS network security

ICS Active Defence and 
Incident Response

Who should attend?
• ICS incident response team 

leads and members
• ICS and operations 

technology security 
personnel

• IT security professionals
• Security Operations Center 

(SOC) team leads and 
analysts

• ICS red team and 
penetration testers

• Active defenders

You will learn...
• How to perform ICS incident 

response focusing on 
security operations and 
prioritising the safety and 
reliability of operations.

• How ICS threat intelligence 
is generated and how to 
use what is available in the 
community to support ICS 
environments. The analysis 
skills you learn will enable 
you to critically analyse and 
apply information from ICS 
threat intelligence reports 
on a regular basis.

• How to identify ICS 
assets and their network 
topologies and how to 
monitor ICS hotspots for 
abnormalities and threats. 
Methodologies such as ICS 
network security monitoring 
and approaches to 
reducing the control system 
threat landscape will be 
introduced and reinforced.

• How to analyse ICS malware 
and extract the most 
important information 
needed to quickly scope 
the environment and 
understand the nature of 
the threat.

• How to operate through 
an attack and gain the 
information necessary 
to instruct teams and 
decision-makers on when 
operations must shut down, 
or if it is safe to respond 
to the threat and continue 
operations.

G I A C  C E R T :  G R I D
3 0  C P E / C M U  C R E D I T S
W W W . G I A C . O R G / G R I D

ICS-AWARE MALWARE AND ATTACKS ON CRITICAL INFRASTRUCTURE ARE INCREASING IN
FREQUENCY AND SOPHISTICATION. YOU NEED TO IDENTIFY THREATS, AND VULNERABILITIES
AND METHODS TO SECURE YOUR ICS ENVIRONMENT. LET US SHOW YOU HOW!

The ICS612: ICS Cyber security In-Depth course will help you:
• Learn active and passive methods to safely gather information about an ICS environment
• Identify vulnerabilities in ICS environments
• Determine how attackers can maliciously interrupt and control processes and how to 

build defences
• Implement proactive measures to prevent, detect, slow down, or stop attacks
• Understand ICS operations and what “normal” looks like
• Build choke points into an architecture and determine how they can be used to detect 

and respond to security incidents
• Manage complex ICS environments and develop the capability to detect and respond
• to ICS security events

The course concepts and learning objectives are primarily driven by the focus on handson 
labs. The in-classroom lab setup was developed to simulate a real-world environment, 
where a controller is monitoring/controlling devices deployed in the field, along with a 
field-mounted touchscreen Human Machine Interface (HMI), available for local personnel to 
make needed process changes. Utilizing operator workstations in a remotely located control 
center, system operators use a SCADA system to monitor and control the field equipment. 
Representative of a real ICS environment, the classroom setup includes a connection to 
the enterprise, allowing for data transfer (i.e., Historian), remote access, and other typical 
corporate functions.
The labs move students through a variety of exercises that demonstrate how an attacker
can infiltrate a poorly architected ICS (which, sadly, is not uncommon) and how defenders
can secure and manage the environment.

F I V E  D AY S   •   L A P T O P  R E Q U I R E D

ICS Cyber security 
In-Depth 

Who should attend?
• ICS410 course alumni 

–students who have 
successfully completed 
ICS410: ICS/SCADA Security 
Essentials will have the base 
knowledge considered as a 
prerequisite for this course.

• Process control engineers
• Systems or safety system 

Engineers
• Active defenders in ICS
• Anyone with significant 

control system experience 
interested in understanding 
processes and methods to 
secure the ICS environment

You will be able to...
• Gain hands-on experience 

with typical assets found 
within an industrial 
environment, including 
Programmable Logic 
Controller (PLC), Operator 
Interfaces (OI) for local 
control, Human Machine 
Interface (HMI) servers, 
Historian server, switches, 
routers, and firewall(s).

• Gain an understanding 
of PLC execution through 
hands-on exercises.

• Identify security methods 
that can be applied to 
real-time control and Input/ 
Output systems.

• Understand the pros and 
cons of various PLC and 
HMI architectures with 
recommendations for 
improving security postures 
of these real-time control 
systems.

• Identify where critical assets 
exist within an industrial 
environment.

• Understand the role and 
design of an Industrial 
Demilitarised Zone (IDMZ). 
Gain hands-on experience 
with firewalls placed within 
the industrial zone to 
achieve cell-to-cell isolation 
and perimeter restrictions

• Dissect multiple industrial 
protocols to understand 
normal and abnormal traffic 
used in the operational 
control of assets.

“ Truly understanding the devices we are 
charged with defending is imperative 
to effectively implementing security 
measures.”
Crystal B., U.S. ARMY

3 0  C P E / C M U  C R E D I T S

ICS
612



Free Training and Events
 Test Drive 45+ SANS Courses 

 Free SANS Summits & Forums

 Capture-the-Flag Cyber Challenges

 Cyber Aces 

Free Cybersecurity  
Resources
sans.org/free

SANS instructors and analysts produce thousands of free resources and tools for 
the cybersecurity community, including more than 150 free tools and hundreds 
of white papers authored annually. SANS remains committed to providing free 
education and capabilities to the cyber communities we serve, train, and certify.

Free Cybersecurity Community Resources

 Internet Storm Center – Free Analysis and Warning Service     

 White Papers – Community InfoSec Research    

 Blog – Cybersecurity Blog

 Newsletters – Newsbites; @Risk; OUCH!

 Webcasts – Live and Archived

 Posters – Job-Focused Resources

 SANS Holiday Hack Challenge 

 Critical Security Controls – Recommended Actions for Cyber Defense

  Podcasts – Internet Storm Center Daily Stormcast; Trust Me, I’m Certified; Blueprint

SANS Free Tools 
SANS Instructors have built more than 150 open-source tools that support your 
work and help you implement better security. 

sans.org/free
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Developing the next generation 
of cybersecurity leaders.

Master’s 
Degree
Designed for Working Professionals
Earn your degree in 3 to 5 years while 
continuing to work full-time.

Attend Online and In-Person
Choose from online courses and week-
long, intensive live training options 
available throughout the world.

Earn GIAC Certifications
Validate your skills with industry-
recognized credentials, earned 
throughout the program.

Enter with Advanced Standing
Apply past SANS training classes and 
GIAC certifications towards your degree. 

Graduate
Certificates

Undergraduate
Certificate

Sharpen Your Skills
Keep your knowledge and skills 
current with short, technically- 
focused programs.

Complete in 18 to 24 Months
Choose the pace that comfortably 
meets your personal and career 
demands, studying online or in-person 
at immersive weeklong events. 

Prepare to Launch Your Career
Earn your certificate in 18 to 
24 months while working full-time 
or pursuing a degree. Or choose an 
accelerated option to finish in 
less than a year. 91% of graduates 
gained employment in cybersecurity 
within 6 months.

100% online options are available for all programs.

Multiple Focus Areas
• Cybersecurity Engineering (Core)
• Cybersecurity Management
• Cyber Defense Operations
• Incident Response
• Industrial Control Systems Security
• Penetration Testing & Ethical Hacking
• Purple Team Operations

LEARN MORE AT  SANS.EDU
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